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MNMpeaucnosune

1 MOArOTOBIEH AKUMOHEPHBLIM 0DLLECTBOM «BCEpPOCCUMICKUIA HAYYHO-MCCNEA0BaTENbCKUIA MHCTUTYT
ceptudmukauumn» (AO «BHUUC») n Hekommepueckum naptHepcTBoM «Pycckoe 00LlecTBO coaelcTBuA pas-
BUTUIO DMOMETPUYECKUX TEXHOMOIMIA, CUCTEM U KOMMYHUKauuiny (Hekommepueckoe napTHepcTBO «Pycckoe
BuomeTpuyeckoe obLIECTBO») HA OCHOBE CODCTBEHHOIO NMEpPeBOAAa HA PYCCKUIA A3bIK aHrNOA3bIMHON BEPCUK
cTaHpapTa, YKa3aHHOTO B NyHKTe 4, NMpu KOHCYNbLTATMBHOW nopaepxkke degepanbHOro rocynapGTBEHHOO
OroaxKeTHOro 06pa3oBaTenbHOIO yupexxaeHus Bbiclero obpasoBaHusa «MOCKOBCKUIA rOCYAapCTBEHHLIA Tex-
HUYeckuit yHusepcutetr umenn H.O. baymaHa (HauuoHanbHbIR uccnegoBaTenbckuii yHusepcoutet)y (MITY
um, H.3. BaymaHna)

2 BHECEH TexHu4yeckum KOMUTETOM Mo cTaHgapTusaummn TK 098 «buometpus n BUOMOHUTOPUHT»

3 YTBEPXXJEH W BBEAEH B IENCTBWE Mpukasom deaepansHOro areHTcrea no TEXHUYECKOMY pe-
rynmpoBaHuto n metponorum ot 20 HoaGpa 2019 r. Ne 1197-¢cT

4 HacToawwmii cTangapt sSiBNsieTca MoanMUUpPOBaHHbIM MO OTHOLLEHUIO K MEXAYHAPOAHOMY CTaHaapTy
NCO/M3K 30107-3:2017 «MHdopmaLmoHHble TexHonorun. ObHapysKeHUe ataku Ha BuomeTpuyeckoe npeab-
asneHune. Yactb 3. Vcneitanusa n npotokonsl ucneiranuny (ISO/IEC 30107-3:2017 «Information technology —
Biometric presentation attack detection — Part 3: Testing and reporting», MOD) nyTem nameHeHus otaensHbIX
dhpas (cnoe, 3Ha4YeHuin nokasaTesiei, CobINOK), KOTOPbIE BblAeNeHbl B TEKCTE KypCUBOM. BHeceHMe ykasaHHbIX
TEXHUYECKMX OTKITOHEHWIA HAanpaBneHo Ha ydeT noTpebHOoCTel HaUMOHanbLHOW KOHOMUKK Poccuiickoii depe-
pauuu.

HaumeHoBaHWe HacTOALWErO CTaHAapTa U3MEHEHO OTHOCUTENbHO HAMMEHOBaHUS YKa3aHHOrO Mexay-
HapOAHOro cTaHgapTa Ansa npueegeHus B cooreetcTeue ¢ FOCT P 1.5—2012 (nyHkT 3.5).

CBeaeHns 0 COOTBETCTBUM CCbINOYHbIX HALMOHANbHbIX U MEXIOCYAapCTBEHHbIX CTaHAapTOB MeXayHa-
pOAHbLIM CTaHAAapTaM, UCMNONb30BaHHLIM B KAYECTBE CChINOYHbLIX B MPUMEHEHHOM MEXAYHAapOAHOM CTaHaap-
Te, NPUBEAEHbI B JONONMHUTENBLHOM NPUoXeHun OA.

ConocraBneHune CTPYKTYpbl HACTOSALLErO CTaHAapTa CO CTPYKTYPOi NPUMEHEHHOTO B HEM MeXayHapoa-
HOro cTaHgapTa NpUBEAEHO B AONONHUTENLHOM NpunoxeHun Ob

5 BBEJEH BMNEPBbIE

6 HekoTtopble anemMeHTbl HACTOALLEro CTaHaapTa MOryT ObiTk 00bEKTaMKU NaTeHTHbIX npae. MexayHa-
pogHas opraHusaumsa no craHaaptusauuu (MCO) n MexxayHapoaHas anekTpoTexHuyeckasn komucens (MOK)
He HecyT OTBETCTBEHHOCTU 3a YCTAHOBNEHUE MOAMMHHOCTU KakUX-NGO Unn BCEX TakKUX NaTeHTHbIX NpaB

lNpasuna npumeHeHUs Hacmosweeo cmaHdapma ycmaHosrieHbl 8 cmambe 26 @edepanbHO20 3aKoHa
om 29 uioHs 2015 . Ne 162-®3 «O cmaHOapmu3sayuu e Pocculickoll ®edepauuu». ViHgopmayus 0b u3s-
MEHEHUsX K Hacmosemy cmaHOapmy nybnukyemcs 8 exe200HOM (1o cocmosHulo Ha 1 sHeaps meKyujeeo
e00a) uHhopmayUuoOHHOM yKkasamene «HayuoHanbHbie cmaHlapmei», a ouyuansHbil MeKkem usMeHeHul
U 10onpasok — 8 eXeMeCAYHOM UH(hOPpMaUUOHHOM yKasamene «HayuoHanbHble cmaHO0apmbi». B cnydae
nepecmompa (3aMeHbl) unu ommMeHbl Hacmosuweao cmaHO0apma coomeemcemayiowjee ysedomneHue bydem
onybnukosaHo 8 bruxaliluem 8bIIyCKe eXeMeCsS4YH020 UHOPMaUUOHHO20 ykaszamensa «HauuoHarnbHble
cmaHOapmel». Coomeememeyroujas UHgopmayusi, yeeOoOMIEHUE U MEKCMbl pa3Mellaromes makxe 8 UH-
chopmalioHHOI cucmeme 0bLeeao nosib3oeaHuss — Ha ohuyuanbHoM calime QedeparnbHo20 azeHmemea o
MEXHUYECKOMY peaynuposaHUuio u Memposioauu 8 cemu VinmepHem (www.gost.ru)



FOCT P 58624.3—2019

CopepxaHue
OBNaCTb MPUMEHEHUS . .« . et et et et et et e e e e et e et e e e e e et et et e et e ettt e e e 1
2 HOPMATUBHBIE COBIITKM. + v 4 v v v e vt et vt aene e uaeneaaes e seesneenesnesaneeneensannnennesns 1
3 TepPMUHDBI M OMPEACIIEHUS . . o o e ettt e et e et et e e e e e e e e ettt et e et e et e e 2
3.1 OMEMEHTBI ATAKM . v vttt vttt ettt ettt e et st eeeeenaeaeenneaeeeneeneaneneeeneesnness 2
BT 11/ T o 3
L 07T (o= T (= T < 4
I O 0Ty == 1 = 1 TP 5
6 OO6Line nonoxxeHnsa obHapy>KeHUst aTakm Ha BUOMETPUYECKOE NPEALSABNEHUE . . ..o v v v e e i e e e n s 5
7 YpOBHW OLEHKWM METOA0B OBHApY XeHUs aTaku Ha OMOMETPUYECKOE NPEAbSBMNEHNE . . ... oo v v e et 6
7.1 OBLUME MOTOMKEHUS & v o v v e v e e v e e et et et e e e e e e e e e e n e et et e e n e aneneenen s 6

7.2 OGLImMe NPUHLMMBLI OLEHKU METOI0B 0BHapPY)KeHNs atakn Ha GUOMETPUYECKOE NPeabsABneHKe . . . .6

7.3 OueHka nogcuctembl 0OHAPYXKeHNUS aTakn Ha BUOMETPUYECKOE NPEdbABNEHUE . . . .. . oo v e en ... 7
7.4 OueHka noacucTeMbl COOPa DUOMETPUUECKMX JAHHDBIX . . v v v vv s v et een e neen e eneneeanens 7
7.5 OueHKa NOMHOKOMMITEKTHON BUOMETPUUECKOM CUCTEMDI .« o o v vt v i et e et e ae e e aeeenaneanns 8
8 CBOMCTBA APTEMAKTOB o v vt vttt it es v vt et ees e eesenanneeesseeenenensenennenonnenennas 8
8.1 CBoiiCTBa MHCTPYMEHTOB aTaky Ha GUOMETpUYECKOoe NpeabaBeHne Npyu aTakax caMmo3BaHua. . . . . 8
8.2 CBoiicTBa MHCTPYMEHTOB aTaky Ha GMOMEeTpUYecKkoe nNpeabaBreHne Npu atakax ykpblBaTens
31 T oo 10
8.3 CBoIiCTBa GUHTE3MPOBaHHbLIX BUOMETPUUECKUX 00Pa3LOB C HECTAHAAPTHLIMK XapakTepucTukamm . .10
9 AcneKTbl HeCOrnacoBaHHbIX NONLITOK CEOpa OMOMETPUUECKUX XAPAKTEPUCTMK . . o oo v v e e e e ie e ns 11
9.1 MeToabl BUOMETPUYECKOTO MPEABSABIIEHNS & . . o ot et ettt e ettt e e et e et eae e et eeneennns 11
9.2 METOABI OLIEHKM « . v v vttt ettt et e e et et ettt e e s ettt s ettt innenan 11

10 CosgaHue u ucnonb3oBaHue aptedakToB Npu OLieHKe METo0B 0GHapyKeHUs aTaku Ha GuomeTpu-

UECKOE MPEABABIIEHUE & .t ittt et ettt ettt e ettt e e et e e e eae et eae et eaeeeeaeeennaanneens 11
10.1 ODLUME MOSOMKEHUMT . . v oo et e e it e ettt e e et e e e et e e e et e e e et e e e et ae e eeeaean 11
10.2 Co3aaHNE M NOATOTOBKA APTEMAKTOB . . v v v vttt ettt et tete e tet e e eeeeaeenaeenansns 11
10.3 VICNONb30BAHNE AGPTEMAAKTOB . . & . . v vt et e ettt ettt e e et ettt e e e e e et ettt e e e aeenaas 12
10.4 NTepauunoHHbIe UCMLITAHMSA MO ONPegeneHnio 3P deKTUBHbLIX apTedakToB . . ....ccvvvenen. .. 13

11 DakTOPbl OLIEHKU PA3NUUHBIX MPOLECCOB . . o v v i e e ittt et e e et e e et e et e e e e e et e et e e aeae 13
11,1 OBLUME NMOMOMEHUMS. &+ . o ot vttt et et et e e e et e e e et e et et e e n s a e et et ea e eaeenes 13
11.2 OueHka npoLecca GUOMETPUYECKON PETUCTPALIMM. .« o o v v vttt et et et et eee e eneenens 13
11.3 OueHka npouecca GUOMETPUYECKON BEPUDUMKALIMM. . . . oo v vt e e et e e et ee e eieeeaennns 14
11.4 OueHka npouecca GUOMETPUYECKON UABHTUIUKALIMM . . . o\ v oottt et et et e et eneeeeenn 14
11.5 OueHka MeToaoB 0DHapy>KeHMS aTtakn Ha BUoMeTpuyeckoe npeabsiBneHne B aBTOHOMHOM

81331 T P 14

12 MeTpuKu OLEHKM BMOMETPUYECKMX CUCTEM C METOAAMU OOHAapPYKeHUs atak Ha BUoMeTpuyeckoe

MPEOBABITIEHUE & . . ittt ettt ettt e ettt e et et et e e e e ee e e et eeet e eaae et 15
12.1 OBLLUME MOTOMKEHUS . . & v v v e et e e e et e e et e e e e et e e et e e e et e e et e ettt e eeens 15
12.2 MeTpuKM OLeHKN NOACUCTEMbI ODHApYKeHUA aTakn Ha GUOMETPUYECKOE NPeabaBneHME. . . . .. . . 15



FOCT P 58624.3—2019

12.3 MeTpuKu OUEHKN NOACUCTEM COOPA OMOMETPUHECKMX JAHHBIX « o v vt v e v e v e aeevanenenes 17
12.4 MeTpuKM OLEHKN MOSTHOKOMMIEKTHBIX OUOMETPUUECKUX CUCTEM .« v v v ot e et et e e e e e e aeae s 18
MpunoxeHue A (cnpaBoyHOE) KnacCUMUKALMA TUNOB @TAK. « o v vt v v e e r e neaeennaenenneneenncness 20

Mpunoxexue B (cnpaBoyHoe) MpumMepbl BUAOB apTedakToB, UCMOMb3YEMbIX B OLEHKE MOACUCTEM
oOHapy»KeHus atakn Ha BuomMeTpuyeckoe npeabsieneHne ans GMOMETpPUYECKNX CKaHepoB
OTMEYATKOB MASIBLIEB .« + o ot v v vt et et e et eee e e ae s et e re e ne s reeenenennneens 24

MpunoxeHue OA (cnpasodyHoe) CeeaeHUs 0 COOTBETCTBUM CCbINMOYHbLIX HALIMOHAMbHLIX M MEXrocyaapcr-
BEHHbIX CTaH4apTOB MEXAYHAPOAHbIM CTaHAapTaM, UCMOMb30BaHHbLIM B KAYeCTBe

CCbIMOYHbIX B MPUMEHEHHOM MEXOYHAPOAHOM CTAHAAPTE . & . o v vt v e e e eeeaen 25
Mpunoxexne OB (cnpaBoyHoe) ConocraBneHue CTPYKTYPbl HACTOSILLIErO CTaHaapTa Co CTPYKTYpOii

MPUMEHEHHOTO B HEM MEXOAYHAPOAHOMO CTAHAAPTE . . o o v v et e e e e e e ae eeeans 26
S (o] o] o= To o] 7 | 27



FOCT P 58624.3—2019

BBepeHune

MpegbsieneHne apredakta unu BMOMETPUUECKON XapakTePUCTMKKU MHauBKaa nogcucteme cbopa buo-
METPUYECKUX AAHHBLIX C LENbl0 HapyLweHns HAMEYEHHOW MONUTMKM BMOMETPUYECKON CUCTEMBbI Ha3bIBAETCA
atakoil Ha BuomeTpudeckoe npeavsBneHne. Obnacme npumeHeHus cepuu cmaxOapmos OCT P 58624
ozpaHudYeHa memoodamu asmomamuyecKko20 obHapyXeHus amak Ha buomempuyeckoe npednbsasneHue, ocy-
wecmenaembiMu cybbekmamu coopa buomempuyeckux 0aHHbIX 8 poyecce buomempuyeckoeo rpednsere-
Hus u cbopa coomeememsyolux bUOMEMPUYECKUX Xapakmepucmuk. [JaHHble METOAbl HA3bIBAKOTCA METO-
AamMmu obHapy»eHUsa ataku Ha Buometpudeckoe npeawvasneHue (OABMN).

Kak n metoabl Buomerpuyeckoro pacnosHasaHusi, metoabl OABIT noaBepPXXEHbI NTOXXHOMNOMOXKUTENbHbLIM
M NOXHOOTpUUATENbLHLIM pe3ynsrataM. B crnyyae NOXHONONOXUTENLHOrO pesynbraTta CUcTemMa OLUMOOYHO
knaccudpuympyet Hagnexawlee BUOMETPUYECKOE NPEabABNEHNE KakK ataky, TeM CaMbiM CHUXasa adpdekTms-
HOCTb CMCTEMbI, @ B Criyvae fOKHOOTpULaTeNIbHOro pesynksrarta cucrema OWKnBoYHO KnaccuduumupyeT ataky
Ha DMOMETpUYECKoe NpegbaBnNeHne Kak Hagnexawee BUOMETPUUECKOE NMPeabaBneHne, B pesynsraTe Yero
NPOUCXOAUT HapyweHue Be3onacHocTu. MosTomy pelleHne 06 UCNONbL30BaHUM BUOMETPUYECKOW CUCTEMON
KOHKpeTHOro metoga OABIT bygeT 3aBUCETb OT €€ NMPMMEHEHNS U KOMIPOMMCCa Mexay ypoBHem Besonac-
HOCTU U 3PEKTUBHOCTH.

Hacroawwii ctTaHgapT ycraHaBnmMBaeT:

- TEPMUHbI, OTHOCALMECH K ucnbitaHmam OABI 1 NpoTOKONam UCMbITaHWN;

- MPUHLMNbI U METOAbI OLIEHKWN 3KCNNyaTauNOHHbIX Xapaktepuctuk merogos OABI, Bknioyas MeTpukn.

HacToawmit ctaHpapT npegHasHadveH ansa paspabotunkos metogos OABI u/unu ana nenbiTaTenbHbIX
nabopartopuid, NNaHUPYIOLWKMX NPOBOAUTL OLUEHKK athdekTuBHOCTU MmeTopgoB OABIT.

TepMUHONOrMA 1 METOALI AKCMNYaTaLMOHHbLIX UCTILITAHWIA, a TaKXe METOA0MOrns CTaTMCTUYECKOro aHa-
nu3a B GUOMETPUU pErnNamMeHTMPOBaHLI 8 cepuu crmaHdapmos FTOCT P MCO/M3K 19795-1—2007. B kavecTtBe
3KCnnyaTaUMOHHbIX XapakTepUCTUK BMOMETPUYECKUX CUCTEM UCMONb3YIOTCS TaKne METPUKU, Kak BEPOATHOCTb
TNOXKHOro gonycka, BnO, BEPOATHOCTb JTOXKHOIO HEeaoNycka, BAHA™ u BEPOATHOCTb OTKa3a BUOMETPUUECKON
perncrpayum, BOBP™. TepmuHonorns n Metozpl AKCMnyaTaunMoHHbIX UCMbITAHUIA, a TaKKe METO40N0rNA cra-
TUCTUYECKOrO aHanm3a B OMOMETPUM NULLL YACTUYHO MPUMEHMMBI K oueHke meTtogos OABI BBuay 3Hauu-
TenbHbIX hyHAaMeHTaNbHbIX Pasnuuuii Mexay KOHUenumen skcnmnyaTauuoHHbIX UCTIbITaHuiA B BUOMETPUN U
KoHUenumen uenbiradnin metogos OABIN. ®yHaameHTanbHbie pasnumuns 3aknioyalTcs B CneayoLem:

a) cratucTuyeckas 3HauumocCTb.

B 6uoMeTpuyecKnx SKCNyaTaLMoOHHbLIX UCNLITAHMAX MPUMEHSIIOT CTAaTUCTUYECKN 3HAYMMOE KONUYECTBO
cyObLeKTOB, NPeACcTaBnAIOLLMX LIENeBYHO rpynny nonb3oartenei. BepoaTHOCTU OLWIMOOK He ByayT 3HAaYUTENLHO
OTNMYaTbCH NPU CYLLUECTBEHHOM YBEIMYEHUM YMCNa YYACTHUKOB MMM NPUBNEYEHWUN APYTOW rpynnbl CyObek-
TOB. Kak npaBuno, npu nposegeHun DOsbLUIErO YMCna U3MEPEHUid YBENUUMBAETCA TOYHOCTb BEPOSATHOCTEN
OLUMBOK.

B ucnbitanusax OABI mMHorMe BuomMeTpuyeckue MoaansLHOCTU MOTYT MOABEPraTbCs arakam BomnbLLUoro
WU HEOMPEAENEeHHOro Yncna BMAOB MOTEHUMAaNbHbLIX MHCTPYMEHTOB ataku Ha DMOMETPUYECKOe npeabsBs-
nexue (MABIM). B Takux cny4asax CrnoXxHO Unm gaxxe HEBO3MOXHO NOCTPOUTL MCYEPNLIBAKOLLYIO MOAENL BCEX
BO3MOHbIX MIABI. CrnegoBatenbHO, HEBO3MOXHO HallTU penpeseHTaTuBHbIi Habop Bnaos NABI ans oueH-
KK, NO3TOMY U3MEPEHHbIE BEPOSTHOCTU OLUMGOK ogHOro Habopa MABIT He MOryT cuuTaTbCst NPUMEHUMbIMU K
apyromy Habopy.

Buabl MABIN npeacraBnsaioT OO0 UCTOYHUK CUCTEMATUYECKMX UBMEHEHUIA B UCNbITAHUSAX. PasnuyHble
MABI MOryT UMETb 3HAYMMO Pa3nnyHble BEPOSITHOCTM OMBoK. Kpome Toro, B npeaenax nobdoro suaa NABI
OyayT HabnwoaatbCa crydaiiHble pasnuuua mexay sksemnnapamu cepun MABI. Yucno GuomeTpuyeckux
npeabABMNEHNIA, HEOBXOAUMbIX ANA CTATUCTUYMECKN 3HAYUMbIX UCNIbITAHUA, ByaeT NMHenHo macwrabupoBarb-
ca ¢ ydeTtom yucna sugos MABI. B npegenax kaxgoro suga MABI HeonpeaeneHHOCTb, CBA3aHHAdA C OLEH-
KO BEPOATHOCTU Owmbok NABIT, BygeT 3aBUCETb OT YMCNA UCMbITYEMbIX apTedakToB 1 YK1Cna MHAMBUAOB.

Tpumep — B dakmuiocKonuu U3eecmHo MHO20 nomeHyuasibHbIX Mamepuasioe 0151 co30aHusi apmegbakx-
mose, U rnpu amakKke 803MOXHO UCI10/Ib308aHUe 106020 U3 amux Mamepuanoe unu coYyemaHusa Mamepuasos, ¢
MOMOWLIO KOMOPbLIX MOXHO npedbﬂeumb XapakKmepucmuKu omrne4yamka nasibuya 6u0MempuquKOMy CKaHepy.
I-IOCKOHbe makue ceolicmea apmetpakma, KakK npodon»(umeanocmb JKcnnyamauyuu, moJsiuHa, efaxXHocmkb,

* false accept rate, FAR.
** false reject rate, FRR.
*** failure-to-enrol rate, FTE.
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memnepamypa, CKopocmb CMeWwlU8aHUsl U mexHosioaus npouseodcmaea, Mo2ym oKa3amb 3Ha4YumesnibHoe enusi-
Hue Ha pe3ynbmam memoda OAB[], nezko onpedenums decsmiku mbicsidy esudoe UABIT c ucnons3osaHuemM cyule-
cmeyrwux Mamepuasnos. [Jns KoOppeKmHo20 cimamucmu4ecKko2o aHaau3a nompebyromes comHu mbicsiy 6uo-
Mempuyveckux npednsesneHull, U daxe 8 3aMoM cJly4yae 8eposIMHOCMU OWUBOK He Moaym Bbimb nepeHeceHbl Ha
credyrowjuli Habop HO8bIX Mamepuasos;

b) CpaBHUMOCTb PE3YNLTATOB UCMbLITAHUI MO BCEM CUCTEMAM.

B akcnnyatalMOHHbIX NCNbITAHUAX BUOMETPUYECKMX CUCTEM ANA CPABHEHMSA pas3nnyHbIX BromeTpuye-
CKMX CUCTEM WUIN pasHbIX KOHpMrypauuii MoryT ObiTb UCMOSIb30BaHbI BEPOSITHOCTH OLLUMOOK, paccyuUTaHHbIe Ha
OCHOBE OAHOW W TOM e BbIBOpKU BMOMETpUYECckuX 06pasLioB HA KOHKPETHOM NPUNOXeHUn. OBLWEeNpUHATEIMM
ABNAIOTCA NOHATUA KITYULLEY U KXYXKER.

B T0 >ke Bpemsa npu NCNONbL30BAHUM BEPOATHOCTEN OLIMBOK Ana cpaBHeHua metoaoB OABI Takon Tep-
MMH, KaK «ny4Lles», MOXET B 3HAUUTENLHOW CTeNEeHN 3aBUCETb OT KOHKPETHOIO NPUMOXKEHNS.

MNpumep — B cueHapuu ucnsimanuli ¢ 10 eudamu UABIT (npedcmasnsembix 100 pa3) cucmema 1 o6Ha-
pyxusaem 90 % npedwsaeneHull amaku, a cucmema 2 — 85 %. Cucmema 1 ¢huxkcupyem sce npednsesieHus de-
eamu eudoe UABII, Ho He ece npedbsisneHusi 10-2o0 suda UABII. Cucmema 2 obHapyxuesaem 85 % escex sudoe
UABT1. Kakas cucmema nyyuwie? C moyku 3peHus1 6esonacHocmu cucmema 1 Xyke, yeM cucmema 2, mak Kak o6Ha-
pyxeHue ysizeumocmu 10-20 suda NUABIT copuenmupyem 3510yMbiW/IeHHUKa [TOCMOSIHHO UCI0J/Ib308amb 3Mom
mMemo@ dns obmaHa ycmpolicmea cbopa 6uomempuyeckux aHHbIX. OOHAKO ecnu 3J10YyMbIWIeHHUKU JTUWeHbL]
803MOXHOCMU npumeHsimb 10-l eud UABTI, mo cucmema 1 6ydem nyquwe, Yyem cucmema 2, IOCKOJILKY omaesib-
Hble 8eposIMHOCTIU OWUBOK 10Ka3b18alom, Ymo MOXHO 0bMaHymb cucmemy 2 ecemu sudamu UABTT;

C) COrnacoBaHHOCTD.

MHorue sakcnnyaTayuoHHbIe UCTIbITaHUS DMOMETPUYECKNX CUCTEM OTHOCSITCA K MPUNOXEHUAM, Korga no-
BedeHUe CybObeKTOB SBMNAETCA COrnacoBaHHbIM, HanpumMep Npu KoHTporne goctyna. Ownbkn BCneacTeme He-
npaBubHOW paboTbl SIBMAOTCA CKOpee CMNeACTBUEM HEXBATKW 3HAHWIA, OMbITA UMW PYKOBOACTBA, & He HaMme-
peHus. HecornacoBaHHOCTbL NOBEAEHUS 3HAYUTENBHOW YaCTy FPYNNbI HE ABNSETCH YaCTbO COOTBETCTBYIOLLEN
«ONOMETPUYECKO MOAENNU» U CAENAET BEPOATHOCTM OLUMOOK NpakTuieckn 6ecnonesHbiMy aAns skennyarauu-
OHHbIX UCNbITAHUI BUOMETPUYECKUX CUCTEM.

Menbitanua OABI BkntovaloT cyObekTbl, NOBeAeHMe KOTOPbIX He SABMSIETCA COrfacoBaHHbIM. 3no-
YMbILUIEHHUKW NOMbITAOTCA HANTU U UCMONb30BAaTh MOOYI0 YA3BUMOCTb BUOMETPMYECKON CUcTemMbl, 06xoas
WU BO3AECTBYA Ha ee npeanonaraemoe yHKUMOHUpOBaHUe. Tunbl atak Ha GUOMeTpUYecKkoe npeabsaBre-
HWe, onpegensemMbie ONbITOM M 3HAHUAMMW SKCNEPUMEHTATOPA, MOTYT 3HAYNTENLHO M3MEHWUTb BEPOATHOCTHLIE
XapakTepuUCTMKKU ycnelwHocTh atak. CnegoBaTenbHO, CNOXKHO ONpeaenuTb Npoueaypbl UCNbITaHuA, KOTOphle
N3MepsItoT BEPOATHOCTH OLLMBOK B BUAE, XapakTepusyloLlem COrnacoBaHHOE NoBeaeHNE;

d) aBTOMaTUYECKME UCNLITAHNS.

B skcnnyatauMoHHbIX UCMbITAHMAX BUOMETPUYECKMX CUCTEM 4acTO BO3MOXHbI UCNbITAHUST aNfOPUTMOB
CpaBHEHUS C UCMONb30BaHUeM 6a3 AaHHbIX C YCTPOWCTB UM JaTYMKOB NOXOXKEro kavecTsa. Mpon3BoanTens-
HOGTb MOXET DObITb U3MepeHa B TEXHONOMMYECKMX UCTIbITAHWAX C UCNOMb30BaHMEM paHee COOpaHHO BbIGOp-
K1 06pa3LoB B cOOTBETCTBUM ¢ [OCT P UCO/M3K 19795-1.

Mpu ncnbitaHmax OABI mMoxeT ObiTb HeAOCTAaTOMHO AaHHbIX BMOMETPUYECKOro ckaHepa (Hanpumep,
UuchpoBbIX M300paXkeHUid oTnedaTkoB nanbues). Buomerpuyeckne cuctembl ¢ metogamu OABIT vacto co-
AepXaT OOMOSIHMTENbHLIE AaTYMKM AN ODHapy»KeHusa cneundudecknx CBOWCTB GMOMETPUYECKO XapaKkTe-
puctukn. CnenoeaTenbHo, 6asa AaHHbIX, cOOpaHHasn paHee Ans KOHKPETHON GUOMETPUYECKOH CUCTEMBI UMK
KOHurypauum, MOXKeT He NOAXOAWTL ANS APYroi GUOMETPUYECKO CUCTEMbI UNKU KOHurypauuun. daxe He-
3HauUTENbHbIE M3MEHEHUS B 060pyAOBaHUM UK NporpaMMHOM OGecneveHun MOryT caenatb npeablayline
n3MmepeHus HenpurogHoiMn. HeuenecoobpasHo XpaHWTb MHOTOBApUaHTHbIE CUHXPOHU3UPOBAHHbLIE CUTHATbI
OABIT 1 BOCNPOM3BOAMTL UX B aBTOMATMYECKNX UCTLITAHMAX, MOSTOMY B aBTOMATUYECKOM PEXMME YacTo UC-
NbITAHWA HEe 3a4€NCTBOBaHbI NPY MPOBEAEHNM UCNLITAHMIA U OLEeHKe meTogoB OABIT;

€) KayecTBO W NPOM3BOAUTENLHOCT.

B skcnnyatauMoHHbIX UCMbITAHMAX BUOMETPUYECKMX CUCTEM MPOU3BOAUTENbLHOCTL, KaK NpPaBuno, Ha-
NpsAMYI0 3aBUCUT OT KayecTBa DMOMETPUYECKMX AaHHbIX. Mcnonb3oBaHue o6pasLoB HU3KOrO KavyecTBa npu-
BOAWT K BbICOKUM BEPOSITHOCTSIM OLUMOOK, a npumeHeHWe oBpasuoB BbICOKOTO Kav4eCTBa — K CHUMKEHUIO
BEpOATHOCTEN ownbok. CneaoBaTenbHO, NOKa3aTenu KayecTea YacTo UCNOMb3YHTCS NPU NOBLILLEHUN SKC-
NayaTtauMOHHbIX XapakTe pUCTUK (B 3aBUCUMOCTI OT MPUNOKEHUS).

VI
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Hecmotpsa Ha To uto npu ucnbitaHusax OABIT HM3Koe KavyeCTBO BMOMETPUUECKUX AAHHbLIX MOXET Npu-
BECTM K HEYAOBNETBOPUTENLHOMY pe3ynsrarty aptedakta, OCHOBaHWA Npeanonarars OnpeaeneHHblin YpOBEHb
kadecTBa apTedakToB OTCYTCTBYIOT. Obpasubl aprechakToB MOryT JEMOHCTPMPOBATHL KAYeCTBO JNyullee, Yem
obpasLbl DMOMETPMYECKUX XapaKkTepUCTUK yenoseka. Mpu OTCYTCTBMM MOAENW HaBbIKA 3MOYMbILUMEHHMKA
KOppeKTHbIM (MO KpaiiHel Mepe, B oLeHke DeaonacHocTH) Oyaer npeanonaratb CUeHapuii kHauxyaLwero cny-
yas», Korga 3M0yMbILUSIEHHVK BCEr4a UCMOMb3YeT Haunyyllee BO3MOXKHOE KavyecTBO. B atom cnyvyae MOXHO
ONnpeaenuTb rapaHTUPOBAHHYIO MUHUMATLHYIO BEPOATHOCTL OGHapY»KeHMs ANnst KOHKpeTHOro Habopa ucnbiTa-
HWIA, YMEHbLLASA MPU 3TOM YMCNO HEOBXOAUMBIX UCMbITAaHW. 3aTem NpoBOAAT BannbHYIO OLEHKY noTeHumana
HanageHus ycneLuHblx apredakToB (yCUnusa 1 onbIT Ans HeobXoaMMOro KayecTea).

Ha ocHoBe pa3nuuuii, NPUBEAEHHLIX B MEPEINCNEHNAX a)—e), MOryT ObiTb caenaHbl criegyowme ob-
LiMe NpuMeYaHnus OTHOCUTENBHO BEPOATHOCTEN OLUIMBOK U METPUK, OTHOCALWMXCA K meTogam OABIT:

- Buabl OABIT gomkHbI ObITb MPOAHANM3UPOBaHbI M OLEHEHBI N0 OTAENLHOCTH;

- BEPOATHOCTb OLUMBOK Knaccudukauum npeabaBneHuii ataku, otnudHas ot 0 %, 4eMOHCTPUPYET TOrMb-
KO TO, UTO OABIT MOXET ObIThb YCNelwHbIM. [pyroi akcnepuMeHTaTop MOXET obecneunts Bonee BbICOKYIO Unm
Gonee HU3KYIO BEPOSITHOCTL OLLMOOK Knaccudukaumu npeabasneHuii atakn. Kpome Toro, obyyeHne onpege-
JIEHWIO COOTBETCTBYIOLLMX MATEPUarnoB U NapameTpoB NpeabsaBneHNs MOXKET NOBLICUTb BEPOATHOCTL OLLMOKM
knaccudpukauum npeasasneHus atakm gna atoro suga UABI. OnbIT 1 3HaHUA aKCnepuMeHTaTopa, a Takke
HanuMune HeobBXOAUMbIX PECYPCOB SIBNAKTCA BaXXHbIMM hakTopamu npu npoBedeHun ucnoitaHuin OABI n
YUMTLIBAKOTCA B NPOLECCE CPaBHEHUA UM aHanu3a NpoM3BOAUTENLHOCTY;

- BepoATHOCTK ownbok ana merogoe OABIT onpeneneHbl KOHKPETHbLIM KOHTEKCTOM MeToaa OADBIT, Ha-
Gopom Bugos NABI, npunoxeHnem, METOAOM UCMbITAHWA U 9KCnepuMeHTaTopoM. BepoaTHocTu owmnbok ang
metogoB OABIT He 06A3aTeNbLHO Kak CoNnOCTaBMMbl C aHANOrMYHbIMU UCTILITAHMAMU, TaK U BOCNPOMU3BOAUMbI
B pasHbix UCTbITaTENbHbIX NabopaTopusix.

M
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HAUMOHANBLHBLIAN CTAHOAPT POCCUUCKOWN DEJEPALUMN

MHpopmMaLMOHHbIE TEXHONOIMMKN

BUOMETPUA
O6HapyXeHUe aTaku Ha CMOMeTpUYecKoe NpeabsaBreHue
YacTtb 3

McnbiTaHua n NMPOTOKOJbI UCNbITaHUIA

Information technology. Biometrics. Biometric presentation attack detection.
Part 3. Testing and reporting

Hara BBegenua — 2020—06—01

1 ObnacTtb NpUMeHeHus

HactodAwmin ctaHpapT ONpepenser:

- NMPUHLUMMALI 1 METOALI OLEHKM BKCMyaTaUMOHHLIX XapakTepuctuk merogos OABIT;

- MPOTOKOMbI Pe3ynsLraToB ucnbiTaHnii Metogos OABIT,

- KnaccuduKaumio N3BECTHbIX TUMOB aTtak (CM. MPUNoXeHue A).

HacroAwmin ctaHpapT He onpegenser:

- KOHKpeTHble metoabl OABIT;

- AetanbHylo MHopMaLmMio 0 MeToaax NPOTUBOAENCTBUA (TO €CTb 0 METOoAAaX 3almTbl OT cnyduHra),
anropuTMax unu gatdmkax;

- 06LLUYIO oueHKy 6e30nacHOCTU UK YSI3BUMOCTHU BUOMETPUYECKON CUCTEMDI.

ATaku, paccMoTpeHHble B cepun ctaHaaptoB FOCT P 58624, HanpaBneHbl Ha BMOMETPUYECKNIA CKaHep
BO BpeMsi DMOMETpPUYECKOro npeabsieneHns U céopa GUOMETPUYECKUX JaHHbIX.

Hacrosawwii ctaHgapt He pacnpoCTPaHAETCa Ha Apyrue Tunbl arak.

2 HopmaTtuBHbIE CCbISIKN

B HacTosilem cTaHgapTe Mcnonb30BaHbl HOPMATUBHLIE CCbINIKM Ha cneaylowne craHgapTbl:

FOCT ISO/IEC 2382-37 UHdopmaLmoHHble TexHonoruu. Cnosapb. Yacte 37. BuomeTtpus

FOCT ISO/IEC 19794-1 VIHhbopmaluorHbie mexHonozuu. buomempus. @opmambl obmerna buomempu-
qyeckumu OaHHbIMU. Yacmb 1. Cmpykmypa

OCT P MICO/M3K 19795-1—2007 ArTomartuyeckas uaenHtudukaums. Maentudukaumus Guomerpuye-
ckad. OKCnyaTaLMOHHbIE NCNLITAHWA W MPOTOKOMbLI MCNbITaHui B Guomerpumn. Yacrtb 1. MNpuHLMNLI U CTPYK-
Typa

FOCT P 58624.1—2019 (MCO/MO3K 30107-1:2016) MHdpopmMaLMOHHbIe TexHonoruu. Buometpus. ObHa-
py}eHue aTtaku Ha BuomeTpuyeckoe npeabasnexune. Yacrs 1. CTpykTypa

MpwnmeyaHune—TIlpn Nnonb3oBaHUW HAacTOALMM CTaH[apToM LienecoobpasHo NpoBepnThb AelAiCTBUE CChIMOYHBLIX
cTaHfapToB B MHpopMaLoHHOI ciucTeMe oblLero nonb3oBaHna — Ha ouLimansHoM calite GefepantHoro areHTCTBa NO
TEXHUYECKOMY perynnpoBaHunio 1 MeTponorun B ceT MHTEPHET unu no exerogHomMy MHopMaLMoHHOMY yKasaTeno «Ha-
LinoHanbHble cTaHAapTb», KOTOpLIA onybnnkoeaH No GocTosHUIO Ha 1 siHBaps TeKyLlero roga, W no Bbinyckam exeMecsy-
Horo WHgopMaLMoHHoro ykasatens «HalnoHanbHble cTaHgapTel» 3a TekyLMii rod. Ecnn 3ameHeH ccbinoYHbIiA cTaHaapT,

W3paHue ocpuumanbHoe
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Ha KOTOpblii fJaHa HejaTUpoBaHHas CChinka, To PeKoMeHAYEeTCs UCNonb30BaTh AeMCTBYHOLLYIO CChINIKY 3TOMo cTaHaapTa
C YYETOM BCEX BHECEHHLIX B AaHHYI0 BEPCUIO U3MEHeHWA. Ecnu naMeHeH CcChINoYHLI cTaHgapT, Ha KoTophlii faHa gaTu-
poBaHHasa cchinka, TO peKoMeHAYeTCs UCMoNb30BaTh BEPCHIO STOMO CTaHAapTa C YKasaHHbLIM BhILLE FOAOM YTBEPXKAEHUS
(NpuHsATMA). Ecnun nocrne yTBepX4eHWs HacTosLLero ctaHgapTa B CChINOYHbIW cTaHAapT, Ha KOTophIit AaHa AaTupoBaHHas
cchinka, BHeCeHo U3MeHeHWe, 3aTparusatoLLee NonoXeHne, Ha KOTOPOE AaHa cehinka, TO STO NONOXKeHWe pekoMeHLyeTcs
NPUMEHATL Ges yyeTa JaHHOro U3MeHeHWs. ECnu cChINOoYHbIN cTaHgapT oTMeHeH Ges 3aMeHbl, TO NONoXeHUe, B KOTOPOM
AaHa cchinka Ha Hero, PeKOMeHAYeTCA NPUMEHSATE B YacTy, He 3aTparvsatolleil STy cobinky.

3 TepMuHbI M onpeaeneHus

B HacTosuwemM craHgapte npuMeHeHsbl Tepmubbl no FOCT ISO/IEC 2382-37, FTOCT ISO/IEC 19794-1 n
FOCT P (MCO/MO3K 30107-1:2016), a Takke crnegyrolne TEPMUHbI C COOTBETCTBYIOLLMMMW ONpPeaeneHnsiMu:

3.1 OnemMeHTbl aTaku

3.1.1 aTraka Ha buomeTpuyeckoe npeabABneHne/npegbaBneHue ataku (presentation attack/attack
presentation): BuomeTpuyeckoe npeabaBrneHne noacmcreMe coopa BUOMETPUYECKUX AaHHbIX G LENbIO BMe-
LwarenbcTea B paboTy BUOMETPUYECKON CUCTEMDI.

MpuMeyaHWe—TIpeabaBneHne atakn MOXeT BbITb 04HOV NONLITKOW, TpaH3akLuel ¢ HECKONBKUMKU NONBITKaMK
Unn ApyruM TUNOM B3auMoaelicTBrS ¢ nogcucTemolt cbopa BUOMETPUHECKUX AaHHbIX.

3.1.2 nognuHHOoe OuomeTpuueckoe npeabasneHune (bona fide presentation): Baaumopencrsue
cybbekTa cbopa BUOMETPUYECKUX AAHHbIX U NOACMCTEMbI COOpa BMOMETPUYECKUX AAHHbIX B COOTBETCTBUU C
NONUTUKON BUOMETPUYECKON CUCTEMBI.

MpumeyaHuns

1 B oTHOLLEHWN BUOMETPUYECKOrO NPebABNEHUs «NOoATMHHOE» COOTBETCTBYET «HOPManbHOMY» WU «0BbIYHO-
My».

2 MoanwHHble BuomeTpuyeckne NpegbsBNeHUS MOryT BKNioYaTb Te, B KOTOPbIX NONb3oBaTenb MMEET HU3KMiA
YpOBeHb NOArOTOBKW WNU HaBblkoB. NoanWHHble BUOMEeTpUYeckne NpeabaBNEHUA BKIIOYAIOT MHOXECTBO [OCTOBEPHbLIX
npeabaBneHnii Ans nogcuctemel cbopa BUOMETPUYECKUX AaHHBIX.

3.1.3 Tvn aTakwm (attack type): OSrnemeHThl 1 CBOWCTBA aTakn Ha DMOMETPUYECKOE NPEAbSBIIEHNE, B TOM
yucre BUA UHCTPYMEHTOB artaku Ha OMOMETpMYEcKoe npeabaBneHue, ataka ykpbiBaTens unm camo3BaHua,
CTENEHb KOHTPONS 1 cnocob B3anumoaencTens ¢ OUOMETPUUECKUM CKAHEPOM.

3.1.4 noaxop k ucnbiTaumnam (test approach): CoBOKYyNnHOCTb NPUHUMUMOB U (DAKTOPOB, YYNTLIBAEMbIX
B OLleHKe OBHapy>keHUs ataku Ha BUOMETpUYECKOe NpeabsaBeHNe.

MpumeyaHmns

1 BnemeHTHl Nogxoga K UcnbiTaHWAM npegcTaBneHsl B pasgenax ot 7 go 11.

2 [Mogxogd Kk ucnelTaHusM OTHOCUTCS KO BCeM npoleccaM, dpaktopam U acrnekram, yuuTbiBaeMblM B Xoge nNposeje-
HUS OLiEHKM.

3.1.5 obwekT ucneitanus; OU (item under test; IUT): Peanusauus, asnsioLasca 00beKkToOM yTBepKae-
HWUA UCMBITAHWI UM KOHTPOSbHbIM NPUMEPOM.

MpuMeyaHUne — TepMUH «obbekT UcnbITaHUA/OU» ABnsAeTcA sksuBaneHToM TepMuHa « OO/oBBeKT oLieHKU»
(TOE/target of evaluation) e cepuu cmandapmos [OCT P MCO/MOK 15408.

3.1.6 BMA MHCTPYMEHTOB aTtaku Ha buomeTpuyeckoe npegbasrneHune (PAl species): Knacc nHctpy-
MEHTOB aTaku Ha BMOMETpUYEcKoe npeabsBneHne, Co3aaHHbIX OAUHAKOBLIM METOAOM NPOM3BOACTBA U UC-
NOMb3YyLUX pasHble BUOMETPUYECKNE XapaKTEPUCTUKN.

Tpumepbi

1 Budom UABI] siensiemcs Habop noddesibHbIX omiteqamKoe najibyes, U320Mmo08J/IeHHbIX 00UHaKo8bIM
cnocobom uz 0QUHaKo8bIX Mamepuasioa, Ho C PasHbIMU Y30pamMu NanuiuispHbIx epebHed.

2 Budom UABITT senssemcsi onpedesieHHbI mun uamMeHeHull, GHOCUMbLIX 8 omileyamKu nanablee HecKoJslb-
Kux cybekmoe cbopa buomempudeckux 0aHHbIX.

MpumeyaHusa

1 Ansa obo3HaueHUs Toro, kak caenatb Bug VMABIT, YacTo UCNonb3yoT TEPMUH «UHCTPYKLINA».

2 WNHcTpymeHTHI aTakn Ha BuomeTpuyeckoe NpeabsBneHne ofHOro BuLa MOryT UMEThb pasHbie BEpOATHOCTH yenell-
HbIX MONLITOK BBUAY N3MEHYMBOCTW NPOM3BOACTBEHHOMO npoljecca.

2
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3.1.7 KOMNNEeKT MHCTPYMEHTOB aTakum Ha 6uomeTpuyeckoe npeagbasnenune (PAl series): UHcTpy-
MEHTbI aTakm Ha BMOMETpUYECKoe NpeabsiBreHne, Co3aaHHbie OAMHaKOBbIM CNOCOOOM NPOU3BOACTBA B OAU-
HaKOBbIX YCIOBUAX U UCMONb3YIOLLME OAUH UCTOUHMK GUOMETPUYECKUX XapaKTepPUCTUK.

Tpumep — Habop noddesnkbHbix omieYyamKos nanables, U320mossieHHbIX 00UHaKo8biM criocobom u3 odu-
HaKosbIX Mamepuasios ¢c 00UHaKO8bLIMU y30pamMu NanuiuIpHbIX TUHUL.

MpumeyaHue— B 3aBUcUMOCTK OT Lieneid CnbITaHWiA B oLieHKe MOryT BbITh MCMonb3oBaHbl komnnekTsl MABTT
13 OJHOrO WNN HEGKONBKUX MCTOYHMKOB. HecMOTps Ha To YTO UCMbITaHWs ¢ KoMMneKTaMi W3 HecKonbKUX NCTOYHWUKOB BU1o-
METpUYecKIX AaHHbIX MOTYT JeMOHCTPUpOBaTh 0bLHOCTb Buaa MABI, MoXeT HabrnioaaTbcs N3MeHUNBOCTb, CBA3aHHas C
MHAMBUAYaNbHEIMY XapaKTepUcTUKaMi Yenoseka.

3.1.8 o6bekT ouenku; OO (target of evaluation, TOE): MpoaykT MHDOPMALIMOHHBIX TEXHOMOTWIA , SIBNS-
IOLLMICS NpeaMeTOM OLIEHKU.

MpumMmeyaHUe — TepMUH «obbeKT oLeHk/OO» ABNseTca aKBMBaneHToM TepMuHa «OWN/obbeKkT ucnbitaHusy
(IUT/item under test) e cepuu cmandapmos FTOCT P UCO/M3K 15408.

3.1.9 noteHuwan HanageHus (attack potential): Mepa Bo3MOXHOCTM aTakoBaTb OOBLEKT OLIEHKU C yye-
TOM 3HaHWI, NPOPeCCoHanbHbIX HABLIKOB, PECYPCOB U MOTUBALIMMW 3MOYMbILLMEHHMKA.

3.2 MeTpuku

3.2.1 BepoATHOCTb OWMGKK Knaccudukauum npegbaBneHus npu atake; BOKIA (attack presenta-
tion classification error rate, APCER): [lons npegbsaBneHuin npu atake ogHUM BUAOM UHCTPYMEHTOB atakn Ha
OuoMeTpuyeckoe npeabsBneHne, KOTopble HEKOPPEKTHO KNaccudMUMpPyIOT Kak NognuHHble BUOMETpUYECKme
NPeabaBEHUS B KOHKPETHOM CLEHapuu.

3.2.2 BEepOATHOCTb OWMOKM Knaccudukauumm nOASIMHHbIX OMOMeTpUYECKUX npeabsABIIeHUN;
BOKIBI1 (bona fide presentation classification error rate, BPCER): [lons nognuHHbIX BUOMETPUYECKMX NPEab-
SABNIEHUI, KOTOPbIE HEKOPPEKTHO KNacCUULIMPYIOT Kak NpeabABneHns ataku B KOHKPETHOM CLEHapuu.

3.2.3 BepoATHOCTL OTCYTCTBUA OTBETa Ha npeabABneHune aptedakrta; BOOMNA (attack presentation
non-response rate, APNRR): [ona npeavaeneHuii apredakrta 0g4HOro BUAA MHCTPYMEHTOB araku Ha Ouo-
METPUYECKOE NMPEegbABIIEHNE, KOTOPbIE BbI3bIBAKOT OTCYTCTBME OTBETA CO CTOPOHLI nogcuctemsl OABI unu
noacucTembl coopa BUOMETPUUECKUX AaHHbIX.

lpumep — BuomMempuyeckasi cucmemMa omiie4amKos fnanbyee Moxem He nNpoeodums peasucmpayuro unu
He peazupoeams Ha npedbseneHue amaku eeaudy HedocmamoyHoli peanucmuyHocmu UABIT.

3.2.4 BepOATHOCTb OTCYTCTBUA OTBETA HA NOASIMHHOE BuomMeTpuyeckoe npegbasnenne; BOOMMBI
(bona fide presentation non-response rate, BPNRR): [ons noanuHHbIX BUOMETPUYECKUX NMPeAbSBNEHWIA,
KOTOpble BbI3bIBAlOT OTCYTCTBME OTBETA CO CTOPOHbI NOACUCTEMbI OGHapy»KeHMs ataku Ha BuomeTpuyeckoe
npeabsaBneHne Unu noacucTemsl coopa BUOMETPUUECKUX AaHHbIX.

3.2.5 BepoATHOCTL NONyYeHUA npeabaABneHUA npu atake; BIMA (attack presentation acquisition
rate, APAR): [lons npeabsaBneHunii npu atake o4HOro BUAA UHCTPYMEHTOB aTaku Ha BUoMeTpUYeckoe npeab-
siBneHue, bnarogaps KOTopbiM NoacMcTEMbl cBopa BUOMETPUYECKMUX AaHHBLIX NOMy4YaloT BMOMETPUYECKKIA 0B-
pasey ya0BNETBOPUTENLHOIO KayecTsa.

3.2.6 BepOATHOCTb COBNaAeHUs NpeabLABreHMsA NpuU atake camosBaHua; BCMAC (impostor attack
presentation match rate, JAPMR) (oueHka NONHOKOMNNEKTHOW DUOMETPUYECKON CUCTEMbLI Bepudukaumn):
Jons npeabsBneHunii Npyu atake caMmo3BaHLa OAHOTO BUAA UHCTPYMEHTOB aTaku Ha BUOMETpPUYECKOE Npeab-
sIBNeHNE, B KOTOPbIX GUOMETPUYECKMI KOHTPOMbHbI/ WAabnoH coBnaaaer.

3.2.7 BEpPOATHOCTb HECOBMNAAEHUA NPeaAbABIIEHUA NPU aTake yKpbiBaTens JInYHocTu; BHCIMAY
(concealer attack presentation non-match rate, CAPNMR) (oueHka norHOKOMMNNEKTHOW BMOMETPUYECKON Cu-
cTembl Bepucukaummn): Jona npeabaBneHnit npu atake yKpbiBaTens O4HOro BMAa MHCTPYMEHTOB araku Ha
OuoMeTpuyeckoe npeabasneHne, y KOTopbiX OMOMETPUYECKMIA KOHTPOMbHbIN LWAGMNoH yKpbiBaTeNs He coBna-
Jaer.

3.2.8 BEpPOATHOCTb MAEHTU(PUKALUM NpeabABIIEHUA NPU atake camosBaHua; BUMAC (impostor
attack presentation identification rate, IAPIR) (oLeHka NONHOKOMNNEKTHON BMOMETPUYECKOI CUCTEMbI UAEHTU-
dukaummn): [lons npeabsaBNEHWii Npu aTtake camMo3BaHLa OAHOIO BUAAa MHCTPYMEHTOB araku Ha BuomeTpuye-
CKOe npeAbsBneHUe, y KOTOPbIX MAEeHTUdUKaTOp BUOMETPMYECKOTO KOHTPOMbLHOrO LWAabnoHa HaxoauTcs cpe-

* UT — nHdopmaymnoHHile TexHomnorum (Information technology, IT).
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AW BO3BpaLLlaeMbIX UAEHTUMPUKATOPOB MMM, B 3aBUCUMOCTI OT NPEeANonaraeMoro BapuaHta ucnonb30BaHus,
no MeHbLUEN Mepe OANH MaeHTUAUKaTOP BO3BPaLLaeTca CUCTEMOMN.

MpuMevyaHUue — 3MOyMbILLIIEHHUK MOXeT ObiTh CaMo3BaHLEM (MbiTalOLUMCS NONyYUTs GUOMETpUYeckoe
coBnafeHue ¢ ApyruM y4acTHUKOM) U YKpbIBaTeneM (MackupyLlum CBOii [ecTBUTENEHbI GUOMETPUYECKUIA KOHTPOMb-
HbIiA LIaBMnoH ¢ NOMOLLEH UHCTPYMEHTOB aTaku Ha GuoMeTpuyeckoe NpelbsBreHue).

3.2.9 BepOATHOCTb HenAeHTU(hUKALUKN NpeabABrEHUA NPU aTake YKpbiBaTens sIM4HOCTH; BHu-
MAY (concealer attack presentation non-identification rate, CAPNIR) (oueHka nOnMHOKOMMNNEKTHOW BUOMETPU-
YECKOW cucTembl naeHTudpukauun): Jona npeabsasneHnidi Npyu atake yKpbiBaTens O4HOro BUAA MHCTPYMEH-
TOB aTakum Ha OMOMETPUYECKOE NPEABABMNEHUE, Y KOTOPLIX MAEHTUMUKATOP YKPLIBATENS HE HAXOAMTCA CPeau
BO3BpaLLaeMbIX MAEHTUDUKATOPOB UMK, B 3aBUCMMOCTU OT MPEANONaraeMoro BapuaHTa UCnosib30BaHusl, HK
OAWH U3 NaeHTUPUKaTOPOB HE BO3BPALLAETCA CUCTEMON.

MpuMeyaHue — B cucTemax oTpUL@TENBHON MAEHTUDUKALMK, TAKUX KaK «4EPHEIE CTUCKU», YKpLIBATENb MO-
XET pacCYNTHIBaTbL Ha TO, YTO HW OAUH U3 UAEHTU(UKATOPOB He BO3BpalLaeTcs CUCTEMOM, BO M3bexXaHWe NpoBEpKU CO
CTOPOHBI OMneparTopa.

3.2.10 pnuTenbHOCTb 06PAbOTKM NOACUCTEMON OOHAPYXXEHUA aTaKU HA BUOMeTPUYECKoe Npeab-
asneHue; JOMO (PAD subsystem processing duration; PS-PD): Bpems, Heobxoanmoe ana knaccudukauymm
JaHHbIX MOACUCTEMON 0DHAPY)XEHUS aTaku Ha BUOMETPUYECKOE NPEABABMNEHME.

3.2.11 anutenbHOCTb 06PabOTKM NnoacucTteMoin c6opa SuomeTpuieckux gaHHbix; JOMNCHB] (data
capture subsystem processing duration, DCS-PD): Bpems, Heobxoaumoe ans nony4yeHms GUMOMeETpuYeckoro
oGpa3sua nogcuctemon coopa BUOMETPUHECKUX AaHHbIX, B TOM Yucne BpemMsi 06paboTkm noacmcreMon obHa-
PY>XeHUS aTtaku Ha BUOMETPUYECKOE NpeabsaBneHue (B crydae NpUMEHEHUS).

3.2.12 pnNUTeNnbHOCTb OOPAGOTKUM NOSTHOKOMMJIEKTHOM Ouometpuueckon cucrtembl; OOMNBC
(full-system processing duration, FS-PD): Bpemsi, Heobxoaumoe Ans nonyvyeHms u oopabotkm Guometpude-
ckoro obpasua nogcucremamm cbopa GUOMETPUHECKUX AAHHbIX U CPABHEHUS, B TOM YMCne Bpems 06paboTku
NOACUCTEMON ODHapPY>XeHMA aTakm Ha BMOMETPUYECKOE NpeabsaBneHue (B Criydae NpUMEHEHUs).

4 CokpauweHus

B HacToAWwem cTraHgapTe UCMONb30BaHbl CREAYIOLUE COKpaLLEHUS:

BUWABI (PAIS) — BuA MHCTpyMeHTa aTtaku Ha BuomeTpuyeckoe npeabaeneHue (Presentation attack
instrument species);

BUMNAC (IAPIR) — BepOATHOCTb uaeHTuduMKauun npeabsaBneHms npu atake camospaHua (Impostor
attack presentation identification rate);

B (FAR) — BeposaTHOCTb NoxHoro gonycka (False accept rate);

BJTON (FNIR) — BeposTHOCTb NOXHooTpuuaTenosHon naeHtudpukauun (False negative identification
rate);

BIMMWN (FPIR) — BepOATHOCTb NOXHOMONOXUTENLHOW maeHTudukauyun (False positive identification
rate);

BIMHLO (FRR) — BepoAaTHOCTL NOXxHOro Heaonycka (False reject rate);

BHuIMAY (CAPNIR) — BepoATHOCTb HEMaeHTUdMnKaLmMm NnpeabaBneHnsa npy atake ykpbiBaTens SIM4HO-
ctu (Concealer attack presentation non-identification rate);

BHcMAY (CAPNMR) — BeposTHOCTL HECOBMNAAESHUA NPeabABEHUA NPU aTake ykpbiBatena AUYHOCTU
(Concealer attack presentation non-match rate);

BOBP (FTE) — BepodaTHOCTbL 0TKa3a buometrpuyeckon peructpauuu (Failure to enrol rate);

BOKIMA (APCER) — BepodarHocTb owmbkn knaccudukaumm npeabaeneHust npu arake (Attack presen-
tation classification error rate);

BINMA (APAR) — BeposTHOCTb NMonyvYeHna npeavaeneHnsa npu atake (Attack presentation acquisition
rate);

BOOIA (APNRR) — BeposaTHOCTb OTCYTCTBMS OTBETA Ha npeabasneHune aprtedakta (Attack presenta-
tion non-response rate);

BOKIMBIM (BPCER) — BepOATHOCTbL OWMBKM kKnaccudmkauumn noanmHHbIX OMoMeTpruyeckux npeabsasne-
Huii (Bona fide presentation classification error rate);

BOOIMBIM (BPNRR) — BEpPOATHOCTb OTCYTCTBUSI OTBETA HA NOANIMHHOE OMOMETPUYECKOE NpeabsaBne-
Hue (Bona fide presentation non-response rate);

4
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BOIMBL, (FTA) — BepOATHOCTb OTKa3a nonyveHus buometpuyecknx gaHHoelx (Failure to acquire rate);

BCIMAC (IAPMR) — BepOATHOCTb COBNaaeHUs nNpeabsaBneHus npu atake camospaHua (Impostor attack
presentation match rate);

JOOreC (FS-PD) — anuTenbHOCTb 06paboTKM NOMHOKOMMMNEKTHON BuomeTrpudeckon cucremnl (Full-
system processing duration);

Jorice (DCS-PD) — anutensHocTb 06paboTkmn noacucremon cbopa Guomerpuyeckux gaHHbix (Data
capture subsystem processing duration);

JOroO (PS-PD) — anutenbHOCTb 06paboTkn noacucTemMon 0BHapyKeHUs1 aTakm Ha BUoMeTpudecKkoe
npeavasneHune (PAD subsystem processing duration);

WABI (PAl) — nHcTpyMeHT ataku Ha BuomeTpuyeckoe npeabsieneHune (Presentation attack instrument);

OABIN (PAD) — o6HapyxeHue atakm Ha BuomeTpuueckoe npeabsieneHune (Presentation attack detection);

OW (IUT) — obbekT ncnbitanua (Item under test);

OO (TOE) — ob6bekT oueHku (Target of evaluation);

M30Mnon (FSDPP) — npodunu 3awmtbl 0BHApPYXeHUs noaaenku otrnevatkoB nanbues (Fingerprint
spoof detection protection profiles);

5 CoorBetcTBUE

OueHka metoaos OABIT cOOTBETCTBYET TPeBOBAHMAM HACTOSALLErO CTaHAapTa, €CNKU €€ NNaHUPOBAaHUE,
NpOBEAEHUE M NPOTOKOSIbI UCTILITAHMIA COTMAacoBaHbl ¢ 06s3aTensHbIMKM TPEOOBAHMAMU:

- pasagenos 6—11.1;

- 11.2 ana oueHku metogoB OABIT npu npoBeaeHnn OBUOMETPUUECKOW PErMCTPaLUK;

- 11.3 ansa oueHku metogoB OABI npu npoBeaeHnn BUOMETPUYECKON BEPUUKaLK;

- 11.4 ans oueHkn metogoB OABI npu NpoBeaAEHUM NONOXKUTENBHOI UMK OTpULATENbLHOW BuomMeTpuye-
CKOW ngeHTudukaumu;

- 12.1;
12.2 ang oueHkn nogcuctemsl OABIT,
12.3 Ang oueHku nogcmMcTeMbl coopa BUOMETPUUECKUX AAHHBIX;
12.4.2.1 ANsi OUEHKN NONHOKOMMMEKTHbIX BMOMETPUHECKUX CUCTEM BE pUCOUKALINK;
12.4.2.2 Ana OUEHKN NOMHOKOMMITEKTHBIX OBUOMETPUYECKUX CUCTEM MONOXUTENBHON naeHTUdMKaLuu;
12.4.2.3 ANsi OUEHKN NONHOKOMMMEKTHbIX BMOMETPUHECKUX CUCTEM OTPULIATENBHOW MAEHTMdUKALUN.

6 O6wume nonoxeHus OGHapPyXXeHUA ataku Ha buomeTpuyeckoe npeabsBreHUe

B HacToAwem cTaHgapTe pacCMOTPEHbI ABa TMNA 3N0YMbILLIIEHHUKOB: CAMO3BaHUbl U YKPbIBATENN NNY-
HOCTU. PasHunua mMexay Tunamm COCTOUT B TOM, UTO CaMO03BaHLbl A0MKHbI 06onTn noacuctemMbl OABIT 1 npoii-
TW NPOBEPKM Ka4eCTBa U COBNaJEHMs B NOACUCTEMAX CPABHEHMS, B TO BPeMS KAk OMOMETPUYECKUM YKPbIBa-
TensAM He TpebyeTcs NPOBEPKM COBMNAAEHUS B MOACMCTEMAX CPABHEHUS.

HecmoTps Ha TO YTO AN MMUTALUMW UMM YKPBITUA MOTYT ObITb MCNOMb30BaHbI PA3HOBUMAHOCTW TUMOB
arak, moboi Tun MABI MoxeT 6bITb MPUMEHEH NMOOLIM TUNOM 3NOYMbILLNEHHUKA.

OueHkn metogoB OABIT M NPOTOKOMLI UCMNbITAHWMIA AOMKHbI YKa3bliBaTb TUMN 310yMbILLNIEHHKUKA (CaMO3Ba-
HeL, UIn YKpbIBaTENb MUYHOCTK), YYUTLIBAEMDbIN B OLIEHKE.

OueHkn metogos OABI knaccuduuMpyroT Ha TPU TMNA C NOBbILLEHUEM ONPeAEeneHHOCTH:

- 00wme oueHkn metogos OABIT nOGOro yecTrponcTea Anst HEM3BECTHOIO NPUMNOXKEHUS;

- oueHkun merogos OABI Ana KOHKPETHbLIX NPUNOXKEHWUI, KOraa onpeaerneH Habop/amanasoH TUNOB NO-
TeHUmnanbHbIX atak, B COOTBETCTBMM C paszgenom 11;

- oueHkn metogos OABIT ana KOHKPEeTHbLIX NPOAYKTOB ANS UCNbITAHUI 3KCNyaTauuOHHbLIX XapakTepu-
CTUK, 3asBNEHHbIX Pa3paboTYMKOM, Ha ONpeaeneHHbIe KaTeropum TUNOB aTak.

OueHkn metogos OABIT 1 NPOTOKOMbI MCALITAHWIA AOSKHLI ONUCLIBATbL TUN NPOBOANMONM OLIEHKM, a Tak-
>Ke TUMbI aTaku, NOANEXaLLUMe UCTbITAHNAM.
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7 YpOBHM OLEHKM METOA0B OGHapyXeHUs aTaku Ha GuomeTpuyeckoe
npeabsiBrieHUe

7.1 O6wWMe NnonoxeHus

OueHka metogoB OABIT onpeaeneHa OU. OueHkn OABI 1 NPOTOKOSbI MCALITAHWIA AOMKHbI MOMHOCTLIO
onuceiBatb OW, BKNOYaa Bce KOHGUrypauumn, HacTponku u nndopmauuto o metogax OABI, gocTynHyo ang
akcnepumMmeHTatopa. O MoryT aBnaTbLCA:

- noacucrema OABIT;

- noacucreMa cbopa GUOMETPUYECKUX AAHHbIX;

- MONTHOKOMMMEKTHaA BMoMeTpuyeckas cucrema.

Moacucrema OABIT npeacraendaer cobor annapartHoe u/unu nporpammMHoe obecneyveHune, KOTopoe pe-
anusyet Mmetoa OABI 1 BbIHOCUT 0A4HO3Ha4YHOE pelueHne 06 OABI. Pesynbrarthl ucnbitanua meroga OABI
AOCTYMHbI ANA 9KCMEPUMEHTATOPA M ABMAOTCA COCTABNAOLEN OLEHKHU.

TNpumep — lModcucmema OABIT Mmoxem sienambcs 6uoMempuYecKUM CKaHepOM omiledamkKoe nanbyes,
Komopbill pecucmpupyem pesynnmam OABIT unu peweHue o Hanuyuu UABIT.

Moacuctema cbopa OMOMETPUYECKUX AaAHHLIX, NPEACTaBNSAIOLWAA annapatHoe W/MAM NporpaMMHoe
obecneyeHne cbopa BUOMETPUUECKUX AaHHbIX, 00beanHaeT metoabl OABIT M NpoBepKkU KayecTea B BUAE,
CKPbITOM AN 9KCMEpPUMEHTATOPa. SKCNEPUMEHTATOP MOXET HE 3HaTb, NPOBOAWT fn nogcucrema coopa duo-
MeTpuyeckux gaHHbix OABIT. MonyyeHne GUOMETPUYECKNX AAHHBIX MOXET ObITb OCYLLECTBMNEHO C LENbto 6Uo-
METPUYECKON perncTpauum unu BUOMETPUYECKOTrO pacno3HaBaHus, HO B mogcucteme coopa GMOMETPUHECKUX
JAaHHbIX HE BbINOMHAETCA CPaBHEHME,

Tpumep — lModcucmema cbopa buomMempuvecKUx daHHbIX MOXem 516J1MbCcs GUOMEeMPUYECKUM CKaHe-
pom pady:xHoli o6os104KU 2n1a3, Komophbili ebidaem omKas e nosny4vyeHuu 6uomempudyeckozo obpasua u3 apme-
¢hakma padyxHoll 060J104KU 2/1a3a, U He803MOXKHO onpedenumb NPUYUHY OMmKa3a e noJlyYyeHuu: npobnema unu
e pesysibmamax obHapyxeHuss eumansHocmu ([1], [2]), unu e pe3ynbmamax NpPoeepKuU Kayecmea (peanu3ayus
He obecnieqyueaem coomeemcmeayoujull Ypo8eHb OMKPbLIMocmu).

MpuMeyaHue— [Ans ynpolyeHusi TEPMUH «MpOBepKa KauyecTBa» BKIOYaeT U3BMneveHne GUOMETPUYECKUX Npu-
3HAKOB, CErMEHTaLMI0 UNK APYryro yHKLMIO aBTOMaTU4ecKoi obpaboTku, CMonb3yeMyto ANs NPpOBepKU NpakTUHeckon
LieHHoCTK BuomeTpudeckoro oGpasya.

B nonHokoMnnekTHOW BuomeTtpuyeckon cucteme k nogcucreme OABI unu nogcucreme cbopa Guome-
TPUYECKUX AaHHbIX J0DaBNeHO BUOMETPUYECKOE CpaBHEHME. 3TO NPUBOAUT K A0NONMHUTENBHBIM KPUTUHECKUM
Toukam ana MABI BHe metogoB OABIT n npoBepku kavecTea. B NONHOKOMNNEKTHON BUOMETPUUECKON CUCTE-
M€e MOXET BbITb OANH UMK HECKONbKO MeToA0B OABIT B pasHbIX TOMKAX CUCTEMBI.

OueHkn metogos OABIT 1 NPOTOKOSbI UCNLITAHUIA A0MKHBLI ONPEeAENSATL NPUMEHAEMbIN YPOBEHL OLEHKH,
a uMeHHo: noacucrema OABI, nogcucrema cbopa GUOMETPUUECKUX AAHHBIX UMW NOMHOKOMMNIIEKTHAs Guo-
METpUYECcKas cUCcTema. B npoTokonax UCNbITAHUIA CeayeTr PacCMOTPETb, KAKUM 00pa3OM YPOBEHb OLIEHKM
BNuseT Ha ucnbiraHna OABI.

7.2 O6uwure NPUHLMNLI OLEHKM METOAOB OOHAPYXeHUs aTaku Ha GUOMeTpUYecKoe NnpegbaBneHue

OueHkn metogos OABIT A0OMKHLI OXBATUTL ONPEeAENEeHHOE MHOXECTBO TUNOB aTak C MCNOSIb30BaHUEM
penpeseHTatuBHOro Habopa VMABIT n penpe3eHTaTMBHOIO Habopa NoAnMHHbIX CybbekToB cbopa BUOMETPU-
YECKUX JaHHBIX.

OueHkun metogos OABI ana Habopa NABI AomkHbI ObITb OCHOBAHbLI HA COOTBETCTBYIOLLIEM TUME OLIEH-
ku (cMm. pasgen 6) n Ha CoOoTBeTCTBYOLIMX TUNax atak. Metog OABIT pa3paboTaH He Ana BCeX BO3MOXHbIX
atak Ha BMOMETPUYECKOE NPeabABMEHUE.

TNpumep — Memod OABIT], pazpabomaHHbIl 01 paciio3HaeaHUsi UCKyccmeeHHoU 6uomempuyeckoll xapakx-
mepucmuKu, ckopee ecezo, bydem HeahhekmueHbLIM 05151 06HapyKeHUs1 u3MeHeHHoU buomempuyYyecKol xapak-
mepucmuku.

Mocne onpeaeneHus TUNOB AOMKHbI ObITb ONpeaeneHbl KONMMYECTBO M AnanasoH oueHmBaeMbix MABI.
Ecnu KOHKPETHbIA TUN aTaku ABMSETCA BOCMPOM3BOAUMO 3P EKTUBHBIM, TO HEOBXOAUMOCTb B 60MbLUOM KO-
nuyecTee BUOMETPUUECKUX NPEABABNEHUIA OTCYTCTBYET.
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OKCMepUMEHTaTOP AOIMKEH ONPeaennTb NapaMeTpbl NPeabABNEHNUS aTaku, A8 TOro YToObl MONHOCTLIO
oxapakTepu3oBaTb AMana3oH B3aMMOAEWCTBUI 3noyMmblwsieHHMKa ¢ OW, 1 BKAOYUTL BPEMEHHbIE rpaHuLbl
npeabABEHUS.

[na onpegeneHunsa BeposaTHOCTH, C KoTopon MeTod OABI HenpaBunbHO KnaccupuumupyeT NOANUHHLIE
OnoMeTpuyeckne npeabaBneHus, Tpebyerca penpe3eHTaTUBHbIA HAabop NOoANMHHLIX CyObLeKkTOB cbopa aaH-
HbIX. OTO BaXkHasa 4acTb ucnbitaHus OABI, Tak kak metog OABIT moxeT omnbouHo KnaccuduuupoBaTb Nod-
NWHHbIE DMOMETPMYECKME NPEabABNEHUA Kak aTtaky. Boicokas BepOATHOCTb OWMOOK Knaccudukaumm nog-
NUHHBIX Ccy6bekToB cbopa BUOMETPUUECKMX AAHHbLIX MPUBEAET K COKpaLleHMIo yaobCcTBa MCNOMNb30BaHUSA
OMOMETPUYECKON CUCTEMBI.

Ons onpegeneHus penpe3eHTaTMBHOCTM NOANMMHHBLIX OMOMETPUYECKUX NPEABABNEHUIA AOIDKEH ObITh Y4-
TEH BbIOOP CyOBbEKTOB UCNbLITAHMSA U pacCYUTaH pasMep BbIOOPKM B COOTBETCTBUU ¢ 6.5 1 6.6 TOCT P UCO/
M3K 19795-1—2007, B 4aCTHOCTU: 06LLEE KONMUYECTBO NOAMNUHHBLIX BUOMETPUYECKMX NPEABABIEHUN AOMKHO
npeBbILIATb KONMYECTBO, Tpebyemoe npasunom 30.

MNpu oueHke metogos OABIT akcnepuMeHTaTop AOMKEH:

- onpeaenuTb MOASMMWHHbIE OMOMETPUYECKUE MPEABbSBNEHUA U PENpe3eHTaTuBHbIE CyObekTbl cbopa
OMOMETPUYECKUX AAHHbIX AN LENEBOro NPUMOXeHUs U NONyNAUNK;

- patb 060OCHOBAHME 3TUX OMPEeAENeHni.

0l puMmedyaHne — OnpeneneHme NOANMUHHBLIX 6I/IOMETpI/IHeCKI/IX I'Ipe/:l,'bHBJ'IeHVIVI N penpeseHTaTUBHBIX Cy6b6K—
ToB cbopa BMOMETPUYECKUX AaHHBIX MOXET ObITb CNIOXHOW 3aaqeil npu oueHke metogoB OABI. B HekoTopbIX cryyYasx
SKCnepuMeHTaTop MOXET XapaKTepusoBaTk NOANTUHHEIE 6I/IOMeTpI/IHECKI/Ie npeasABnNeHNA Kak COOTBETCTBYHOLNE Tpe60—
BaHUAM U3roToBUTENA UK paspa60TqV|Ka. OAHaKO B HEKOTOPLIX MPUNOXEeHUAX nogliMHHOE Unk penpeseHTaTMBHOE B3aun-
MOAeI7ICTBI/Ie Cy6b6KTa c6opa AaHHbLIX C yCTpOVICTBaMVI c6opa AaHHBIX MOXET OXBaTbiBaTb LIJI/IpOKI/II7I Anana3oH noBeaeHnAa
n yCJ'IOBI/II7I. HaanMep, N3roTOBUTENE MOXET onpeaesninTb, YTO npeabABlieHne anA 6I/IOMeTpI/IHECKOFO CKaHepa oTnedart-
KOB nanbueB y4OoBNETBOPAET Tpe6OBaHVIF|M, €CJ1M 3TO npeabABneHne ¢ oTnedaTkamMum nanbueB XopoLlero Kadectea. XoTA
MOXHO NpoBeCTU UCNBITaHUA, B KOTOPLIX 6y/:|,yT UCKINOYeHbl BCe Cy6b6KTbI c6opa 6I/IOMETpI/IHeCKI/IX AaHHBIX C oTneYaTka-
MW NanbueB HU3KOro KayvecTtea, U CHUTATb, YTO pa6oq|/|e CUCTEMBI 6yAyT AonycKkaTe HEKOTOPYHO NOrpellHOCTL oTnedaTka
nansua B 3@aBUCUMOCTU OT O6bIHHbIX, afleKBaTHbIX WU TUNUYHBLIX yCJ'IOBI/II7I. B NPOTUBHOM clnydae pa6oq|/|e CUCTEMbl Menun
6kl YpesmepHo Beicokne BITHI n BOBP, uyto ocobeHHO akTyanbHo npw npoBegeHun ucneiradunii OABI, Tak kak omnbku
B KJ'IaCCI/IdDI/IKaLWII/I NOANMUHHBIX 6VIOMETpVIHeCKVIX HpeAbHBJ'IEHVIVI Hanbonee 4acTo MOFYT BCTpeYaTbCA Yy TeX Cy6'bEKTOB
cbopa BMOMETPUHECKUX AAHHbBIX, BLINOMHEHWSA AEACTBMIA KOTOPLIX C MOMOLLEIO YCTPONCTB cbopa BUOMETPUHECKUX AaHHbBIX
AOCTaTOYHO ANnA 6VIOMeTpVIHECKOI7I peructpaunn nnun 6I/IOMETpI/IHeCKOFO pacno3HaBaHWA, HO TOJIbKO HE3HAYUTENBHO COOT-
BETCTBYET Tpe6OBaHVIF|M N3roToBUTENEN.

7.3 OueHka noacUcTeMbl OOHaPYXXeHUA aTaku Ha OUOMeTpUIecKoe npeabABrIEHUe

OueHkun noacuctembl OABIT namepsloT cnocobHocTh noacuctembl OABI npaBunbHO Knaccuduumpo-
BaTb NPeabABNEHUS atak U NOASIMHHbIE OMOMETPUYECKUE NpeabaBneHns. P eKTMBHOE NpeabaBneHme arta-
Ku OyaeT HenpaBUMbHO KNaccuduuMpoBaHO Kak NOANMHHOE OMOMETPUYECKOE NPEeabABNEHNE, YTO NPUBEAET
k obmaHy noacucremol OABIT.

OueHkun noacucrem OABIT moryT 6bITb COCPeaoTOUEHbI HA 3G EKTUBHOCTU DMOMETPUYECKOTO CKaHepa
(rmaBHbIM 06pa3om annapaTHOro 00ecneyYeHns unu, BEPOSITHO, BCTPOEHHOIO NPOrpaMmMHOro obecneyeHus) B
nokasaTtensx OTKIOHEHMS NONy4YeHUs BMoMeTpuYeckoro obpasuya ¢ aBTOMaTUHECKUMUN yKasaHUamMm 06 OTKno-
HEeHUM unu 6e3 Hux. Takne oueHkM cPOoKyCcMpoBaHbl Ha OTKNOHEHUN NABI. BbIXOgHON CurHan nogcucTeMbl
OABI1 MOXeT 6bITb ANCKPETHbLIM, HANPUMEP MPONYCK/0TKAa3 ANs KaxXaoro ucnonbayemoro NABI.

B apyrom BapuanTte oueHkn noacucreM OABI MoryT 6bITb COCpPeaoTovEHbl Ha 3 PEKTUBHOCTU MeTOAA
OABI1 [3]. OaHHbIA TN oueHkn noacuctemMbl OABIT MOXET ObITh BLINONHEH B aBTOHOMHOM PEXMUME C BbIOOP-
Kon Buometpuueckux obpasuo; nogcucrema OABIT onpeaenseT, ABNAOTCA N GuoMeTpudeckue obpasupl
atakou. Takme UCMbITAaHUA, KaKk NPaBuUmo, NPOBOAAT HA COOPaHHON Ba3se AaHHbIX aHANOIMYHO TEXHOMNOrMYe-
CKUM UCTLITAHMAM MPW OLEHKE DMOMETPUYECKUX IKCNYaTALUOHHbBIX XapaKkTEPUCTHUK.

Ecnu nogcucrtema OABIT Bosspawiaet pesynsrat OABI, BEPOATHOCTU NOXHOOTPULATENBLHbLIX U NOX-
HOMONOXUTENBHBLIX OLUMOOK MOTYT ObITb BbIPAXKEHBI KAK (DYHKLUMM OT MOPOra NPUHATUS PELUeHUs (Hanpumep,
KpuBas 3aBUCUMOCTU BEPOATHOCTU omnbok oT pesynsrara OABI).

B pasaene 10 npeacraeneHbl hakTopbl, KOTOPblIE HEOBXOAUMO YYUTLIBATL NPU pa3paboTKe UCMbITAHUN
ans nogcuctem OABIT, npegHasHavYeHHbIX NG pacno3HaBaHna aptedakToB.

7.4 OueHka noacuctemMbl c60pa OUOMETPUUYECKUX OAHHbIX

B noacucremax cbopa GMOMETPUYECKMX AaHHLIX artakM Ha OBUOMETpUYECKOe MpeabaABneHue MOoryT
3aBepLUIMTLCA OTKA30M MO NpUYMHAM, OTNWYHBLIM OT BbisiBNeHMs ataku B nogcucrteme OABI1. Hanpumep, B
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nogcucreme cbopa BUOMETPUYECKUX JAHHbLIX BO3MOXHO OTCYTCTBME OTBETA HA aTaky Ha OMOMeTpudeckoe
npeabsBreHUe, Unm NOACUCTEMA Ka4eCcTBa MOXET €€ OTKNOHWTL. Ecnin B nogcucreme cbopa buomerpude-
CKux AaHHbix metog OABIT He peanu3oBaH UK 3KCNEPUMEHTaTOP HE UMEET A0CTYNa K pedynsratam MeToa0B
OABI, pesynsraT onpeaensieTca Tem, Obin N yCcnewHo nonyyveH BuomeTpuyeckuin obpasel noagcucTemon
cbopa BMOMETPUYECKMX AaHHbIX. DDDEKTUBHAS aTaka HA BUOMETpUYECKOe NpeabsaBnNeHne nNpuBeaeT K 0b-
MaHy nogcuctemsl OABI (Nnpu ee HaNU4YUKU U PYHKLUMOHUPOBAHMM) U NOACUCTEMBI KAYeCTBa, YTO NPUBEAET K
cbopy GuomeTtpuueckoro obpasua.

7.5 OueHKa NONMHOKOMMJIEKTHON 6MOMETPUYUYECKON CUCTEMBI

B oueHke NONHOKOMMNNEKTHON BMoMeTpuYeckon cuctembl O BKMIOYAIOT NOACUCTEMY CPaBHEHUS, dop-
MUPYIOLLYIO pe3ynbTaT CpaBHEHUA UMM CNUCOK KaHAMAAToB (CM. pUCyHOK 3 TOCT P 58624.1—2019).

B 3aBMCHMOCTM OT peanusaumm NOSTHOKOMNIEKTHAA DMOMETpuYeckas cuctema BKIIOHaeT B Ce04:

- noacucremy OABIT, nogcucremy coopa BUOMETPUUECKUX AAHHBLIX U NOACUCTEMY CpaBHeHua (ana OW,
B KOTOPbIX pesynbtatbl MeToga OABIT goCTynHbI Ang akcnepumeHTaTtopa). icnbitaHna npoBogaT no cueHa-
PUIO NCMBITAHUS C M3BECTHLIMMW 3NOYMBILLNIEHHUKAMK B COCTaBe BbIOOPKW. ATakn Ha BUOMETPUYECKOE Npeab-
sIBNEHNE HanpaeneHbl NpoTuB noacucteMbl OABIT, nogcucrembl coopa BMOMETPUYECKMX AAHHBIX U NOACUCTE-
Mbl CpPAaBHEHUA. YcneluHas ataka Ha OMoMeTpu4eckoe npeabsBneHne npueseaet k 0bmaHy nogcucrembl OABI
U NoACUCTEMbI cbopa BMOMETPUYECKMX AAHHBIX, B pe3ynsrare Yero nponsonaer cbop GUOMETPUYECKOTo 06-
pasua. Janee 6uometpudeckuii obpasen 6yaet obpaboTtaH NnogCUCTEMON CPABHEHUS;

- noacucremy cbopa BUOMETPUYECKUX AAHHbIX U MoAgcucTeMy cpaBHeHus (ana OW, B KOTOPLIX pesyrb-
Tatbl MeToga OABIT HegoCTYNHLI ANg aKkcnepumMeHTaTopa). McnblTaHua NpoBoaAT NoO CLUEHaPUIO UCMbITAHWS
C M3BECTHBLIMW 3I0YMbILLIIEHHMKAMK B COCTaBe BbIOOPKU. ATakn Ha BMOMETPUYECKOE NpeabABeHNE Hanpas-
neHbl NPOTUB NoAcUcTeMbl cbopa DMOMETPUYECKUX AaHHBIX U NOACUCTEMbI CPABHEHMS. YCNELIHas ataka Ha
OMOMETPUYECKOE NpeabsiBNEeHNe NnpuBeaeT K 0OMaHy nogcucrembl c6opa OUOMETPUYECKUX AAHHBIX, B PE3YNb-
Tarte 4yero npousonaet coop Guomerpuyeckoro obpasua. Janee Guomerpuyeckun obpaseu dyaetr obpabortaH
noacUCTeMON CpaBHEHUS,

- noacucremy OABIT n noacucremy cpaeHeHusi (ana OW, KOTOpble NPOXOAST OLUEHKY C BbIBOPKON 06-
pasLoB B aBTOHOMHOM pexxumMe). McnbiTaHusa npoBOAAT NO CLUEHAPUIO UCMbITaHKus ¢ obpasuamu atak Ha Buo-
METPUYECKOE MpeabsABneHne B BbIOOPKE;

- noacucremy cpaBHeHus (ana OW, B KOTOpbIX pe3ynbrarbl O6roka cpaBHEHUS W pesynbraTbl METoAa
OABI Hepasznuunmbl).

Llenb 3mOyMbILINEHHUKA CTAHOBUTCH OMNPEAENAOLEN B OLUEHKE MONMHOKOMMMEKTHLIX OMOMETPUYECKNX
CUCTEM, MOTOMY YTO YCMELUHOCTb aTakn 3aBUCUT OT TUMa NOACUCTEMbI CPABHEHUS, @ UMEHHO:

- cuctembl DuomeTpuyeckon Bepudpukaumum. B cnyyvae atakm camo3BaHUa YCMELUHbIM PEe3yrnbraToM,
C TOYKM 3peHus paspaboTymMka BUOMETPUYECKON CUCTEMbI, CHUTAETCA HECOBNaaeHue (TO €CTb OTKIOHEHWe
WABI1 nogcuctemMoi cpaBHEHUS);

- MNONOXUTENbHbIE CUCTEMBbI BUOMETPUYECKON naeHTudukauumu. B cnydae ataku camosBaHua ycnewu-
HbIM PE3ynbLTaToM, C TOYKM 3peHUs paspaboTymka GMOMETPUYECKON CUCTEMBI, CHUTAETCH HEBO3BPAT LENEBOI0
naeHtTudpukaropa (To ectb nogcucTtema cpaBHeHUda He onpeaenset cosnageHne UABI n uenesoro 3aperu-
CTPUPOBAHHOIO BUOMETPUUECKOTO LIabnoHa);

- OTpuUaTesNbHbIE CUCTEMbI BUOMETPUYECKON MAEHTUDMKaLMK. B cnyyae ykpbiBaTens fMMYHOCTU yeneLw-
HbIM PE3ynbTaToM, C TOUKM 3peHns pa3paboTynka OMOMETPUYECKON CUCTEMbI, CUMTAETCA BO3BPAT MAEHTMMN-
KaTopa yKpbIBaTens JIMYHOCTH (TO eCTb BNOK CpaBHEHMA ONpeaenseT coBnageHne BMoOMeTpU4eCcKkX xapakre-
PUCTUK YKPbIBATENS JIMHHOCTU M €r0 3aperncTpupoBaHHOrO BUOMETPMYECKOTO LLabnoHa).

MpumMeyaHue — OTHOCUTENEHO GUOMETPUUECKUX CUCTEM Ha OCHOBE «YEPHOTO CMMCKa» yCNelHEIM pesynsTa-
TOM, C TOUKM 3peHUsi pa3paboTunka GUOMETPUYECKOW CUCTEMBI, CHUTAETCS, ECMNW OA4MH U3 BO3BpalLaeMbiX MAEHTUUKATO-
POB MHULMUPYET paccrefoBaHne, KOTOpoe pacKkpLIBaeT aTaky.

8 CeowctBa aptecakroB

8.1 CBOWCTBA UHCTPYMEHTOB aTaku Ha GUOMETPUYECKOE NPeabABIEHUE NPU aTakax CaMO3BaHLIA

B aTakax camo3sBaHLa 3NOYMbILUNEHHUK HAMepeBaeTCsl ObITb PACMNO3HAHHBIM KaK MHAs NIMYHOCTb.
Ins atak camo3BaHLa, B KOTOPbIX CYyObEeKT HamMmepeH BbiTb PaCNO3HAHHBLIM KaK KOHKPETHasi IMYHOCTb,
M3BECTHasi cucTeme, notpebyeTcs cosaatb aptTedakT co CrieayloMMn CBOWCTBAMM:
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- cBOICTBO 1. BuomeTpuueckuin obpasel, pacno3HAETCs Kak eCTeCTBEHHaA OMOMeTpuYecKasl xapakre-
puctuka niobbimm metogamu OABIT;

- CBONCTBO 2. buomerpuueckuin obpasel, pacno3HAeTCs Kak eCTeCTBEHHaa OMoOMeTpuYecKkasl xapakre-
pUCTHKA B NMOObLIX MPOBEPKAxX Ka4ecTBa OMOMETPUYECKUX JAHHbIX;

- CBOICTBO 3. buomerpuueckuin obpasel, Nony4YeHHbIl BUOMETPUHECKUM CKAHEPOM U3 apTedakTa, co-
OEePXUT n3Brekaemble DUOMETPUYECKUE MPU3HAKKU, KOTOPbIE COBNaaloT ¢ ODMOMETPUYECKUM KOHTPOMbHLIM
WabnoHOM KOHKPETHOW JIMYHOCTM.

B cnyuae ceoncTtBa 1 skCnepuMeHTaTop MOXeT obnagaTb unu He obnagatb MHOPMaLMEN 0 METOAAaX
OABI anAa KOHKPEeTHOW cuctemsol. NoHuMaHue npumeHaembix Metogos OABI no3sondeT ucnons3osarb Ma-
Tepuansl, CnOCOBHbIE MPOABNATLCA KaK €CTECTBEHHbIE BUOMETPUYECKNE XapPaKTEPUCTUKN.

CBOICTBO 3 CBA3aHO ¢ MeTogammn o6paboTku CUTHANOB U CPaBHEHUS B BMOMETPUHECKON CUCTEME U HE
cuyntaercs vacrtbto meroga OABI.

MpumeyaHue — [aHHble Bonpockl paccMoTpeHbl B [4]—[6] n MoryT notpeboBaThb UCMoMNbL30BaHNs HOBLIX Ma-
Tepwarnos.

TNpumep — Bbenku xusomHbix [6] Mozym 6bimb ucnosib3oeaHbl 051 obmaHa OABTT e cucmemax paciio3Ha-
eaHusi omineyamkoe nanbsuee (cm. [7]). Ecnu 6uomempuyeckuli obpazey He pacriozHaemcsi memodom OABIT kak
ecmecmeeHHasi buoMmempuyecKas xapakmepucmuka, epemeHHoe eo3delicmeue Ha 6uomempuyeckuli obpasel
moxem criocobcmeoeams nosiesieHuo Heobxodumbix ceoticme [5].

CambIin NpocToi ¢cnocob NOBNUATL HA CBOMCTBO 3 — €034aTb KOMUIO BUOMETPUYECKON XapakTepucTu-
KM KOHKPETHOW NIMYHOCTU. B HEKOTOPLIX CRy4Yasx CyLIECTBYET BO3MOXHOCTb CO34aTb MCKYCCTBEHHYH KOMUIO
dPU3NIECKON BUOMETPUYECKON XapaKTEPUCTUKK, KOTOpas MOXET ObiTb UCMONb30BaHa ANdA ataku Ha Buome-
Tpudeckoe npeabasneHme. Kpome Toro, eCnu MOXeT ObITb MONy4EHA KOMWA 3apErMCTPUPOBAHHOIO OMOMETPK-
YECKOr0 KOHTPOMbHOMO LWabnoHa KOHKPETHOW FIMYHOCTU, 3MOYMBILUMIEHHUK MOXET cO34aTtb apredakT, u3 Ko-
TOporo buomeTpuyeckun ckaHep Oyaet nonydartb AaHHbIe, COBNagarowme ¢ GMOMETPUYECKUM KOHTPOMbHLIM
wabnoHoM. Takue apredakTsl MOTyT NOTPEOOBATLCA NMPU NPOXOXKAEHUM MPOBEPKK Ka4eCTBa OMOMETPUYECKUX
o6pa3suoB..

B atakax camo3BaHLa 310yMbILUIIEHHWUKU MOTYT NOy4YnUTb OMOMETPUYECKYIO XapaKkTEPUCTUKY HEMoCcpea-
CTBEHHO y cybbekTa cbopa BUOMETPUHECKNX AaHHbIX. Takas BO3MOXKHOCTb MOXET ObITb KOONEPATUBHOW (Ha-
npuMep, cybbekt cbopa OMOMETPUYECKUX AAHHBLIX NPEAOCTABAET CBOW OTNEYaTOoK nanbLa) unM Hekoonepa-
TUBHOM (HanpuMep, cyobekT cOopa DMOMETPMYECKMX AAHHbLIX OCTaBMSAET OTNEYATOK Nanbua Ha CTEKne UMnu
Ha pabodert MOBEPXHOCTU BMOMETPUYECKOTO CKaHepa, YTO MO3BOMNSAET 3MOYMbILUNEHHUKY YKPaCTb OTMEeYaTok
nansya).

Kpome TOro, 3n0oymbILUSIEHHUKAMM C NOMOLLLIO KaMepbl UM MUKPOPOHA MOTyT ObITb 3anmcaHbl U30-
OpakeHnsa nuua unu ronoc. B 3aBMCMMOCTU OT KOOMEPATMBHOIO BapuMaHTa M HEKOONEepaTUBHOrO BapuaHTa
cbopa BMOMETPUYECKUX AaHHBIX BbIDUPALOT CLeHapumn ataku. AptedakThl, CO34aHHbIE B pe3ynbraTe koonepa-
TUBHOIO NPeAbABNEHUA, MOTyT ObiTb B0nee BbICOKOrO Ka4ecTBa Mo CPABHEHUIO C HEKOOMNEPAaTUBHLIM NPeab-
SIBNEHWEM, UTO, B CBOK Ovepelb, MOXET BNMMATb HAa BEPOATHOCTU OABIT n BEpOATHOCTM BUOMETPUUECKUX
SKCMITyaTaLMOHHbIX XapaKkTEPUCTHUK.

M puMmedaHWne — Cy6b6KT MOXET BbITb NPUHYXAeH K npefocTaBNeHU0 BbICOKOKa4YeCTBEHHbIX 6I/IOMETpI/I‘-|ECKI/IX
O6p83LlOB. B Takom Cnydae KoonepaTtueHoe npebvABnieHne N HeKoonepaTtuBHoe npeiwABneHne He NpUMeHUMEI.

Ong atak caMo3BaHUa, B KOTOPbIX CyObEKT HaMepeH pacno3HaBaThLC Kak noboe N3BECTHOE cucTeme
nmuo, GuomeTpuyeckuint obpasew, nony4yaemolii OMOMETPUYECKUM CKAHEPOM OT apTedakta, JOSDKEH UMETh
XapaKkTEPUCTUKKN, KOTOPbIE AOIDKHBI COBNagaTb C OAHUM WS HECKOSIbKMMU XPaHUMbIMU OUOMETPUYECKUMU
KOHTPOmNbHbIMK WabnoHamu. Cambliii NPOCTON CNOco6 MOBNUATbL HA CBOMCTBO 3 — o0nagarb HEKOTOPbIMU
OMOMETPUYECKMMU KOHTPOSBHBIMK LABNOHAMM, XPaHALMMUCH B DUOMETPUYECKOI cucteme. Mpu OTCYTCTBUM
Takux 3HaHUW MOTYT ObITb MPOBEAEHbI IKCNEPUMEHTHI C MOXOXKUMU DUOMETPUUECKUMMW CUCTEMAMU C MCNOSb-
30BaHUEM XapaKTEPUCTUK M3 3aperuCTpUpOBaHHON BbIOOPKM UMM MOAENU OOLLer nonynsauum B KayecTBe
3ameHbl. [10go6HbIE 3KCNEPUMEHTBI MOTYT NO3BOMMTL NOMYYUThL NPEACTaBNEHNE O BEPOATHOCTU YCMELLHON
naeHTMdUKauum no OTHOLUEHMIO K OQHOMY WSIU HECKONbKUM 3aperncTpupoBaHHbIM OUOMETPUYECKUM KOH-
TPOMbHbIM LIAGNOHAM.

ApTedakTbl, OPUEHTUPOBAHHBIE HA CRYYaAWHYK MMUTALMIO CyObekTa, MOryT YNOMUHATLCA Kak «apre-
dakT Bonkay; apredakTbl, UCMONb3yemble cybbekTammu coopa BUOMETPUYECKUX AAHHbIX BO Bpemsa Buome-
TPUYECKON perncrpauun, npegHasHavyeHHble ana goctumxkeHuns sbicokon BCIMAC, — kak «apTedyakt oBUbI».
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Ecnu camo3BaHeL HaMepeBaeTCa MCNOMNb30BaTb 3aMaCKMPOBAHHYIO UITM U3MEHEHHYI0 OMOMETPUYECKYIO
XapakTepPUCTUKY MHOTOKPAaTHO, TO NoTpebyetcsa nponsBecTu Heckonbko konu MABI unu oann MABIT agomkeH
WUMETb YKM3HEHHbIW LUK, AOCTATOYHBIA ANA NPOAOIPKUTENBHOCTU NPEANONaraeMoro NPUMEHeHns. 3T0 MOXET
NOBNUATL Ha BbIDOP Marepuana unM MeToga Npou3BoacCTBa.

8.2 CBoICTBA MHCTPYMEHTOB aTaku Ha buoMeTpuuecKoe npeabaABleHMe NMPU aTakax
YKpbIBaTesns JIMYHOCTH

B arakax ykpbiBatens IUYHOCTU 3MOYMBbILUMEHHWUK NbITAETCA CKPbITb CBOM OMOMETPUYECKME XapakTe-
pucTUkK NUbOo ¢ Ucnonb3oBaHueM apredakra, nMMbo ¢ MOMOLLBEI0 MACKUPOBKU UM U3MEHEHUS €CTECTBEHHbIX
OMOMETPUYECKUX XaPAKTEPUCTHUK.

ApTedakTbl, CO3A4aHHbIE AN aTakn yKPbIBATENSA IMYHOCTU, AOJDKHbI pacnO3HABAaTLCA KaK eCTECTBEHHASA
BuomMeTpuyeckasi xapakrepuctuka ans niobdoix metogos OABIM u NobbIX NPOBEPOK Ka4ecTBa BUOMETPUUECKUX
JaHHbIX. Takue aptedakTbl JOMMKHbI COAEMKATL U3BNEKaeMble ODMOMETPUYECKME NPU3HAKK, KOTOPLIE MOTYT
CPaBHMBATLCA C XPaHUMbIMWU DMOMETPUYECKUMU KOHTPOMbHLIMK WabnoHamu. B gononHexnue k ceoicTeam 1
u 2 aptedakTbl B aTakax ykpbIBaTENSA NMMYHOCTU AOSMKHbLI 06nagatb cneaylowmum CBONCTBOM (B NPOAOIDKEHME
cnucka cBoucTe B 8.1):

- CBOWCTBO 4. M3BnekaemMble OMOMETPUYECKUE NPU3HAKU HE JODKHBI COBMAAATh HU C OAHUM XPaHUMbIM
OUOMETPUYECKUM KOHTPOMNbHbIM LUIAGMOHOM.

CBOWCTBO 4 OTHOCUTCA K MeTOAAaM 06paboTku CUrHanoB U CPaBHEHUS B OMOMETPUUECKOW CUCTEME U HE
sABnsieTcsa yactbto metoga OABIM.

ApTedakTbl, He cnocobHble CO3aaBaTb ODMOMETPUYECKME NPUHAKU U NPUrOAHbIE ANA AanbHERLen 06-
paboTKkuM C MOMOLLBI BUOMETPUYECKOW CUCTEMbI, MOTYT MHULUUPOBATEL CUrHaN «OTKAa3 NOy4YEeHUsI», YTO Npu-
BOAUT K AOMOSIHUTENLHLIM MONbITKAM NOMy4YeHuss BuomMeTpudeckoro obpasua unm K 3anycky npouecca obpa-
60TKM ucknwdeHnin. Oba pesynbrata HexxenaTenbHbl ANS 3N0YMbILLNIEHHUKA.

MpuMeyaHun

1 M3BeCTHbI HenpaBWIlbHO CNPOEKTUPOBaHHLIE BUOMETPUYECKME CUCTEMEI, KOTOPLIE CO3AAI0T «HyrneBble» Habopbl
BGuoMeTprYecKUX Npu3HakoB (Habopbl BUOMETPUYECKUX MPU3HAKOB, He cofepxalyne MHdopMaLumn), KoTopele 3aTeM Mo-
ryT 6bITb YCNELUHO COMOCTaBMeHbl C aHanornHbIM «HyreBbIM» BGUOMETPUYECKUM KOHTPOMBHBIM LIAabnoHoM (GuomMeTpu-
YeckuM obpasLioM, BUOMeTpUYECKUMU NPU3HAKaMn UM BUOMETPUYECKOW MOAENbLIO, He cogepXKalumMun uHdopmaumu).
CnepgoBatenbHO, Heo6Xo4MMOCTb cobnofeHNs cBOWCTBa 4 4 YCMeLlHoW aTakn ByAeT 3aBUCETb OT YPOBHS CITOXHOCTU
BG1OMETPUYECKOW CUCTEMBI.

2 ApTedhaKkTbl, HanpaeneHHble Ha gocTuxeHue Bbicokol BOMB unu sBepoaTHocTu BHCMAY, MoryT ynoMuHaTeeA
Kak «apTedakTbl KO3».

B cucreme Guomerpudeckon naeHtudukauun cobniogeHne CBOMCTBa 4 3aBUCUT OT YMUCNA XPaHUMbIX
OMOMETPUYECKUX LLIABNOHOB, NOPOrOB U MPUHLUMUMOB KOHKPETHOW DMOMETPUYECKOW CUCTEMbI.

8.3 CBoICTBAa CUHTE3UPOBAHHLIX OMOMETPUUYECKUX OOpPa3LIOB C HECTAHOAAPTHLIMU
XapaKTepucTUKamu

Ecnu BuomeTtpuyeckas cucTeMa nokasbiBaeT Ype3MEPHO BbICOKUME BEPOATHOCTM NOXHbLIX COBNagEeHWN
Npu HaNU4YUM ONpeaeneHHbIX HECTaHAapPTHLIX DUOMETPUYECKUX XapaKTEPUCTUK, 3TO MOXET noTpebosaThk cne-
UuansHbIX METOAOB OLEHKU. MpumepamMn HECTaHAAPTHLIX XapakTEPUCTUK MOXET ObITb HETUNWYHO BOoMbLIOE
UK Manoe Yncno NPU3HaKoBs.

Takue xapakTepuCTUKU MOTYT BbITb HEXaPaKTEPHBLIMU ANSA €CTECTBEHHbLIX OMOMETPUYECKUX XapaKTepu-
CTMK, HO MOTYT ObITb CUHTE3UPOBAHbI U CKONMPOBAHbI B apTedakT u NPOWTU coBnageHne ¢ BoNbLIMM YUCIOM
OMOMETPUYECKUX YHaACTHUKOB. OueHka MOXET ObiTb HanmpaBreHa Ha OonpederneHue TOro, NMPUHUMAIOTCA fun
CUCTEMON BUOMETPUYECKUE XapPaKTEPUCTUKU C HECTAHAAPTHLIMU XapakTEPUCTUKAMU, YTO MOXKET NPUBECTHU K
3Ha4eHuto BCIMAC BblilLIe CTAaHAAPTHBLIX 3HAYEHUI MO CPaBHEHUIO C LIABNOHaMK NOANMWHHBIX BUOMETPUYECKNUX
YYaCTHUKOB.

B oueHkax metogos OABIT n npoTokonax ucnbiTaHui, B KOTOPbIX uccneayetcs adhPekTUBHOCTb CUHTE-
3UPOBaHHbLIX BUOMETpUUEcKnx 00pasLOB C HECTAHAAPTHLIMU XapaKTEPUCTUKAMKU, AOIMKHbI ObiTb NOAPOGHO
OMUCaHbI;

- BbIBOAbI O MPUHATUM CUHTE3UPOBAHHLIX DMOMETPUYECKUX 00pa3sLOB C HECTAHAAPTHLIMW XapakTepu-
CTUKaMU;

- cTeneHb Bo3aencTeusa Ha BCIMAC npu mcnonb30BaHUM CUHTE3UPOBAHHBLIX ODMOMeTpu4eckmx o6pasuos
C HECTaHAaPTHLIMU XapaKTEPUCTUKAMMU.
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9 AcneKTbl HecornacoBaHHbIX NONbITOK C6opa GMOMeTPUUYECKUX
XapaKTepucTuK

9.1 MeToabl 6BMOMETPUYECKOIO NpeabABIIEHUA

CybbekTbl cbopa OMOMETPUYECKMX AAHHBIX MOTYT HAMEPEHHO U3MEHSTL CBOU DMOMETPUYECKME XapakK-
TEPUCTUKN UMK NPEeAbsBrEHNe XapakTEPUCTUK NMpU MonbiTke M3bexarb pacno3HaBaHWsS WU MMUTUPOBATb
OMOMETPUYECKOTO ydacTHMKa. [ns GuomeTpuvecknx MoaanbHOCTe, TakMxX Kak roroc U guHamuyeckas noa-
nucb, cyobekTbl coopa BUOMETPUYECKMX AaAHHbLIX MOFYT NpeaHaMePEHHO U3MEHATb CBOe noeeaeHue. Ons
OMOMETPUYECKMX MOAANBHOCTEN, TAaKMX KaK OTneYaTku nanbues, cyobekTbl coopa GUOMETPUYECKMX AaHHbIX
MOTYT NpegHaMepeHHO nNoaaenbiBaTh NPeAbABNEHNSA XapakTePUCTUK ANS YyCTpolicTBa coopa, YTo6bl 6bin npo-
BeaeH cbop HecornacoBaHHOro buometrpuyeckoro obpasua. Npu nogobHbIX AeNCTBUSX CyObekTa cbopa Guo-
METPUYECKUX AaHHbIX NpeabsaBreHne CUMTAETCS aTtakoi, a He NOoANIMHHbIM BMOMETPUYECKUM NpeabsBreHu-
€M, 1 CyObekT cbopa BUMOMETPUYECKUX AaHHbIX AOI¥EH ObITb ONPEAENEH KaK 3MOYMbILLITEHHUK.

Mertoabl 06HapyeHusi aptTeakToB He NpeaHasHayveHbl Anst 0OHaPYXXeHUs1 HECOTrNacoBaHHbIX NOANMH-
HbIX BUOMETPUHECKUX NPEAbABNEHWIA.

9.2 MeTtoabl OLIEHKM

Bce GuomeTtpudeckne xapakTepucTmk BOCIPUUMYNBBI K UISMEHEHUSIM, BbI3BAHHLIM MOBEAEHMEM CyOb-
ekta cbopa BuomeTpudecKknx gaHHbIX. [Ans onpegeneHnsa YyBCTBUTENbHOCTU BEPOATHOCTEN oUMOOK K npea-
HaMepPEeHHbIM WM3MEHEHUSAM OUOMETPUYECKUX XapaKTEPUCTUK UNU NPeabsBMNEHUN, BbI3BAHHbIX CYyObEKTOM
cbopa BMOMETPUYECKMX AAHHbIX, 9KCNEPUMEHTATOPbI MOTYT MPOBECTU PENPE3EHTATUBHbIE UCTBITAHUS BIKU-
SAHWUA NOAOBHBIX MU3BMEHEHWI HA BEPOATHOCTU OLLIMBOK, Takmx kak BOMNBM n BEPOATHOCTb NOXHOrO HECOBMa-
AeHuna. MNMpu HanU4uMm pecypcoB M BPEMEHU AN NPOBEeAEHUs] OLEHKU MOTYT BbITb NPOBEAEHbI UCMbLITAHUSA MO
OonpeaeneHnto BNUAHNS HA BEPOATHOCTb NTOXXHOTO COBMAaAEHUS.

10 Co3paHue u ncnonb3oBaHue apTedakToB NPU OLEHKE METOO0B
OOHapyXXeHuns atakm Ha buomeTpuyeckoe npeabABneHne

10.1 O6uWMe nonoxeHuaA

OueHkun metoaos OABIT moryT GbITh paspaboTaHbl ANA OTBETA HA CneayloLmMe BONpPOChI:

- HacKomnbKO cTabunbHo aptedakt oOMaHbIBAET BUOMETPUYECKYIO CUCTEMY?

- Kakme dhakTopbl BNMSIOT HA 3PADEKTUBHOCTL aTaku Ha ODMOMETPUYECKYIO CUCTEMY C UCMONb30BAHUEM
apredakra?

- Kakue TUMbl aTaku ¢ HAMMEHbLUMM NOTEHLMAaNOM HanageHUs pe3ynbTaTuBHbl B 0OMaHe BromeTpude-
CKOW CUCTEMBI?

CosgaHue apredakra, yCrioBUS MONYYEHUSA, UCMONB3OBAHUE W ONEPUPOBAHUE — OT CO34aHUA A0 Npu-
MEHEHUs — SABMAKTCA onpeaensowmmMmn B oueHke metogos OABIT.

10.2 CospgaHue v noarotoBka apredakroB

Mpwu oueHke metogoB OABI a0mkHbI 6bITb BbIOPAHBI OAWH UMK HECKONBbKO BUAoB NABI. Mpu cosaaHun
U NOAroTOBKE apTedakTOB B COOTBETCTBUM C BbIOPaHHbLIM BUAOM VMABIT HE0BX0aMMO y4nTbIBaTL CNeayloLmne
dakTopbl U NapaMeTpbl:

- npouecc cosaaHus apredakra: cosgaHue apredakra (Mnu NPomM3BOACTBO) MOXKET ObITh OCYLLECTBIE-
HO C UCMONb30BaHUEM HECKOSILKUX MaTepuanos, Npou3BoAcTBO, 06paboTka U MPUMEHEHME KOTOPbLIX MOTYT
NnoBMMATbL Ha 3appeKkTUBHOCTL apTedakTa. KoHeuHoe U3rotoBrneHne aptedakToB He 00A3aTenbHO NPOBOAST
Ha CTaHKe, NO3TOMY Py4Has BbIpaboTKa MOXKET NOBMUATL HA NPOM3BOAUTENBHOCTE apTedaKkTa;

- MpouUecc NoaAroToBkM apredakta: apredakram MOXeT norpebosarbcs 00paboTka UNKM NOAroTOBKA
MEXAY UX CO34aHUEM U UCNOSNb3OBAHNEM;

- younusi, Heobxoaumble AnS CO3A4aHUS M NOATOTOBKM apredakToB: Hanpumep, Tpebyemble HaBbIKU,
TEXHUYECKUE 3HAHUSA, BPEMSA CO34aHMA, TPYAHOCTU C TpMoBpeTeHmem MatepmanoB u 060pyaoBaHusa, KOTopble
OyayT UCMONb30BaHbI;

- PerynsapHoCTb CO3gaHus apTedakToB: NPOMbILLNIEHHAA CepUst M3 HECKONMbKUX apTedakToB, co3aaH-
HbIX MOCMEAOBATENbHO WU B TEYEHUE ANUTENBLHOTO MPOMEXKYTKA BPEMEHU, MOXET UMETb U3MEHEHUs a-
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EKTMBHOCTU KAXKOrO Crieayowero aptedakra no cCpaBHEHUIO C NpeabliayLuM. OTO MOXKET ObITb CBA3aHO C
U3MEHEHUEM COCTaBa MaTepuarnoB, HANUYMEM UCKAXKEHUI UM DAKTOPaMM OKPY>KaIOLLEN CPeabl;

- HacTponka aptedakta gns KOHKPETHOro cybbekTa coopa BMOMETPUYECKUX AAHHLIX: apTedaKkT MOXET
ObITb MICNONbL30BAaH TOMLKO ANsl KOHKPETHOro cybbekTa cbopa BUOMETPUUECKUX AaHHbIX, AT KOTOPOro OH 6bin
crneyunansHO HaCTPOEH MIM YbU BUOMETPUYECKME XapPAKTEPUCTUKN KOHIPYSHTHBI XapakTepucTukam apredac-
Ta;

- HacTpomnka apredakta Ans KOHKPETHON BMOMETPUYECKON CUCTEMDI: apTedakT MOXET BbITb UCMONb-
30BaH TOMbKO ANS KOHKPETHOW MOAENW UMM Kracca ODMOMETPMYECKOro CKkaHepa Ha OCHOBE aHanu3a CBOWCTB
no oBHapyxeHuto aptedakToB. OueHkn 3pPeKTUBHOCTU apTedhakTa MOryT ObiTb pa3paboTaHbl ANA OLEHKU
aprecpakTa, cepum aptedakToB Unu Buaa apredakToB NPOTUB KOHKPETHOW MOAENW UIK Knacca Guomerpuye-
CKOrO CkaHepa;

- UCTOYHMKU BUOMETPUYECKUX XAPaKTEPUCTUK: MOTYT ObITb MCMOMb30BAaHLI MPAMbLIE UMW KOCBEHHbIE
npeacraeneHns GuomeTpuyecknx o0pasLoB UNKU XapakTEPUCTUK, MOANMDULNPOBAHHbIE UNK 06paboTaHHble
BuomeTpuyeckmue o0bpasupbl UNK XapakTEPUCTUKK, a TAKKE CUHTE3UPOBAHHbIE DMOMETPUYECKME 0BpasLbl UNK
XapakTepuUCTUKn. SPAPEKTUBHOCTL NONydYaemMblX apTedakToOB MOXET ObITb BbipaXkeHa B BUAE OYHKLIMM IKC-
nayatauMOHHbIX XapaKkTe pPUCTUK BUOMETPUYECKMX 00Pa3LIOB;

- CTOMMOCTb CO34aHUS M NOArOTOBKU apTedakTa: co3gaHue aptedakra OyaeT CBS3aHO ¢ 3aTpaTtamMu Ha
npuobpeTeHne HeOOXOAMMBIX MaTeEPUanoB M Ha NPoM3BOACTBO. MNpeanouTuTeneH 6onee 9KOHOMUYHbIW, Ha-
OEeXHbIA apTedakT, KOTOPbIA MOXET ObITb NErKO U3rOTOBMEH.

B oueHkax metogos OABIT M NpOTOKONAax UCMbITAHWUI AOIDKHBI ObIThb ONMMCAHbI CO3AaHMe U NOAroTOBKA
apTedakToB C yKa3aHUeMm CreayroLmx acnekTos;

- NpPOLECChl CO34aHUA U NOATOTOBKMU;

- ycunusd, HeobxoamMble ANS CO34aHWs M NMOATOTOBKU apTedakToB (Hanpumep, TEXHUYECKUE 3HaHUA,
BPEMS CO34aHMSA, CITIOXXHOCTW NPUOBPETEHNS MaTepuanoB Ans aptedakroB, UHCTPYMEHTLI CO34aHMA U UH-
CTPYMEHTbI NOATOTOBKM);

- BO3MOXHOCTb PETYNAPHOro CO34aHus U NOAroTOBKM apTedakToB C npeanonaraeéMbiMu CBONCTBaMM;

- HacTponka apted)akToB A5 KOHKPETHbLIX CyObEKTOB cOopa BMOMETPUYECKUX AAHHBIX;

- HacTponka apted)akToB A KOHKPETHLIX DUOMETPUYECKUX CUCTEM;

- UCTOYHUKU DMOMETPUYECKNX XapPaKTEPUCTHK;

- Hanu4ue nyOnu4YHoOM MHOPMAaLMKU O MPOLIECCaxX CO34aHUS U MOATOTOBKY;

- U3MEHEHUS B Mpoueccax co3gaHus UM NoAroToBkU apredakta B Xo4e OLEHKM.

10.3 Ncnonb3oBaHue apTecakToB

Mpu oueHke metoaoB OABIT, B KOTOpbIX ucnonb3oeaHbl MABI ¢ npuMeHeHnem aptedakToB, Heobxoau-
MO YYMTbIBATb CriegyoLlume pakTopbl U NapaMeTpbl:

- NoAroToBka U obyvyeHne npeabsiBNneHUto aprtedakra: Ha ShPEKTMBHOCTL apTedakTa MOryT BNUSITb
00beM NOArOTOBKM K MPUMMEHEHMIO M NPEeabsaBNEHUI0 apTedakTa, a TaKke 00beM NoAroToBKM U 0ByyeHus
nuua, npumeHsowero apredakt. Ong oaHMx TUNOB apTedakToB MOTyT NOTpeboBaTbCA HE3HAYMTENbHASA NOA-
rotoBka u obyvyeHue, Hanpumep BOCNPOM3BEAEHWE ayamo3anucu, a And Apyrux TMnoB apredakroB — cy-
LLleCTBEHHAs MOATOTOBKA U 0ByyeHue, HanpuMep npeabaBneHne apredakra npoKaTHOMY BUOMETPUYECKOMY
CKaHepy OTMeYaTKoB NanbLes;

- CpOK cny>x0bl NpeabsaBneHnsa apredyakta: HEKOTOPLIE TUMbl apTedakToB U3 MaTepmanosB MOryT UMETb
KOHEYHbIW CPOK CIyXObl, BCNEACTBUE YEro MX 3(PEKTUBHOCTL YMEHBLLAETCA MOCHE OAHOMO UMM HECKOMNbKUX
npeabvasneHuii. B ngeanbHoOM cnyyae — aprtedakT HeOrpaHMYEeHHO MHOropasoBblin. ApTedhakTbl xapakre-
PU3YIOTCA Pa3nUunMAMKU B CpOKe cry>Obl M Yucne npeabsaBneHuit, korga aptedakt npuHUmaeTcs (Hanpumep,
WABIT B BUAE CMIMMKOHOBOTrO OTMNeYarka nanbla saBnsaerca 6onee AONroBeYHbIM apTedakToMm Mo CPaBHEHUIO C
WABI1 B BUAe »enaTtuHOBOro oTnedarka nanbua);

- CKpbITOE UCMONb30BaHUe apTedakra: ycnewwHoe Ucnonb3oBaHue apredakra MOXeT 3aBUCETb OT TOTO,
KOHTPOMUPYETCS NN MPUIOXKEHME, M €CMNM Aa, TO OT CTENEHU KOHTPONSA BO BPEMSA MCNONb30BaHMA apTtedakra.

Mpu oueHke metogoe OABI B NpOTOKONAxX UCMbITAHUIA AOMKHO ObITb OMMCAHO UCNONb30BAHWUE apTe-
d)aKTOB B OLIEHKE C YKa3aHMEM CreayloLmMX acnekToB;

- YPOBEHb NOATOTOBKU U 0OYYEHUA 3MTOYMbILLITEHHWKA;

- CpoK cny>x0Obl apTedakTa, BKNOYasa YMCno NpeabaBreHnin Kaxaoro apredakra;

- CTeneHb KOHTPOMS MM MOHUTOPUHIA, NPUMEHSEMOTO NMPU UCTONbL30BaHUKU apTedakTa.
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10.4 UTepauMOHHbIe UCNbITaHUA NO onpeaeneHuto 3P ekTUBHLIX apTedakroB

BBuay NpMBEeAEHHLIX BbILLE OCOOEHHOCTEN CO34aHuMA, NOATOTOBKM U UCMONb30BaHUA apTedakToB aKkcne-
puMeHTaTop MOXeT oueHnBaTb MABIT ¢ 0c0BbiM KOHTPONEM U3HAYANBHO 3OPEKTUBHBIX UHCTPYMEHTOB. AHa-
nv3 NpoBOAAT B ABa dTana. Ha BTOpOM arane ucnbiTaHui SKCNEPMMEHTaTOP NPOBOAUT AETANbHOE UCNbITAHUE
kaxkgoro MABI, koTopbiin kKnaccuduUUUpPOBAH Kak noanuHHoe BUOMETpUYEecKoe npeabsBrneHMe Ha NepBOM
atane. Ans kaxaoro BbiOpaHHoro MABI namepaerca BOKMA. Ecnu BOKIA npeBbilaeT (hUKCMPOBAHHbIN
nopor ans ogHoro suaa NABI, To MABIT cuuTtaerca ycnewHbsiM. Ecnn MABIT He npeBbiwaet nopor BOKIA
Ha BTOPOM 3Tamne UCMbITAHWIA, SKCMEPUMEHTATOP AOIDKEH NPUMOXKUTL YCUNUA ANA TOro, YToObl onpeaenuTsb,
MOXHO M NOBLICUTL 3adhdrekTuBHOCTL MABI ynyduweHnemM npouecca ero cosgaHus Unu Metoga ero npea-
CTaBNEeHuUA.

OKCMEPUMEHTATOP YKa3bIBAET YNCMO UCNBITAHWIA, BLINMOSTHEHHbLIX HA BTOPOM 3Tane, U Nopor, UCNonb3ye-
MbIn ana BOKIA. B Hanbonee cTporom BapuaHte METOAONOrMKU AOMKEH ObITb MCMONb30BaH O %-Hbli NOpor
ana BOKIIA, 4TO O3HA4aeT, uTo ycnelwHasi ataka Ha OMOMETpUYECcKoe npeabaBrneHne OWnBOoYHO Knaccudum-
LUMpYeTCcAa Kak MUHUMYM ABAa pasa, BKModas ogHy owmnbounyto knaccudpukaumio MABI Ha nepBoMm aTane.

11 dakTopbl OLEHKU pa3fIMYHbIX NpoLeccoB

11.1 O6uume nonoxeHus

Mpoueccbl GUOMETPUYECKON PErUCTPaLMK, naeHTudukaumm nu sepudukaumm MOryT NOBNUATbL HA NNaH
oueHkn. OueHkun metoaos OABI M NPOTOKONbLI MCALITAHWIA AOMKHBI (PUKCUPOBATL, KACaeTca Sin Cxema OLeH-
KM npoueccoB GUOMETPUYECKON perncrpauumn, uaeHtudpukaumm n/unu sepucukaumm unu paccMmaTpuBaeTcsi
MOSTHOKOMMIIEKTHAA DMOMETPUYECKasA CUCTEMA HE3ABUCUMO OT KOHKPETHOIO npouecca.

11.2 OueHkKa npouecca 6uoMeTpUuIeCcKon permcTpauum

BuomeTpuyeckne CUCTEMbI MMEIOT 0COObIE YA3BUMOCTU BO Bpems npouecca BUOMETPUYECKON peru-
cTpaumu, uto TpebyeTt BHeapeHuss MetoaoB OABI. K HUM OTHOCATCS:

- buometpuueckas perucrtpaumst cybbekta cbopa GUOMETPUYECKUX AAHHBIX ¢ BUOMETPUUECKUMU Xa-
pakTepucTMKkamu gpyroro MHauBMAA;

- OMoMEeTpUYEecKas perucrpaumst CUHTE3MPOBAHHbLIX BUOMETPUHECKUX XapaKkTEPUCTUK, NPeaoCTaBneH-
HbIX HE UHAWBUAOM;

- BMomMeTpuyeckas permncTpauus KyHMBEPCanbHbIXy OMOMETPUYECKUX XapakTEPUCTUK, OAMHAKOBLIX AS1A
BCEX MIM BOMNbLIOro KONUYecTsa UHAWBUAOB;

- OMoMeTpUYeckas perucTpaums KOPPEKTHO N3MEHEHHLIX ODMOMETPUYECKUX XapaKTEPUCTHUK.

Mpouecc DMOMETPMYECKON perncTpaumum 4acto 3aHUMaeT OomMbLle BPEMEHM, YEM MPOLECCHl UAEHTU-
dmkaymmn n BepudukaLum, U BKITKOYAET NPOBEPKY AOKYMEHTOB UMK APYrMX Marepuanos, UCNOMb3yeMbIX AN
YCTaHOBMEHUS NOAMMHHOCTU NMYHOCTK. MpoLecc BMOMETPUYECKON PErMCTPaLUM YacTO KOHTPOSIMPYETCA UMK
npocMaTpuBaeTca Takum obpa3om, YTO UCMONb30BaHUE apTedakToB MM NOMbITKM HECOTNAacoBaHHOIO cbopa
OMOMETPUYECKMX AAHHBIX MOTYT BbITb 0GHAPY>KEHbI onepaTtopom. Takoe pazobnavyeHmne MoXeT ObITb OCYLLECT-
BITEHO MOCPEACTBOM BU3yarnbHOro 0CMOTpa cybbekTa cbopa BUOMETpUUECKMX AAHHbIX UMK NYTEM NPOCMOTpa
OMOMETPUYECKUX AaHHbIX, OTOBpaXkaemblx onepaTtopy (HanpuMep, Ha 3KPaHE KOMMbIOTEPa).

Tpumep — UcnbimaHusi Mo2ym eKJllodamb NepcoHait, Komophbil delticmeyem Kak orniepamopki, onpedesisi-
wouwue nodospumeanble npedbﬂeneHun.

B npoueccax Guomerpuyeckon perucrpaumm Moryt 6biTe peanu3oBaHbl 6onee crporne GuoMeTpuyeckmue
NPOBEPKM KA4yecTBa, YeM B Mpoueccax naeHTudukaumm unu sepudukaumm, 4to yBenmynBaeT BEPOSTHOCTb
oBHapyXeHus atakm Ha DMOMETpuYeckoe npeabsasneHue. HakoHew, Npouecchl perucTpayuun 4acto CBsi3aHbl
C npeabsABneHnemM OMOMETPUYECKON XapaKTEPUCTUKN HECKONbKO pa3s. OTO BAMSAET HA AONTOBEYHOCTb W BU3Y-
anbHy0 npasaonofgobHOCTb apredakTa unm NonbITKY HECOrNacoBaHHOTO coopa BUOMETPUYECKNX AaHHBIX.

Mpu oueHke metoaoe OABIT B NpoOTOKONAX UCMbITAHUA, OTHOCALLIMXCA K npoueccaMm BUOMeTpuUeCcKon
perucTpauum, JOSMKHbI ObITb YKa3aHbl CneayroLwpye acnekTol;

- MCNOMb30BaHME MOPOrOBLIX 3HAYEHUN KayecTBa B nNpouecce OMOMETPUHECKON perncTpaummn unm no-
PSAAOK NpeabsABneHns;

- napaMeTpbl TPaH3aKuMm OWOMETPUYECKOW PEerncTpauun, BKIKOYMAA YMCNO W NPOAOIMKATENBHOCTb
npeabaBneHuii;

- YPOBEHb KOHTPOMS oneparopa;
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- nepeveHb AENCTBUIR UMK IMYNAUMM AENCTBUI onepaTopa Npu OLEHKE.
11.3 OueHka npouecca uomMeTpuuyecKon sepucpmnkaumm

B npoueccax 6GuomeTtpuyeckon sepudukauumn UCnonb3oBaHne apredakTtoB W NOMbITKA HECOrMAaCOBAaH-
Horo cbopa BUOMETPUYECKMX AAHHbIX NMPOUCXOAAT, BEPOSTHO, PEXe MO CPAaBHEHUIO C nmpoueccamu dnome-
TPUYECKON permctpaumn unu naeHtudmkaumn. OT aptedakToB MOXET He TpeboBaTbCA BbLICOKUIA YPOBEHb
BMU3yanbHOro npaesaonoaobusi, n cybbektol cbopa GMOMETPUHECKUX AAHHBIX MOTYT 3KCNEPUMEHTUPOBATL C
PasnMYHbIMU CXEMAaMK NOMBLITOK HECOMMACOBAHHOIO cOopa Ansa NOnyyYeHns NOXKHbIX COBMaAEHUN.

Mpu oueHke metogoe OABIT B NMpOTOKONAxX UCNbLITAHMIA NPOLECCOB BMOMETPUYECKON Bepudukauumn
JOIMKHbI ObITh YKa3aHbl CNEAYOLME acnekThbl:

- UCMNONb30BaHME NOPOTrOBbIX 3HAYEHUI KAYECTBa M NOPAAOK NPEeAbABIEHUN;

- napameTpbl TpaH3akumm OGMOMETPUYECKON BepudUKaLmmn, BKIKOYAs YMCIO U NPOAOIDKAUTENBHOCTb
npeabaBneHuii;

- YPOBEHb KOHTPOMS oneparopa;

- nepeveHb AENCTBUIR UMK IMYNAUMM AENCTBUI onepaTopa Npu OLEHKE.

11.4 OueHkKa npouecca GMoOMeTpUUYEeCKON naeHTuuKaumm

Mpoueccbl BUOMETPUYECKON MAaeHTUdUMKaUuKM, NnogobHO npoueccaMm BUOMETPUYECKON perucrpauum,
YaCTO KOHTPONUPYIOT Ny HabnAaloT TakuMm 06pa3om, YTO UCMONb30BaHWE apTedaKTOB UMM NOMbITKU HECO-
rmacoBaHHOIo cbopa MoryT ObiTb OGHAPYXKEHbI ONEPATOPOM. TEM HE MEHEE YPOBEHb KOHTPONS 3a CyObEKTOM
cbopa BUOMETPUYECKUX JaHHbLIX BO BpeMs npouecca BUOMETPUYECKON MAEHTUdUKALUUKU, BEPOATHO, ByaeT
HU>KE MO CPABHEHUIO C YPOBHEM KOHTPOSA BO BPEMS BUOMETPUUECKON perncTpaumm. 310 MOXET NOBMUATL HA
YPOBEHb BM3yasnbHOr0 NpaBaonogobus, KOTOPbIA AOIKHbI MMETE apTedakT UnKu NONbITKA HECOrMacOBaHHOIO
cbopa OMOMETPUYECKNX AaHHbIX.

CucreMa BMOMETPUYECKON MAEHTUMDUKALMN MOXKET ObITb NPEAHAa3HaYeHa AN Bo3Bpara KaHaMaaToB ¢
pesynbsraTtoM BbILLE MOPOra, HECMOTPS Ha TO YTO TaKOW NOMCK MOXET He BO3BPaTUTL kaHauaaTtos. Mpu apy-
rOM BapuaHTte cobbITUR cuctema OMOMETPUYECKON MAEHTUMUKALMN MOXKET BO3BPATUTL CAMOTO BEPOATHOIO
KaHgmaata He3aBUCUMO OT NOopora, B CBA3M C YeM cucTemMe ugeHtudukauumn notpedyercs 6onbLuee HeCoOoT-
BETCTBUE ANS BbI30BA JTIOXXHOOTPMLATENBHOW MAeHTUUKaLmm.

Mpu oueHke metogoB OABIT B NPOTOKONAax UCMbITAHWUIA NPOLECCOB BMOMETPUYECKON uaeHTuukaummu
JOIMKHbI ObITh YKa3aHbl CNEAYOLME acnekThbl:

- UCMNONb30BaHME NOPOTrOBbIX 3HAYEHUI KAYECTBA M NOPAAOK NPEeAbABMNEHUS;

- napameTpbl TpaH3akuum OMOMETPUYECKON UAEHTUdMKALMM, BKMOYASA YUCNO U NPOAOIDKATENBHOCTD
npeabaBneHuii;

- CMCTEeMbl ANS BbIMOMHEHMS OTPULATENBHON UNU NONOXUTENBHOW MAEHTUUKaLMK;

- PErucTpupoBanuchb N cyObeKTbl chopa BUOMETPUYECKUX AaHHbIX B 6a3ax AaHHbIX, MO KOTOPbIM NPO-
BOAUNACH MAEHTUMDUKALNS;

- YPOBEHb KOHTPOMS oneparopa;

- BbIHOCUT MK ONEPATOpP peLeHne O NOANMHHOCTU KaHAMAAaTOB, BO3BpaLlaeMbIX CUCTEMOW, M eCnun Aa,
TO Kakum obpasom;

- nepeveHb AENCTBUIR UMK IMYNAUMM AENCTBUI onepaTopa Npu OLEHKE.

11.5 OueHka MeTOA0B OOHAPYXEeHUA aTaku Ha OMoOMeTpUuveckKoe npeabsABreHUe
B aBTOHOMHOM peXume

Hekotopsble pesynsrartbl MeTogoB OABIT MOryT ObITh MOMyYeHbl B aBTOHOMHOM PEXUMeE Yepes onpeae-
NEHHbIN NPOMEXKYTOK BPEMEHU MOCNEe BMOMETPUYECKOTO NPEABbABMEHUSA. 3TO MOXET NnoTpeboBaThCa No paay
NPUYKH, BKITKOYAsA Cneayowme:

- MeToabl OABI ABnAIOTCA 3aTpaTHbIMKU NO BPEMEHU, BCNeACTBUE Yero obpaboTka pe3ynbratoB B pe-
>KUME peanbHOro BPEMEHU HEBO3MOXHA. Pedynbrarbl MOryT ObiTb MONYyYEHbl Yepe3 HECKONbKO YacoB MMM
AHel nocne DMOMETPUYECKOr0 NPEeAbABEHUS;

- noABMNMCb Gonee coBpemeHHble unu apyrue metoabl OABIT no paHee cobpaHHbIM BUOMETPUHECKUM
obpasuam;

- nocnegywwme cobblTUs AT OCHOBaHWE Mpeanonarate MM NOATBEPXKAAKOT, YTO NMpousoLwna ara-
Ka Ha BuoMeTpuyeckoe npeabsaBneHme. T0 MOXKET NOTPebOBAaTb A0KA3aTENbCTB, TOMAAa OPUTUHANbHbIN(bIE)
BuomeTpuyeckuin(ne) obpasey (o06pasubl) NOANEXUT COXPaHEHUIO ANA CcyaeOHO-MeAULIMHCKON 3KCNEPTU3bl
Ana obHapyxeHusa 1 noaTBepxaeHMA pesynsratoB Metoga OABIT n/unu ans uenen cyaa.
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OueHka metogos OABIT B aBTOHOMHOM pexume no3ponaeT ahdekTUBHO UCNONb30BaTh 4aHHbIE METO-
Abl OABIT, nony4eHHbIe U COXpaHeHHbIE BO BPeEMSA NPeabsBNeHus.

MpoTokonbl oueHkn Metogos OABI B aBTOHOMHOM PEXMME A0MKHbI ONUCHLIBATL UX peanusauuio B 06-
wen cxeme o6paboTKu.

12 MeTpuKU OLLEHKM BMOMETPUYECKMX CUCTEM C MEeTOAaMU OOHapyXXeHus atak
Ha buomeTpuyeckoe npeabsBrIeHNE

12.1 O6uuMe nonoxeHuaA

3kcnnyatauuoHHble xapaktepuctukn metoga OABIT MoryT ObiTh Bblpa)KeHbl BEPOATHOCTSAMU OLLIMOOK
knaccudukauum, BEPOATHOCTAMM OTCYTCTBUSA OTBETA U APYTUMMU BEPOATHOCTHBIMU METPUKaMK. Takne MeTpu-
KM MOXKHO MCNOMb30BaTb B OLlEHKax Be30nacHOCTU, Hay4YHO-00pa3oBaTenbHbIX OUEHKaxX, Npoueccax MeToau-
YECKUX TEXHOMNOMUI MM pa3paboTkm NpoaykTa NMbo B ONEPaTUBHON OLIEHKE NPOU3BOAUTENLHOCTN KOHEYHBIM
nons3oBatenem. B FOCT P UICO/M3K 19795-1 onpeaeneHbl TpeboBaHUS K NPOTOKONAM UCNbITAHUIA ANS 3KC-
NayaTauMOHHbIX UCMbITAHUIA DMOMETPUYECKUX CUCTEM ANS NOAMMHHLIX ODMOMETPUYECKUX MPEeabABNEHNNA.

MNpoTtokonsl ucnbitaHnin Metogos OABIT A0OMKHbI BKNOYaTb:

- YMCNO MCNOMb3yEMbIX B OLEHKE WMHCTPYMEHTOB artak Ha OMOMETPUYECKOE NpeabsBAeHue, BUAOB
MABIT n xomnnekros NABIT;

- YKUCIIO UCNBITYEMBIX CyObEKTOB, B TOM YUCIIE HE YMEIOLLMX UCNOSb30BaTh apTedakTsl UNu NpeaocTas-
NATb HECOIMACOBAHHbIE XapaKTePUCTUKU;

- 4yucno apted)akToB, CO3AAHHLIX AN KAXKA0r0 UCTILITYEMOTO CyObekTa, ANA Ka)aoro UCMbITyemMoro ma-
Tepuana;
YUCIIO UCTOUHMKOB, U3 KOTOPbLIX MOJIyYEHbI XapakTEPUCTUKU apTedakTa;
YUCIIO UCTILITYEMbBIX MaTEPUATIOB;
onucaHue BbIXOAHOW nHdopMauun, 4ocTynHon u3 meroga OABIT,
nopsinok npeacraeneHusa cyobvektor ¢ MABIT n 6e3 MABIT, nOBTOpHOE MCMONb30BaHUE CyObEKTOB;
nopsiaoK npeacTaBneHns CyOGbEKTOB CUCTEME C BKIMIOYEHHBIM M OTKNIOYEHHbIM MeToaamu OABIT, no-
BTOPHOE UCMONb30BaHNE CyOLEKTOB.

MpumeyvaHue — OKCNNyaTaLMOHHLIE XapakTepUCTUKU, paccMaTpuBaeMele B pasgene 13, MOryT He JocTU4b
CTaTUCTUYECKOW 3Ha4YMMOCTH BBUAY OrpaHUYeHui B pasmepe BLIGOPKM.

12.2 MeTpuKM OLIEHKM NOACUCTEMBI OOGHApPYXEeHUSA aTaku Ha OUOMeTpUUYeCKoe npeabsBrieHue

12.2.1 O6uwume nonoxeHus

Mpu oueHke noacucrem OABI (cm. FTOCT P 58624.1—2019, pucyHoK 4) naMepsioT CnocobHOCTb Noa-
cucrem OABIT npaBunbHO KnaccupuUMpoBaTh ataku Ha BUOMETPUUECKOE NPeAbABINEHMNE.

12.2.2 MeTpuku Knaccudukaumm

B npotokone oueHkn nogacuctembl OABI aomkHbl ObITh YkasaHbl BOKITA n BOKMBIM.

B oueHkax noacuctembl OABIT gomkHa 6bITb paccunTaHa u 3aHeceHa B npotokon BOKIA. 3kcnepu-
MEHTATOpP AOIDKEH yKa3aTb, kKakum obpasom perueHnsa OABIT n 6annbl MCNOMb30BaHbl ANA Knaccudukaumm
npegbABneHui.

BOKIA ans onpeaenernHoro suaa MABI (BUABIT) paccunteiBaloT No popmyne

1 NBVIABI'I
BOKMAgypen = 1| | 2. Res;, (1)
BUABT i=1

rae Ngyapn — YMCNO NpeabsiBNeHnin atakn Ansa onpeaeneHHoro suaa NABIT,
Res; — pesynbrar knaccudukauuu; paseH 1, ecnu i-e npeabsaBneHne KnaccuuuMpoBaHO Kak ataka,
u paseH 0, ecnu DMomMeTpuyeckoe nNpeabABeHNEe NOASIMHHOE,
B npotokone oueHkn metogoB OABIT gomkHbI ObITh yKa3aHbl YMCNa NPABMITbHO U HENPABWUIBLHO KNac-
cuhmumMpoBaHHbIX NpeabsaBneHnin aptedakTos: obulee unucno, no emaam MABI, no komnnektam WMABI, no
cybbekTam cbopa u N0 UCTOUHUKY.

15



FOCT P 58624.3—2019

Mpu pacdeTe Ha npeameT TOro, HAaCKONbKO pe3ynbratuBHo nogcuctema OABI BbINONHAET OOHapy»ke-
Hue Buaga MABIT ¢ onpeaeneHHbiM noteHumanom Hanagenusa (), MH ucnonb3yetca BOKIA Haubonee ad-
dekTneHoro suga NABI B guanasoHe noteHyuana HanageHua MNH cornacHo opmyne

BOKMNA, = max BOKIMA
MH BMABHEAHH( BUABM) , 2

rae Apy — MHoxecTBo BuaoB NABIT ¢ MH, paBHbIM 1nn MeHbLmmM MH.

MpuMedaHune— dDopMmyna, OCHOBaHHas Ha MakCUMaribHOM 3HaYeHUN, oTpaxaeT ysa3BUMOCTb cuctemsl OABI
Mno kpalHel Mepe K OfHOW aTake Ha ypOBHE UCMBITYEMOro NoTeHUWana HanageHus. 3T0 KOpPeKTHOe NPeanosioxeHue Ans
TeX NPUINOKEHUIA, B KOTOPbLIX BEPOATHOCTM oLnbok OABI naMepstoT AN NPUHATUS pelleHnin o 6e3onacHoCTU, M npegno-
naraeMblii 3r0YMBILLSIEHHUK aTakyeT CUCTEMY € UcnonbioBaHwem addpekTusHoro MABI (B Npegenax nx BO3MOXHOCTEW).
Kpome Toro, anoyMblUEHHUKN MOTYT 3aAeicTBOBaTh Te BUAbLl MABI, KOTOpble He UCTbITaHbl, U UCMOSIb30BaHNE BEPOST-
HOCTW owmMBoK, MakcumanesHoi cpeaun Habopa nenelTyemelx Bugos NABT, senseTca 6onee HagexHbIM NokazaTtenem bes-
onacHocTu. B npouecce akcnnyaraumn gaHHoe 3HadeHne BOKIA BygeT 4OCTUrHYTO, €Cni 3M0YMbILLNEHHWKA UMEKOT TOT
Xe noTeHuWan HanageHus, YTo U 3KCNepUMEHTaTopbl UCMbITaTeNlbHON Naboparopun. B akcnmnyaTaunoHHbIX cLeHapusix,
Koraa 3MoyMbILUNEHHUKN 0bnagani MeHbLUUM KONMYECTBOM 3HaHMUIA N0 CPaBHEHUIO C 3KCMIepUMEHTaTopamMm UchbITaTeNb-
HO NabopaTopun U MHCTPYMEHTLI aTakn Ha BuomeTpudeckoe npeabsaerneHne Obinv BelbpaHbl cny4anHo UM n3-3a npo-
CTOTbl NPOM3BOACTBA, AOCTUraeTcs MeHblUee 3HadeHne BOKTIA, yem B cpopmyne (2).

Ha ypoBHe noacuctembl OABIT akcnnyatauMOHHbIE XapakTepUCTUKKU AN Habopa NoAnNUHHbLIX Buome-
TPUYECKUX NPeabABNEHUIA, COBPaHHLIX C ucnonb3oBaHnem OW, BoipaxkeHbl B nokasarene BOKIBMN. BOKIBIMN
paccuuThIBalOT No hopmyrne

Non
D Resi

BOKMBM=-=1 3)
nn

rae Res; — pesynbTart knaccudukauum; paseH 1, ecnu i-e npeabssneHne KnaccuuuupyeTcs Kak araku,
u paeeH 0, ecnu DMOMeETpUYECKOe NpeabABeHNe NOASIMHHOE;

Npp — 41Cno NoanMHHLIX GUOMETPUHECKUX NPEAbSABMNEHUN.

B nportokone oueHku merogos OABIT gomkHO GbITb YKa3aHO KONMUMYECTBO MPAaBMIbHO U HEMPaBUNbLHO
KnaccuguumpoBaHHbIX MOASUHHLIX BUOMETPUUECKMX NPEAbABNEHUN: 0OLLee KONMYeCTBO U No cybbekTam
cbopa OMOMETPUYECKNX AAHHbIX.

Ecnu nogcucrema OABI Bo3BpaLlaeT MHOroO3HauHyto oueHky OABIT, A0mkHbI ObITb YKa3aHbl YACTOTHbIE
pacnpeaenexusa 6annos OABIM ans kaxaoro suaa MABIM u ana nognuHHbIX GBUOMETPUYECKUX NPEeabSBNEHUNA.

YkasaHue B NpOTOKONE UcnbITaHUin coBOKynHOro nokasarensa BOKIA n BOKIBI (Hanpumep, ycpeaHeH-
HOW BEPOATHOCTU OLLIMBOK) HE COOTBETCTBYET TPEOOBAHMAM HACTOALLEro CTaHaapTa.

Mokasarenu knaccudpmkaumm meroga OABIT moryT ObITh yKkasaHbl B BuAe eanmHoro aHadeHust BOKIBIN
npu ukcupoBaHHOM 3Ha4eHmun BOKTIA.

lpumep — B npomoxkosie Moxem 6bimb yxazaHo, ymo npu BOKIIA, pasHoll 5 %, BOKTIBIT npuHumaem
3HayeHue BOKTIBIT 20.

Mpu nHTEpPNpPETaUmMmM SKCNIyaTaLUUOHHbLIX Xapaktepuctuk nogcmcteMbl OABIT HE0BX0AMMO y4YecTb, UTO
MOTyT BbITb TUMbI aTak HA BuMoMeTpuveckoe npeabsasneHue, Buabl MABIT u hakTopsbl, KOTOPbIE HE BbINKU UCMbI-
TaHbl. Takum 00pa3oM, 3a8BNEHHbIE SKCNNyaTaLUUOHHbIE XapakTepuctukn nogcucrembl OABI He npegocTas-
NAT MHPOPMALUKN OTHOCUTENBLHO ee 3dhdekTuBHOCTU Npu OABIT, KOTOPbIE HE BbINTM UCTLITAHbI.

12.2.3 MeTpuKM OTCYTCTBUSA OTBETA

MpuHMMas BO BHUMaHUE pekoMeHaauuu paspabotunka metoga OABIT n npeanonaraemblii CLEHAPUIA
ucnonb3oBaHus ana noacucrembl OABI, 3KCNepMMeHTaTop AOIMKEH ONpeaenuThb, YTO NpeacTaBnser cobon
OTCYTCTBUE OTBETA, M yKa3aTb YCIOBWS, NMPU KOTOPLIX OTCYTCTBME OTBETA BIUSAET HA BEPOATHOCTb OLLMBOK
knaccudukauuu.

I'Ipumep —_ SkcnepUMeHmamop Moxxem onpedenumb omcymcmeue omeema Kak omcymcmeue nosiesieHuUs
6u0MempuquKoeo u306pa)KeHu;7 e meyeHue 5 c nocne npedbﬂeneHun 6u0MempuquKOL7 Xapakmepucmuxu unu
UABII.
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SKCnepuMeHTaTop AOMKEH yKa3aTb BEPOATHOCTU OTCYTCTBUSA oTBEeTa Ansg nogcucremol OABI, ncnonbs-
3ys CreayloLme xapakTepucTukm;

- BOOITA u pa3amMep BbIGOPKK, MO KOTOPOIN NPOBEAEHbI BbIMMCNEHUS, AN Kaxaoro suaa NMABIT;

- BOOIBI u pazmep BbIGOPKK, NO KOTOPOW NPOBEAEHbI BIYUCIEHUA.

12.2.4 MeTtpuku 3cpcheKTUBHOCTH

YBenuueHme BPEMEHU TPaH3aKUMWA MOXET OTPUUATENbHO MOBMMATL HA MPUINOXEHUA, KPUTUYHLIE K
BPEMEHHOMY (DaKTOpY. JKCNEPUMEHTATOP AOIMKEH yKasaTb ANUTENbHOCTb 0BbpaboTkm nogcuctemon OABI
(OOrMMO) kak cpeaHee 3HayeHue anutensHocTu. OOMO cnenyer ykasbiBaTb OTAEMbHO ANA NPeabsBREHUN
apTedakToB U NOASIMHHbLIX BUOMETPUYECKMX NpeabaBneHnin. OTCYTCTBUE OTBETA HE YYMTLIBAIKOT NPU pacyeTe
JOMoO. AOMNO moxeT ObiTh onpeaeneHo NpaMbiM HabnoaeHneM. B apyrom BapuaHte cobbITUii cpegHee u3-
MEHEeHUe ANUTENbHOCTU 06paboTkM n3-3a pabotbl nogcucrembl OABIT MOXET ObITb OLIEHEHO NYTEM 3aMUCK
HecKkonbkux npeabasneHun ¢ OABIN n 6e3 Hero 1 aHanu3a pasnuyunii B ANMTENbHOCTM 00paboTKK.

12.2.5 KpaTtkue BbIBOAbI
B Tabnuue 1 nepeuncneHbl SKCNyaTaLuuoHHbIE XapaKTEPUCTUKN Ana oueHkn noacucteMm OABI.

Tabnunya 1— MeTpukn sKcnnyaTaumMoHHLIX XapakTepucTuk nogeucteMm OABT

|-|0,EI,CI/ICTeMa MeTpl/IKa Tun npeabAaBneHnA 3aHeceHue B NPOTOKON ncnbITaHui
Moacucrema OABI BOKIA ATaka Obs3aTenksHoe
BOKIIBIM MoanuHHoe nuuo Obga3aTensHoe
BOOIMMA ATaka Obga3aTensHoe
BOOIMMBI MoanuHHoe nuuo Obga3aTensHoe
Aorno ATaka unuM nognuHHoe HeobsisaTensHoe
nvuo

Insa nogcuctem OABI, KOoTOpbIe BO3BpaLaloT MHOro3Ha4vHyto oueHky OABI, ana kaxaoro suga NABI
U AN NOANUHHBLIX BUOMETPUYECKUX MPEABSIBNEHUA PEKOMEHAYKTCA YacTOTHbIE pacnpeaeneHns OLEHKM
OABIM.

12.3 MeTpukn OUEHKM noacuctTemM c6opa SMOMETPUIYECKUX JaHHbIX

12.3.1 O6uwme nonoxeHua

Mpu oueHke noacucteM cbopa BGUOMETPUUECKMX AAHHBIX U3MEPSIIOT CMOCOBHOCTL MOACMCTEMBI Mpa-
BMITbHO KNaccuhuUMpoBaTh aTaku Ha BUOMETpUYECKOe NpeabaBIeHNe.

12.3.2 MeTtpuku knaccucgpukauumm

B oueHkax nogcuctembl cbopa BUOMETPUYECKUX AaHHBIX AOJDKHBLI ObITb UCMOMbL30BaHbI U 3apuKkcupo-
BaHbl BOKIMA 1 BOKTIBIT.

MpuHMMas BO BHUMaHUE pekoMmeHaauuu paspabotunka metoga OABIT n npeanonaraemblii CLEHAPUIA
UCMNONb30BaHMA YCTPONCTBA, IKCMEPUMEHTATOP AOIMKEH ONPeaenuTb, YTO NpeacTaBnsaeT cobo oTCyTCTBUE
OTBETA, M yKa3aTb YCMOBUS, NPU KOTOPLIX OTCYTCTBME OTBETA BIIMSIET HA BEPOSITHOCTb OLUMOOK Knaccuduka-
LUK,

ATaky Ha BMOMETpMYECKOEe MpeAbsBreHUE, MPAaBUITbHO KNAacCMULMPOBAHHYID CUCTEMON KayecTBa,
paccmMaTpuBaloT Kak yecnelwHoe oOHapy>keHue ataku Ha OMOMETPUYECKOE NPEAbABNEHNE N YBENUYUBAIOT 3HA-
MeHaTtens BOKTIA.

12.3.3 MeTpukn oTCcyTCTBUSA OTBETA M COOpA OMOMETPUUYECKUX OAHHbIX

3KCnepumMeHTaTop AOMKEH yKa3aTb BEPOATHOCTb OTCYTCTBMS OTBETOB NoACUCTEMbI CBopa BuomeTpude-
CKMX JaHHbIX, MCMONb3ysa CNeayloLne XxapakTepuCTUKK:

- BOOITA u pa3amMep BbIGOPKK, MO KOTOPOIN NPOBEAEHbI BbIMMCNEHUS, AN Kaxaoro suaa NMABIT;

- BOOIBI u pazmep BbIGOPKK, NO KOTOPOW NPOBEAEHbI BLIYUCIEHUA.

3KcnepumeHTaTop AO0MMKEH yKa3aTk BEPOATHOCTU cbopa BUoMeTpUUecKnx AaHHbIX NogcucTeMon cbopa
OMOMETPUYECKMX AAHHbIX, UCMONb3ya CNeayoLLIMe XapakTepPUCTUKN:
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- BINMA u pasMep BbIGOPKK, MO KOTOPOI NPOBEAEHbI BLIMUCNEHUS, ANA Kaxkaoro suaa NABIT;

- BOMNbL n/vnu BOBP cornacHo FTOCT P UCO/M3K 19795-1 ana noanuHHbIX CyGbekToB cbopa Buome-
TPUYECKUX OAHHBIX, OLUMOOYHO OTBEPrHYThIX NoagcucteMamu cbopa BUOMETPUUECKUX AAHHBIX UNU NPOBEPKU
KayecTBa, U pasMep BbIGOPKK, MO KOTOPOIN NPOBEAEHbI BbIMUCNEHUS.

BOBP ykasbiBaloT Anst oUeHKM ¢ npoueccom dbuometpudeckon perucrpaumu; BOMNBO — ans oueHku ¢
NnpoLEeCcCcOM Pacrno3HaABaHUA.

12.3.4 MeTpukun 3pheKTUBHOCTH

akcnepumeHTartop gomkeH ykasate JOMNCB[ kak cpeaHee 3HadeHue gnutensHoctu. JOMNCB gomkHa
ObITb YKa3aHa Ans npeabsaBNeHWin atak u Anst NOANMHHbIX BMOMETPUHECKUX NPEAbABNEHUI MO OTAENbHOCTH.
OTcyTCcTBME OTBETA HE yuuThIBaLOT Npu pacyete JOMNCHBA.

M puMmedaHne — Cratuctundyeckas OLEeHKa MOXeT obecneynBaTb HOPMUpPOBaHHEIE MO HYJ1H0 3Ha4YeHUA ANnnTenb-
HOCTU KaK AnAa Kaxgoro Cy6b6KTa, TaKk u 4n4a scei I/ICI'IbITyEMOVI BbI60pKVI.

12.3.5 Kpatkue BbiBOAbI

B Tabnuue 2 nepevncneHbl 9KCMNyaTaLuuoHHbIE XapakTepUCTUKM ANs OUEHKU noacucremM cbopa Guo-
METPUYECKUX AAHHBIX.

Tabnuya 2— MeTpukn aKcnyaTaUMOHHbBIX XapakTepUCTUK nogcuctem cbopa GUOMETPUYECKUX JaHHbIX

Moacucrema METpl/IKa Tun npeabAaBneHnA 3aHeceHWe B NpOoTOKON NCNbITaHUA

Mogcucrema cbopa Gmo- BOKIMA ATaka ObgasaTtentHoe
METPUHSCKIX AGHHBIX BOKIMBI [NoanuHHOE Obs3aTensHoe
BOOTA ATaka ObszaTensHoe
BOOIMBIM MoanuHHoe nuuo ObgasaTtentHoe
BMNMA ATaka ObszaTensHoe
BOBP MoanuHHoe nuuo ObgasaTtentHoe
BOMe4 MoanuHHoe nuuo Obs3aTensHoe

Aorncea ATaka wnu  noAgnuMHHOE HeobsasaTensHoe

nmuo

12.4 MeTpUKN OLIEHKN NONTHOKOMIMJIEKTHbIX OMOMETPUYECKUX CUCTEM

12.4.1 O6GwMe nonoxeHun

OLEHKM NOSIHOKOMMIEKTHLIX OMOMETPUYECKUX CUCTEM BKIIOHAIOT PE3ynbTaTbl NOACUCTEMbI CPABHEHUSA
B IOMONMHEHMe K pesynbratam nogacucremol OABI unu cbopa GUOMETPUYECKUX AAHHbIX.

MpumMmeyaHune — B 3aBucumoctu ot OU pesynsratel nogeuctem OABIM unm cbopa GMOMETPUYECKUX faHHBLIX
MOryT BbITb HefOCTYMHbI.

12.4.2 MeTPUKN TOYHOCTHU

12.4.2.1 OueHka cucrteMm BMOMETPUUECKON BepumKaLmm

Ona cucrem GBuometpudeckon sepudukauumn ana kaxaoro suaa MABIM gomkHO OblTb yKa3aHO M0 MEHb-
Lwen Mepe 04HO U3 NEPEUNCIIEHHOTO:;

- BCIMAC u pasmep BbIOOPKU, NO KOTOPOW NPOBEAEHbI BLIMUCIIEHUS;

- BHCIMAY u pasmep BbIBOPKK, MO KOTOPON NPOBEAEHbI BbIMUCNEHUS.

MpumeyaHue — [na Toro 4Tobbl NPenATCTBOBaTbL Pacno3HaBaHMWo, YKPbIBATENN JIMYHOCTU CTPEMATCH K Bbl-
cokoih BHclAY, a Takxe Beicokot BOKIA. Ansa Toro 4to6bl 66T 0LUIMGOYHO pacno3HaHHbIMW, CaMO3BaHLbl CTPEMATCA K
Bblicokoin BCIAC, a Talkoke Bbicoko BOKIA.

Ecnu B OLIEHKY BKMHOYAIOTCA KaK aTakM CaMO3BAHLIEB, TAK M aTaku yKpblBATENER, TOraa AOMKHbI 6bITb
ykasaHbl kak BCIAC, tak u BHcClAY.
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12.4.2.2 OueHka CUCTEM NOMNOXUTENbHONW BMOMETPUYECKON naeHTUUKaLmm
Ona cuctemM NONOXMTENbHOWM BUOMETPUYECKON naeHTUuduKkauum AomkHbl ObiTb ykaszaHbl BUMAC u pas-
Mep BbIOOPKU, NO KOTOPOW NPOBEAEHBI BLIMUCTIEHUA, ANA Kaxaoro suaa NABI.

MpumevyaHue — [Anda Toro 4tobbl ObITE OLUIMGOYHO pacno3HaHHEIMKU, CamMO3BaHLEl CTPEMSATCA K BbicOKoW BU-
MAC, a Takke Bblcokoin BOKIMA.

12.4.2.3 OueHka cuctem otTpuuaTensHon BUOMETpUYECKOn naeHTudukaumn
Ona cuctem otpuuarensHon GUOMETPUUECKON MAEHTMMUKALMN AOIMKHbI 6bITb yKasaHbl BHUIMAY u pas-
Mep BbIOOPKU, NO KOTOPOW NPOBEAEHBI BLIMUCTIEHUA, ANA Kaxaoro suaa NABI.

MpumeyvyaHune — [ng Toro 4Tobbl NPENSATCTBOBaTL pPacno3HaBaHULO, YKpbIBATENU CTPEMATCSH K BbiCOKOR BHU-
[AY, a Takke Bbicokoh BOKIIA.

12.4.3 Metpuku achpeKTUBHOCTHU

akcnepumenTatop gomkeH ykasate JOMNBC. Yeenuuenune OOMNBC n3-3za OABI MOXET okasaTbcs 3Ha-
YUMBIM B MPUITOXKEHUSAX C BLICOKOW MPOMYCKHOW CNOCOBHOCTBLIO U B APYIMX KPUTUHMECKUX KO BPEMEHU MPUNIO-
eHusix. Bpemsa obpabotku xapaktepuctuk OABI, npoBoAMMOI NOACUCTEMON 06pabOoTKM CUrHANOB, MOXET
OTNNYaThCA OT BpeMeHn 06paboTkn NnoanuHHbIX BuoMmeTpuieckux npeabapneHun. JOMBC BkNo4vaeT usme-
HEeHUa AnuTenbHocTen 0BpaboTkmu curHanoe us-3a meroga OABI n aonUTENbHOCTL 06paboTku, NPOBOAUMON
BO BCEX APYIMX NOACUCTEMAX.

JomkHbl ObITh YKazaHbl JOMBC ¢ BKMOYEHHbIMU U OTKNIOYEHHbIMKM MeToaamu OABI. JOMBC moxer
ObITb ONpeaeneHa npAmbiM HabnogeHwem. B opyrom BapmaHTe yBenuy4eHne CyMMapHOn cpeaHer npoaoiku-
TeNbHOCTU 06paboTkn n3-3a MetoaoB OABIT MOXET OblTb OLIEHEHO NYTEM 3anMCKU HECKOMNbKUX TpaH3akuui ¢
BKMOMEHHbIMU MeTogamMmu OABI n 6e3 HUX 1 aHanu3a pasnuyuin B ANUTENLHOCTU 00paboTKu.

12.4.4 KpaTkue BbIBOAObI
B Tabnuue 3 nepeuyncrneHbl 3KCNNyaTauMOHHbIE XapaKTEPUCTUKM OLEHKW MONTHOKOMMMNEKTHbIX Buome-
TPUYECKUX CUCTEM.

Tabnu Ua 3— METpI/IKI/I SKcnnyaTaynoHHbIX XapakKTepPUCTUK OLUEHKM NOJTHOKOMNNIEKTHBLIX 6I/IOM6TpI/I‘-|ECKI/IX CUCcTeM

Mopcucrema .
MeTpI/IKa Tun npeabAaBneHnA 3aHeceHue B NPOTOKON UCNbITaHWUN
(Tvn pacnosHaBaHuA)
Mopcucrtema cpaBHeHMsA (BuomMeTpu- BITHC/BJIC MoanuHHoe nNuuo Obs3aTensHoe
Yeckas Bepudukaumns)
BCIAC ATaka Obs3arensHoe B crnydae ca-
MO3BaHLEeB
BHclMAY ATaka Obs3atenbHoe B criydae
yKpbIBaTenen nnyHocTen
OOrnecC ATaka wnu noanuH- HeobsisaTensHoe
Hoe nuuo
MogcucTtema cpaBHEHUA (MONOXW- BIMA MoanuHHoe nNuuo Obs3aTensHoe
TenbHas GuomeTpuyeckas ugeHTUU-
KaLWs, NpUMEeHUMa 418 camMo3BaHLEB) BUMAC ATaka Obssarenshoe
OOrnecC ATaka wnu noanuH- HeobsisaTensHoe
Hoe nuuo
MogcucTtema cpaBHeHMA (OTpuua- BI1OU MoanuHHoe nNuuo Obs3aTensHoe
TenbHas GuomeTpuyeckas ugeHTUU-
KaLWs, npUMeHUMa AN yKpblBaTeneit BHuMAY ATaka ObssatensHoe
nudHocTen JOnBC ATaka Wnu nognuH- PekoMeHayemoe
Hoe nuuo
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MpunoxeHue A
(cnpaBouHoe)

Knaccudgukauma Tunos atak

A.1 O6wue nonoxeHus

B HacTosiLeM npunoxeHun npeacTaBnerbl Knaccudukaums U KpaTkoe onucaHue U3BeCTHBIX TUMOB aTak Ha buo-
MeTpuyeckoe npefbsasneHne cornacHo Tabnuue A.1. Lienblo HacTosLero npunoxeHusa siBnsetca obecneveHne CTpyk-
TYPHOI OLieHKM Mep NpoTuBodencTBUA aTakaM. OLeHKka Mep NPOTUBOLENCTBUSA MOXET ObiTb NpOBEAEHa SIMMUPUYECKU, 1
MOXeT BObITb MONyYeH OTBET Ha Bonpoc: «Hackonbko apdpeKTUBHO 3Ta Mepa NpOTUBOAENCTBUA KNaccuULUMpPYeT aTakn?»
OueHka Mep NPOTUBOLENCTBUSA Ha OCHOBE M3BECTHbIX aTak No3BonisieT 060CHOBaTh 3asBfieHns 0 6e30NacHOCTU NPOAYKTA.

HacTosiee npunoxeHne He ABNseTcs COOPHUKOM MHCTPYKLWIA NO co3gaHuio GuomeTpuydeckux aptedaktos. [Npeg-
CTaBreHbl BbICOKOYPOBHEBOE OMUCaHWe atak U UX knaccudukaLums, Ho He cnefyeT paccMaTpuBaTth 3TO Kak cHepnbIiBato-
LLUA CINCOK.

ATakn Ha BromeTpuyeckoe npefbsaBleHne Nogpa3fenstoT Ha JBe KaTeropun: ¢ UCNOSb30BaHWEM UCKYCCTBEHHbIX
WABI n ¢ yyacTtnem YenoBeka B MABTT.

A.2 Vcnonb3oBaHue UCKYCCTBEHHbIX UHCTPYMEHTOB aTakun Ha 6MomeTqueCKoe npeabaeneHne

A.2.1 NcToYHUK BMOMETPUUYECKUX XapaKTEPUCTUK

WckycctBeHHbId MABTT, nnu aptedakT, popMMpPyeTCa Ha OCHOBE UCTOYHWKA BUOMETPUYECKNX XapaKTePUCTMK (CM.
Tabnuuy A.1). BuomeTpuyeckne xapakTepUCTUKM MOTYT ObITb 3anvcaHbl UK CKOMMPOBaHbI HA UCKYCCTBEHHbIE 0OBLEKTHI.
Mpu TakoM TUMe aTaku 3MOYMbILLNEHHWK AOMKEH UMeTb AOCTYN K NPeCTaBNeHNI0 OPUrMHanbHbIX BMOMETPUYECKMX Xa-
paKkTepUCTUK NMBO HanpsMyto (COBMECTHO UMW NPUHYAUTENBLHO), MO0 KOCBEHHO HA OCHOBE CNeAoB, M3obpaXeHWin unm
Lpyrux 3anucen. MNMpeabseneHne buometpudeckoit xapakrepucTukn MABI moxeT BbITk Takke cuHTeanpoBaHo. CUHTE3M-
poBaHHbIe AaHHble MOTYT BbITb CreHepUpoBaHbl HECKONbKMMK crocobamu:

a) 6e3 ycnoBus UMeTb CXOACTBO C BUOMETPUYECKUMM XapakTepuCcTUKaMu YeroBeka Ha OCHOBE:

- Cfy4YalHoro reHepyvpoBaHUs aNeMeHTOB BMOMETPUHECKNX XapaKTepucTuK,
- W3MeHeHMs Uin obbeanHEHUS CyLLECTBYIOWUX BUOMETPUYECKUX XapaKTepPUCTHK,
- 0BpaTHOro NpoekTUPOBaHWA METOA0B KOgMPOBaHUs Ge3 yyeTa CXofCTBa C XapaKTepUCTUKOWA cybbekTa.

Tabnuya A1 — VCTOMHUKM BUOMETPUYECKUX XapaKTEPUCTUK B aTakax Ha BromeTpuyeckoe npegbsBreHue ¢ apTe-
dakTamm

McTouHMK OnwucaHune Mpumepsbl

CoTpyAHUYeCTBO BuomeTpudeckne xapaKkTepucTUKM, Mo- dopma nuua, dopma pyku, Macka nuua
MyYeHHble HemocpefCTBEHHO OT Apyroro
YEeroBeKa C ero NoMoLLbHo

CKpbITbINA BuomeTpuyeckne xapakTepucTukun, co- CKpbITLIA OTneyaToK nanbla, CKPbIThIA OT-
6paHHble KOCBEHHO CO CKpbITOro obpasua neyaToK NlafoHW, BOMOCHI, KOXa, XKUAKOCTb Op-
raHvama
3anuck BuomeTpuyeckme XxapakTepucTukM, CO- ®oTorpadus, Bugeo3anuch, aygnmosanucb

OpaHHble HanpsiMyl ¢ MHAMBWAA Ha HOCW-
Tenv uHopmMaLum

PekoHcTpyKkUmMA 13 Mcnonb3oBaHue WHpoOpMaumMm u3 LWwa- PekoHcTpykUua oTnedaTtka naneula [8], pe-

wabrnoHa OnoHa [ns CUHTE3UpOBaHHOW reHepauumn | KoHcTpykums nuua [9] [10], peKoHCTpyKumaA pa-
WNABI LyxHol obonoyku masa [11]

Umutauma ObpaboTka OUMOMETPUYECKUX XapakTe- MNpeobpasoBaHWe romoca C UCMNONbL3OBaHM-

PUCTWK A4S CXOACTBa C BUOMETPUYECKUMU | €M KOMMNbIoTepa
XapaKTepucTMKaMu 4pyroro MHAWBKUAA C No-
MOLLIbHO MCKYCCTBEHHbIX CPEACTB
[eHepauus uckyc- CospaHne WABI He Ha ocHoBe Guome- CuHTe3npoBaHHEIA oTneyaTok nanbua [12],
CTBEHHbIX WabNoHOB | TPUYECKUX XapaKTepuCTUK MHAMBUAA CMHTe3WpoBaHHas pagyxHas oboroyka rnasa
[6], cuHTe3npoBaHHOe NULO [5], CUHTE3UpoOBaH-
Hbli ronoc [13], cuHTe3anpoBaHHbIR «obpasel|
«Bonkay [14], 3D-ckynbnTypa nuua
b) ¢ ycnoBueM umeTb cx04CcTBO C BUOMETPUYECKUMMN XapaKTepuUcTUKaMm kakoro-nnbo obbekTa Ha oCHoOBE:
- W3MeHeHUs U obbeJUHEHNS CYLLECTBYIOWUX BUOMETPUYECKUX XapakTepUcTUK 6e3 BBeLEHNS OTKIIOHEHWH,
- 0BpaTHOro NpPoeKTUPOBaHWA METOLOB KOAUPOBAHUSA C AOMOMHWUTENbHBEIMWA OrpaHUYeHWAMW Ha pesynerart
reHepauuy,
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C) C yCriOBMEM UMETb CXOLCTBO C BUOMETPUYECKUMMN XapakTepucTUKaMmn onpegerieHHoro cybbekra ¢ y4yetom 6umo-
MeTpuyeckoro wabrnoHa Ha ocHoBe 06paTHOMo NPOEKTUPOBAHWSA METOA0B KOAMPOBAHWUS C AOMOSHUTENbBHBIMWA OrpaHuye-
HWAMMW Ha pesyneTaT reHepayum.

ATaka Ha BuomeTpuyeckoe MpefbsBrieHne C UCMOMb3oBaHWeM apTedakta MOXET He UMETb WCTOMHMKa Buome-
TPUYECKON XapaKkTepUCTUKMA, OCOBEHHO eCni LieNnbio ABMSETCA COKPbITUE MMMYHOCTU C MOMOLLbIO MAcKUPOBKK (Hanpumep,
NBDKHOW Macku, HeNpo3padvHbIX KOHTAKTHbBIX JIMH3) WK co3gaHus Apyroi MYHOCTU (HanpuMep, MakusK, NpoTes), Korga
He TpebyroTcsA KOHKPETHbIe BUoMeTpUYeckne xapakTepucTuku. MeHepauns CUHTE3MPOBAHHbIX, HO peanucTUYHbIX Buome-
TPUYECKUX XapaKTepUCTUK MOXET ObITb TPYAHON MU HEBO3MOXHON AN ONpefeneHHbIX MoganbHOCTEN, Tak KaK 4ns aToro
Tpebyercs Habop MalUMHHO-MPOrpaMMUpyeMbIX NpaBui, KOTOpbIe OMNPEeAEnsAoT XapakTePUCTUKN YacTu peanbHoro Tena
YerioBeKa UM pearnbHOro YeroBeYeCKOro NoBeeHus.

Mpoueaypa cosgaHus uckyccteeHHoro MABI Bknto4aeT MeToa NPOU3BOACTBa apTedakToB, yKa3aHHbIA B Tabnuue
A.2. o TNy MCNonb3oBaHUA NCKYCCTBEHHbLIX GUOMETPUYECKUX XapaKTepPUCTUK aTakn Ha BuoMeTpuyeckoe NpebsaBieHne
MOXHO KraccuduLmMpoBaTh Ha CTaTUYeckne U JUHaMUYeckue.

B craTuueckux atakax Ha BuomeTpuyeckoe npegbsBrieHne apTedakTbl WCNONB3YIOT Kak cTaTuyeckue obbekThl,
KOTOpble He SMYMNUPYOT NoBeJeHYeCKe acnekThl, CBA3aHHble ¢ BUOMETPUYECKOA XapaKTepucTukoid. CTaTudeckme ataku
Ha BuomeTpuyeckoe NpedbsaBNEHNE BKITOYAIOT, HO He OrPaHWYMBAIOTCA CrefyoLWMMN NpUMepamu:

- aTtaka c ucrnosnb3oBaHUeM pacnevatkv 2D. [laHHaa ataka cOCTOUT U3 AEMOHCTpaL K pacnedaTki XapakrepucTUKK
(Hanpumep, Bymaru, crnaiga, KOHTaKTHbIX NIMH3) Ha BXOAHOM JaTduke. ATaka sBnseTca Hawbornee BeposATHO ANS peanu-
3auMun No ABYM MpUYMHaM:

- 9KOHOMWYHLIW cnocob chenaTb WK 3aKkasaTb pacneyvartkv (Hanpumep, fmua, pagyXHow obomoYKkM rmas uim BeH).
Ecnun TpeboBaHus k paspelleHunto pacneyaTk (Hanpumep, Npy pacno3HasaHUW fnL) OTCYTCTBYIOT, MOXET oKasaTbCs A0-
CTaTouHbIM oTobpaxaTthb doTorpadum Ha akpaHax cMapTdOHOB UKW MOPTAaTUBHLIX KOMMbIOTEpaXx,

- C MosBMeHneM LnudgpoBoii hoTorpadpmm n obmeHa colmanbHbiMu n3obpaxeHusamm (Flickr, Facebook, Google Pho-
tos u gp.) doTorpadun ronosbl YenoBeka cTaHOBATCHA Goree NerkofoCTYNHbIMU U NOTEHLMaNbHO MOMYT BbiTb UCMOMBL30-
BaHbl 411 aTaku CUCTEM pacno3HaBaHWs nu,

- ataka c ucnonb3oBaHueM 3D-obbekTa. JaHHasa aTaka TpebyeT BomblUero KonM4yecTBa HaBbIKOB M, BO3MOXHO,
JOCTyna K AOMNOMHUTENBHEIM MaTepuanam, KoTopble AOMKHbI ObiTb XOPOLLO BbINOMHEHbI, TaK Kak He0BX04UMO CKOHCTPY-
npoBaTb NPUBAN3UTENBHBIA TPEXMEPHLIA NPOTOTUN. ATakn ¢ Ucnonb3oBaHWeM 3D-06beKTOB BKIHOYAOT, HO He orpaHnyu-
BAKOTCA CNeAyrLWUMU NpumMepamMm:

- dhopma/MynsK: cosfaeTcs HeratuB OMOMETPUYECKON XapakTepucTuku (popma), KOTOPLIA(YI0) MCNonb3yroT ANS
OpPMUPOBaHNA UCKYCCTBEHHOMO BOCCO34aHNsA BUOMETPUYECKON XapaKTepUCTUKK (MynsiKa), Hanpumep UCKYCCTBEHHOMO
nanbla uUnu NUUeBoR TeaTparbHOW Macky,

- nevaTb Ha 3D-obbekTe, HanpuMep neyaTb KOHQUrypaLumn BeHbl Ha NPoTese pyKku,

- rpaBupoBka Ha 3D-o6bekTe, HaNpUMep OTNeYaToK NanbLa, rPaB1MpPoBaHHEIA Ha MeTarnne,

- Macka: COKpbITUe BUOMETPUYECKNX XapaKTepUCTUK apTedakToM YacTUYHO UMW MOMHOCTLIO, HanNpuMep Haknag-
Hble BOMOCHI Ha NnLe, NbKHas Macka, KocMeThKa.

B oTnuume oT cTtatudeckux NpefbsBneHnidi JUHaMUYeckne atakn Ha GuoMeTpuyeckoe NpegbaBieHne MMUTUPYIOT
noBefeHue, CBA3aHHOE C OpUrMHanbHeEIMM BUOMETPUYECKUMUN XapaKkTepucTukamu. JuHamuyeckne atakm Ha GuomeTpuye-
CKoe MpefbsBreHne BKIIOYaKOT, HO He OrPaHW4MBaIOTCA CriefyoWUMMKN NpuMepamu:

- BMgeoaTaku C NOMOLLbIO MOBUIBHLIX TENeOHOB, NMaHLWETOB UK HOYyTOYKoB. C BBEAEHUEM NPU3HAKOB KWU3He-
cnocobHOCTM AaHHble aTaku yBENnM4YnBatoT BEPOATHOCTL pesyrnbrata ataku. CUCTeMbl, KOTopble He OKa3blBaloT MPOTUBO-
feictBua doTorpadpuyeckum atakam, OygyT dYHKUMOHWPOBATL elle XyXe B OTHOLIeHUW Buaeoatak. [NonyyeHune Buo-
MeTPUYECKUX N30DpacKeHWd cTaHOBUTCA ropasgo bonee NpocTeiM ¢ NosBreHnemM nybnuyHbIX caiiToB obmMeHa BMAEO U
O4HOBPEMEHHLIM CHKEHUEM LieH Ha BbICOKOKa4YeCTBEHHbIE Kamepsl;

- aTaku BOCMpOW3BEAEHUS, B KOTOPbIX OpUrMHanesHas peydb cybbekTa cbopa BOCMPOU3BOAUTCHA C UBMEHEHUEM UMK
6e3 N3MeHeHNA B ToW e BUOMETPUYECKON cUcTeme.

ApTedakTbl, ykasaHHble B Tabnuue A.2, MOryT UMeTb BUOMETPUYECKUE XapaKTePUCTUKNA U3 UCTOMHUKOB, MpUBedeH-
HbIx B Tabnuue A.1, N He MeTb BUOMETPUYECKUX XapaKkTePUCTUK (Hanpumep, NbbkHasa Macka).

Tabnuya A2—TlponsBoacTBO apTedakToB ANA atak Ha buomeTpudeckoe NpeabsBreHne

Tun aTaku ApTedakT OnuncaHune Mpumepbl
CtaTunyeckas Mynsix (aBYyXx- dopMoBKa — ®opma nuua, cobpaHHaa y aybnepa; dopma
dmandeckaa pe- | aTanHell  npouecc | 3D-npefcTaenexHne | nansua, cobpaHHas ¢ UCNONL3OBAHWEM CTOMATo-
npoayKkumns «hopMa/Mynax») BuomeTpuYeckux Xxa- | Nornyeckoro marepuana, OPMOBOYHOIO MNacTu-
pakTepucTuK Ka, MMWHbl AN Nenky, Ne4aTHON MOHTaXHON nna-
Tl [15], neyaTHoro crnanga
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OkoHYaHue mabnuupl A.2

OpaxeHns wnu BuU-
Jeo

Tun aTaku ApTedakT OnuncaHune Mpumepbl
Otnueka — BoOC- TeaTpanbHaa Macka nvua, UMUTauua nansua
Mynsix (aBYyXx-
sTanueil | noouece | CO3AaHMe us opMbl | U3 FMKUHBI ANA Nenku, xenaTtuHa [15], [16], cunuko-
pou Ha [15], naTekca, cTonsApHoro knes, rmuuepuHa [71],
«popMa/MynspK»)
Marepuanos Ha OCHOBE CMOfbl
Mpsamoe Bocnpo- 2D-nevatb PaayxHas obornodka rmasa [17], [18], nuuo, oT-
naBegeHue nevaTok nanbua [18], pUCYHOK BeH, pyka, Haneva-
TaHHasa Ha craige unu bymare
3D-nevats KOHTaKTHbIE MWH3bI € HaneYaTaHHLIM PUCYHKOM,
npoTe3 pyKU ¢ HapMCcoBaHHOW KoHdUrypaLmei BeH
CTaTuuyeckas paBupoBKa OTnevaTtok narnbla, BeIrpaBUPOBaHHLIA Ha Me-
dusmnyeckas pe- Tanne
npoayKumns
poAyKy Pucosanue — MpoTe3 okynspa ¢ HapucoBaHHbIM LIABNOHOM
wabnoHsl M UBeTa, | pagyxHoi obonoyku rmasa [4], NpoTe3s pyku C Ha-
pucyemble Ha npo- | pUCOBaHHOW KOHUrypaLlueii BeH
Tese
Macka M3meHeHHbIe Urn Knei Ha nanbue, HakmagHble BONOCHN Ha ro-
COKpbITble  BuOMe- | 10Be, KOCMETUKA, yAanseMble UMMaHTbl, Henpo-
Tpu4yeckne xapakTe- | 3padyHble NUH3bLI, JbKHAA Macka, KapHaBanbHas
PUCTUKN  (4aCTUYHO | Macka, Makusx
UnNu MofiHOCTLIO) C©
ucnonb3oBaHUeMm
apTedakTa
OuHamnyeckoe Bbluncnurens- HoyT6yk unu M3obpaxeHune nuua mnu pagyxxHoil obonouku
coflepxxmmoe HOe YCTPOWCTBO nnadweT Ans ge- | rmasa, BUAEO NWLa Uimn pagyxHoi obonoyku rmasa
MOHCTPaLUunM  K30-

Mneep BpemeH-

3anuck BpemeH-

3anuck ronoca, perucTpaLys pyyHoi nognucu

CMHTE3UPOBAHHbLIX
wabrnoHoB

Te3MpoBaHHLIX OKnO-
METPUHECKUX XapaK-
TEPUCTUK, BOZMOXHO
He TMpUBAaHHLIX K
pearnbHOMY YenoBe-
KY WNU He MOXOXMX
Ha ntobble Buome-
Tpudeckne xapakTte-
PUCTUKM

HbIX PSA0B HbIX PAA0B C Ucnonb3oBaHWeM LUdpOoBOro MnaHLweTa, pery-
cTpauws anekTpodUsMoNorMyecknx cMrHanos (Ha-
npumMep, 33l
leHepayusn — Co3gaHue  cuH- CuHTe3npoBaHHLIA oTneyaTok nanbua [12],

CMHTE3MpoBaHHas pagyxHasa obornodka rmasa [6],
CUHTe3npoBaHHOe nuuo [5], CUHTE3MpPOBaHHbLIN
rornoc [13], cuHTe3npoBaHHbIA 0bpa3sel] «BosKkay
[14], 3D-ckynbnTypa nuua

A.3 YuyacTue yenoBeka (pM3anueCKMX XxapakTepuCTUK UMK NnoBeaeHuUs)

Yyactue venoseka B MABI gns atak Ha GUOMETpUYECKoe NPEAbSBIEHNE MOXET ObITh KnaccuuLMpoBaHo cregy-

oM obpasom:

- HeofylueBneHHble oGpasybl. B JaHHOM TUNe aTaky UCMOb3yT HEXMBLIE YacTW YeroBEYECKoro Tena,

- M3MeHeHWe GUOMETPUYECKMX XapakTepUCTUK. [aHHbIA TN aTaku NpoBogUTCsA cyGbekTom cGopa GUoMeTpUYecKuX
LaHHbIX C UCTonb30BaHeM obpasLlia U3 MoAUGULIMPOBaHHOM, HO OpUTMHANEHOW GUOMETPUYECKON XapaKkTepUCTUKN,

- HecornacoBaHHasi UMUTaLUs UMK COKPLITUE BUOMETPUYECKUX XapakTepucTuk. [aHHbIi TUM aTaku NpoBOAUTCS
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cybbekTom cbopa GUOMETPUYECKUX aHHbIX, KOTOPLIA CTPEMUTCs ObiTh pacno3HaHHbIM Kak KOHKPETHBIN cyGbekT cGopa
Unu kak cyGbekT cGopa, KOTophIi He pacnosHaeTcst GUOMETPUYECKOW CUCTEMOM. 3MOYMBILLNIEHHUK MOXET NOAAENbIBaThL
GroMeTpUUECKe XapaKTepUCTUKM Ha OCHOBE MOMHOTO MMM YacTUYHOMO 3HaHWs 06 opuriHanbHbIX GUOMETpUYEcKUX Xa-
paKTeEpUCTUKaX;

- MPUHYAWTENBHOE MCMONb3oBaHWe GUOMETpUYeCKUX XapakTepucTuk. B AaHHOM Tune ataku opuriHanbHble Guo-
MeTpuYeckne XapakTePUCTUKN (MOBEAEHUS UMW YacTyu Tena) UCMosb3oBaHbl Nog NpUHyxaeHueM. BeposiTHo, 3To cambilii
CINOXHbIA TUN aTaku ANns aBTOMaTUHeckoro obHapyeHUst BBUAY OrpaHUHeHHbIX BO3MOXHOCTEN GUOMETPUM KONUUECTBEH-
HO onucaTk BIUsiHUE NPUHYXAEHWS Ha YacTy opraHuaMa v rnoBefeHue. XoTs KOHKpeTHasi 3aperncTprupoBaHHas GuoMeTpu-
Yeckasl XxapakTepUCTUKa MOXET ObiTb 0603HaueHa UHAUKATOPOM MPUHYXKAEHUS (Hanpumep, OA4MH KOHKPETHLII Nanew), 31o
MOXHO OGHapPYXWUTE TONMBKO Ha YPOBHE CUCTEMBI, @ He Ha YpOBHe GUoMeTpudeckoro ckaHepa. OBHapyeHUe aTak [JaHHoro

TWNa Ha CUCTEMHOM YPOBHE He pacCcMaTpuBaeTcA B HacToALWEeM CTaHAapTe,
- COBMecCTMMas aTaka. [laHHas aTaka COOTBETCTBYET NONbITKE cCaMo3BaHUa C HylleBbIM yCUnnem.
B Ta6n|/|qe A.3 onucaHbl 1 npuBefeHbl NpuMepbl atak Ha 6I/IOMETpI/IHECKoe npegvABneHne ¢ ncnonb3oBaHWem op-
raHn3mMa unn noeeeHnA YenoBeKa.

Ta6nuuya A3 — Ataku Ha GUoMeTpudeckoe NpefbsABreHUe C yHacTUeM YernoBeka

BuomeTpuyeckue xapakTtepu-

HyneBbIM ycunmem

N3meHeHue OnucaHne Mpumepbl
CTUKK
HexuBble — Mcnonb3oBaHne 4vacTen MepTBbIA nNaney, mepT-
opraHvMama 4enoseka WNK | Bas pyka, MepTBbIf rnas
Tpyna
M3MeHeHHble MoBpexaeHue PaspyleHue Buometpu- PybueBaHue, amnyTa-
YeCKUX XapakTepuUCcTUuK LUusa, WCronb3oBaHue Kuc-
NoTLl, UCTUpaHWe nanwr-
NSApHOro ysopa
Xupyprudeckoe npeob- YMbILWeHHoe npeobpa- 3aMeHa nanunnspHoro
pasoBaHue 30BaHWe OWOMeTpUYecKUX | y3opa, Koppekuus Hoca,
XapaKTepuUcTuK noATsKKa Nuua
MeaunkaMeHTO3HO WHAY- BpemeHHoe  npeobpa- HapkoTudeckoe pacLum-
LUuMpoBaHHoe 30BaHWe OWOMETPUYECKUX | peHWe WNK cna3m 3padvkos
XapaKkTepucTuK BBMAY ne-
KapcTs unu 6onesHu
HecoBmecTuMble UMunTauyma MMonelTka WMMUTUPOBATL MofpaxaHue rorocy,
BGuomeTpuyeckne xapakte- | NogaenbHas nognuck
PUCTUKN ApYroro Yenoseka
6e3 ucnonb3oBaHUSA apTe-
dakTa
MpeabaeneHue Mcnonb3oBaHWe nNomnbIT- KoHTponb dopMbl pyKy,
KW HecornacosaHHoro c6o- | BelpaXeHue nuua/dpesmep-
pa Ana npeobpa3oBaHWs | HOCTb, KOHYUK UMW CTOPOHA
BGuomeTpuyecknx xapakTe- | manbua, aHoMasrbHas mno-
pUCTUK xopaKa
MpuHyAnTENEHbIE — Wcnone3oBaHne Guome- MpuHyauTEensHoe WK
TPUYECKMX XapaKTepUCTUK | BeccosaHarenbHoe Wcnonb-
nof MpuHyxgeHuem 30BaHWe HacToswen pa-
JyxHol obonoudku rnasa
Unu oTneYaTkoB nanbLes
CoBmMecTUMbIE — MonelTka camo3BaHua ¢ MoanuHHble BuoMeTpK-

yeckue npefbsABeHus,
KOTOpble  MOFyT  MpOWNTM
CpaBHEHWE C pYrIM WHAM-
BMZOM
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Mpumepbl BUAOB apTehakToOB, UCNOSIb3YEMbIX B OLIEHKE NOACUCTEM OOHAPYXEeHUsA aTaku
Ha GuoMeTpUYecKoe NpeabsABreHne ansa 6UMOMeTPUYECKUX CKAaHEPOB OTNEYaTKOB NasbLeB

CornacHo 3.1.6 Bce apTedakTel onpefeneHHoro Buaa MABI npon3BoaAaT O4HUM U TEM xe cnocoboM Npon3BoLCTBa
(T. e. uHCcTpyKUMeir). Habop MABIT ans oueHKM BUOMETPUYECKUX CKaHEPOB OTNEYaTKOB MasibLEB MOXET BKIOMaTe MUHU-
MarnbHbIA Habop BUAOB apTedakToB, NPeACTaBeHHbIR B Tabnuue B.1.

Tabnuya B.1— Buabl aptedaktoB Ang oueHkn nogcucteM OABI ycTpoiicTB cbopa BUoMeTpuYeckmx gaHHbIX OT-

nevaTkoB nanbLes [19]

MpunoxeHue B
(cnpaBouHoe)

Bug aptecdakTta

OnucaHue

Unnioctpauus

CWNUKOHOBLIA Na-
new|

MaToBbI Unu rMaAHUeBLIA

Maneu, nonyyeHx-
HblA NazepHou
neyatbto

O6blvHasa 2D-pacnedaTka

Maney w3 xenaTu-
Ha

Monynpo3payuHblii xenaTuH ¢ rmuue-

PUHOM
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Mpunoxexnue OA
(cnpaBouHoe)

CBeeHUS O COOTBETCTBUU CChIFIOYHbLIX HALMOHAMNBHLIX M MEXIoCyAapCTBEHHbIX CTAaHAAPTOB
MeXAYHapOAHLIM CTAHAAPTaM, UCMONMb30BaHHLIM B KAYECTBE CChITOYHbLIX B MPUMEHEHHOM
MeXAyHapoaHOM cTaHaapTe

Tabnunya A1

O6o3HaqYeHne CCbINOYHOro HaLMoHarbHoro, CTeneHb O6o3HaveHne N HaMMeHoBaHWe
MeXrocygapCTBeHHOro ctaHgapTa COOTBET- COOTBETCTBYOLWEro MexayHapogHoro ctaHgaprta
CcTBUA

MOCT ISO/IEC 2382-37—2016 IDT ISO/IEC 2382-37:2012 «WHdopMaLUMOHHbIE TexHoro-
ruun. Crnosapb. YacTb 37. Buometpus»

MOCT ISO/IEC 19794-1—2015 IDT ISO/IEC 19794-1:2011 «MNHDpopMaLMOHHbIE TEXHONOMUN.
dopmaTel 06MeHa BGUOMETPUHECKUMU JaHHbIMU. YacTb 1.
CTpykTypar

OCT P ICO/MBK 19795-1—2007 IDT ISO/IEC 19795-1:2006 «HdopMaLMOHHEIE TEXHONOMUN.
3KkennyaTaunMoHHbIEe UCTLITaHWA U NPOTOKOSbI UCNBITaHWIA B
6uomeTpun. Yactb 1. MpUHLMNEI U CTPYKTYpa»

FOCT P 58624.1—2019 MOD ISO/IEC 30107-1:2016 «WHopMaLMOHHbIE TexHOoro-
run. Buometpusa. OBHapyxeHue aTakn Ha BuomeTpuyeckoe
npegbsaerneHune. Yactb 1. CTpykTypar

MpumeyaHue — B HacTosAwen Tabnuue ncnonb3oBaHbl crnefytolne ycrnoBHble 0603Ha4YeHNs CTeNeHn cooT-
BETCTBUSA CTaHAAPTOB:

- IDT — ngeHTUYHble cTaHgapThl,

- MOD — moguduympoBaHHble cTaHAapThl.
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Mpunoxexnue Ob
(cnpaBouHoe)

ConoctaBneHue CTPYKTYPbI HACTOALWErO CTAHAAPTA CO CTPYKTYPOU NPUMEHEHHOTO
B HEM MeXAYHapOAHOro cTaHaapTa

Tabnuya Ob.1

CTpyKkTypa HacTosLero cTaHgapTta CTpyKTypa MexayHapoAHoro cTaHgapTa
MCO/M3K 30107-3:2017

ﬂpVIJ'IO)KeHI/Ie OA CeefeHMA 0 COOTBETCTBUM CChINOYHbLIX Hauun-
OHanbHBIX U MeXrocyaapCTBeHHbBIX CcTaHgapToB MeXAayHapoAHbIM
CTaHjapTaM, UCNONb3oBaHHBIM B Ka4eCTBe CChINMOYHBIX B MPUMeHAe-
MOM MeXAyHapoAHOM CTaHAapTe

MpunoxeHue OB ConocTtaBneHne CTPYKTYpbl HacToOALIEro CTaH-
JapTa co CTPYKTypO# MPUMEHEHHOro B HEM MeXAYHapOAHOro CTaH- —
fapTa

MpumeyaHue— ConocTaBneHne CTPYKTYpbl CTAHAapTOB NPUBEAEHO HaYMHas ¢ npunoxeHust JA, Tak Kak npe-
AblAylive pasfernsl CTaH4apToB (3a UCKIoYeHUeM NPejUCroBUsT) UAEHTUYHBI.
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