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IIpenuciaosue

1 TloaroroBnen AKIHOHEpHBIM oOmecTBoM "Beepoccuiickuii  HaydHO-MCCIIENOBATENbCKUN
uHetutyt ceprtudpukamuu” (AO "BHUUC") u Hekommepueckum maptHepcTBoM '"Pycckoe o001miecTBoO
COJICHCTBHSI Pa3BUTHIO OMOMETPUYECKUX TEXHOJOTHH, cucteM W KomMmyHukanwmii" (Hexommepueckoe
napTHepcTBO "Pycckoe Omomerpudeckoe 0OImecTBO'") Ha OCHOBE COOCTBEHHOTO IEpeBOAa Ha PYCCKHM
S3bIK AHIIOSI3BIYHOM BEPCUM CTaHAApPTa, YKAa3aHHOIO B IYHKTE 4, NpPU KOHCYIBTaTUBHOM IOAJEPIKKE
®denepalbHOTO TOCYIAPCTBEHHOTO OIOMKETHOrO 00pa3oBaTeIbHOIO YUPEKICHHUS BBICIIETO 00pa30BaHUs
"MOCKOBCKMI TOCYyJapCTBEHHBIM TeXHMYeCKUil yHuBepcuter uMmeHn H.DO. baymana (HauuoHanbHBIN
uccnenoBarenbckuii yausepeurer)" (MI'TY um. H.D. baymana)

2 Buecen Texnunueckum komuteToM 1o crangapruzanuu TK 098 "buomerpus u OnoMoHUTOPHHT"

3 VYr1BepkleH W BBeleH B jciictBue [1pMKasoM ®denepanbHOrO areHTCTBA IO TEXHHUYECKOMY
perynupoBanuio u MeTponoruu ot 31 okrsiops 2019 . N 850-ct

4 Hactosmumii cTanmapt sBiseTcss MOAU(GUIMPOBAHHBIM IO OTHOILIEHUIO K MEXIYHApOIHOMY
cragmapry MCO/M3K 30107-1:2016 "Hudopmarmonnsie TexHomorud. OOHapyKeHHE aTaku Ha
onomerpuyeckoe npeabssiaenue. Yacts 1. Ctpykrypa" (ISO/IEC 30107-1:2016 "Information technology -
Biometric presentation attack detection - Part 1: Framework", MOD) myTem n3MeHeHus1 OTAETbHBIX (pa3s
(croB, 3HaueHUM MoOKa3aTesiel, CChIJIOK), KOTOPbIE BBIIEIEHBI B TEKCTe KypCUBOM. BHeceHue ykazaHHBIX
TEXHUYECKHX OTKJIOHCHHWH HANpaBlICHO Ha Y4eT MOTPEeOHOCTEeH HAIMOHATBbHOW 3KOHOMHKH Poccuiickoit
denepanuu.

HaunmeHoBaHMe HacTosllLlEro cTaHAapTa HW3MEHEHO OTHOCUTEJIIBHO HAaWMEHOBAHMs YKa3aHHOTO
MEKAYHApPOIHOTO cTaHaapTa s npuseaeHus B coorBerctBre ¢ [OCT P 1.5-2012 (nyHKT 3.5).

CBeneHNs O COOTBETCTBHM CCBUIOYHBIX MEXKIOCYIAPCTBEHHBIX CTAHIAPTOB MEKIYHAPOAHBIM
CTaHJapTaM, HCIOJIb30BaHHBIM B KAa4ECTBE CCHUIOYHBIX B IPHUMEHEHHOM MEKIYHAapOAHOM CTaHIapTe,
MIPUBENICHBI B TOTIOJIHUTEIBHOM IpuiokeHnn JIA.

ConocraBineHue CTPYKTyphl HAcTOSILErO CTaHAapTa €O CTPYKTypOM NPHMEHEHHOIO B HEM
MEXIyHapOIHOTO CTaHJapTa MPUBEIEHO B JOTOIHUTENBHOM Ipuioxennn /Ib

5 BBeneH BriepBbIe

6 HexoTopble 3JI€MEHTHl HACTOSILEro CTaHAApTa MOTYT ObITh OOBEKTAMH NATEHTHBIX IIPaB.
Mexnaynaponnas opranuzanusi no cranpaptuszauun (MCO) u MexayHaponHast 37€KTpOTEXHUYECKas
komuccusi (MOK) He HecyT OTBETCTBEHHOCTH 33 YCTaHOBJICHHUE MOUIMHHOCTH KaKUX-THOO0 WM BCEX TaKHX
MaTEeHTHBIX MIpaB

BBenenue

BI/IOMeTpI/I‘-IeCKI/Ie TCXHOJIOIMMU  4YaCTO  HUCIHOJB3YIOTCA B  CUCTEMaAx 0e30IMacHOCTH JJIs
pacrno3HaBaHUs MHAWBHUIO0OB HA OCHOBEC UX OMOJIOTMYECKUX U IMOBEACHYCCKHX XapaKTCPUCTUK. C nmomomipio
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OMOMETPUUYECKUX CUCTEM 0€30MaCHOCTH MOTYT COBEpIIAThCs MOMBITKH paclo3HaBaHUsA CyOBEKTOB cOOpa
OMOMETPHUYECKUX JTaHHBIX, CYOBEKTOB - HapymmuTesaei cOopa OMOMETPHUUECKHUX TAHHBIX WA CYOBEKTOB,
OMOMETpHUUYECKHUE JTAHHBIE KOTOPBIX OTCYTCTBYIOT B CHCTEME.

C camoro Havaja MPUMEHEHUs OMOMETPUYECKHX TEXHOJOTHHA OTMeYalach BO3MOKHOCTH B3JIOMa
pacro3HaBaHHUs CO CTOPOHBI CYOBEKTOB - Hapymureneid cOopa OMOMETPUYECKHX MAaHHBIX, a TaKKe
HEO0OXOJMMOCTb IPUHATUS MEp AJIsl OOHApYKEHUsS U MPECEUEHMsI MOMBITOK B3JIOMA PACIIO3HABAHUS WU
arak Ha Ouomerpuueckoe mpeabspiaeHre. OONacTh NMPUMEHEHUS CEpUU HALMOHAJIBHBIX CTaHIAPTOB
"Uudopmanmonnsie TexHoNOruu. buomerpus. OOHapyKeHHe aTaku Ha OMOMETpPHUYECKOe NpeabsBIcHHE"
OrpaHMYEHa METOJaMU AaBTOMAaTUYECKOro OOHApyXEHHs arak Ha OMOMETPHUYECKOe IpeabsBIEHUE,
OCYIIECTBIIIEMBIMU CYObEeKTaMU cOopa OHMOMETpUYECKHX JaHHBIX B Ipolecce OUOMETPHUUECKOTO
npeabsaBiIeHnus U cOopa COOTBETCTBYIOIMX OMOMETPHUECKUX XapaKTepUCTHUK. JlaHHBIE aBTOMaTHUYECKUE
METO/bl Ha3bIBAIOTCSI METO/IaMU OOHApYKEHUs aTaku Ha OmoMerpuueckoe npeabsasiaenue (OABII).

BeposTHOCTH B37I0Ma OHMOMETPUYECKMX CHUCTEM B Ipolecce cOopa AaHHBIX WHAMBHIAMH,
UMHUTHPYIOIIMMHU CYOBEKTOB COOpa OMOMETPUYECKUX JTaHHBIX, OTpPAaHHYMIIa BOSMOXXHOCTh MCIIOIB30BAHUS
OMOMETpPUM B NPUIOKEHHUSIX, KOTOPbIE HE KOHTPOJIUPYIOTCS ONEpPATOPOM OHOMETPUUECKOH CHCTEMBI,
HalpUMep Takue, Kak yJaJeHHbI cOop OMOMETPUYECKUX IaHHBIX C UCIOJIb30BaHUEM HEHAIEKHBIX CETEH.
B aBTOHOMHBIX NPUIOKEHUSAX, HAPUMEpP TAKUX, KAaK yJaJeHHass ayTeHTU(HUKALUS C HCIOJIb30BaHUEM
OTKPBITBIX CETEH, /111 CHUYKEHUS! PUCKA aTaK MOTYT IPUMEHSTHCS METO/Ibl aBTOMATUYECKOTO OOHAPYKEHUS
arak Ha OuomeTpuyeckoe ImpeabsBicHUe. IIpuMeHeHue CcTaHAapTOB, PEKOMEHAALUU M  METOJbI
HE3aBUCHUMOM OIIEHKM MOTYT IOBBICUTH 0€30IaCHOCTh OMOMETPUYECKHX CHCTEM, BKIIIOYas
OMOMETpPUUYECKUE CUCTEMBI PacHO3HaBaHUs, oOecredynBarole 0e30IMacHOCTh OHJIAWH-TpaH3aKLUi, BHE
3aBHCUMOCTH OT TOTO, KOHTPOJIUPYETCS JIM Tporecc cOopa OMOMETPUYECKHX JAaHHBIX ONEpPaTopoM HIIH
HET.

Kak wu wMeromel Ouomerpuueckoro pacno3HaBanusi, Metoasl OABIl  moasepskeHs
JIO)KHOTIOJIOKUTENBHBIM M JIOKHOOTPHILIATENIbHBIM ~ pe3yiabTaTaM. B ciydae J0XKHOMONOXKUTEIBHOIO
pesynbTara CHCTeMa OIIMOOYHO KIACCH(PHIMPYET HaaJexaliee OMOMETPHUYECKOe NpPEAbsBICHHE Kak
aTtaKky, TeM caMbIM CHWXas 3(QQEKTHBHOCTb CHUCTEMBI, a B CIy4ae JIO)KHOOTPHUIATEILHOIO pe3yibTara
cucTeMa OIMOOYHO KiaccHU(UIMpPyeT araky Ha OHOMETpUYEcKOe MpPEAbSBICHHE KaK HaJyIexaliee
OMOMETpHUYECKOEe IPEIbsSBICHUE, B pe3ylbTaTe 4Yero MpOUCXOAMT HapylleHue OezomacHoCTH. [loaTomy
pemieHre 00 WCIOIB30BaHNHN OMOMETPHUYECKON cucTeMoii koHKpeTHoro Metona OABII Oyner 3aBuceTh OT
ee MPUMEHEHMsI U KOMIIPOMHUCCA MEX/ly YPOBHIMH 0€30MaCHOCTH U 3PPEKTUBHOCTH.

Hacrosimuii crangapr ycranaBnuBaeT TepMHUHBI U cTpykrypy OABII ¢ menpio oOHapykeHHS,
KJIacCU(UKAIMK U JIeTAJIbHOTO OMHUCAHMA aTak Ha OMOMETPUYECKOE MPEAbsBICHUE JUIS MOCIENYIOIEro
MIPUHSTHS PELICHHs O CPABHEHUU U ONPEAENICHUS IKCIUTYaTallHOHHBIX XapaKTEPUCTUK cUcTeMbl. OmHAKO
metox OABII, onpeneneHHbIM B HACTOSIILEM CTaHAAPTE, HE NPEACTABIIETCS B KadeCTBE OOIIECITPUHATOrO.

B T'OCT P 58624.2 (MCO/MBK 30107-2:2017) ycranoBneHsl TpeboBaHus K (popmary oOMeHa
TaHHBIMH K pesyabTaramu pabotel MetofoB OABIL. B TOCT P 58624.3 (MCO/MDK 30107-3:2017)
OTpe/ieNIeHbl IPUHIIUITBI U METOJIBI OlleHKH 3 dexTuBHOCTH paboThl MeTo0B OABII.

1 ObsnacTh NpUMeHeHust

Hacrosimuii cranmapT ycTaHaBIMBAeT TEPMUHBI U ONPEAETICHUS, UCTIONb3yeMbIe Il ONMCaHUS, a
TaKKe CTPYKTYpY METONIOB OOHapyKeHHs aTak Ha Ouomerpuueckoe npeabssieHue (OABII) ¢ mensio
oOHapyXeHus, KIacCu(pUKAIMM U JETaTbHOTO ONMMCAHMs aTak HAa OMOMETPHUYECKOe MPEAbSBICHUE IS
MOCJIEAYIONIEr0 MPUHATHS PEIIEHUS O CPAaBHEHUU U OIpPENEeIeHHs IKCIUTyaTallMOHHBIX XapaKTEPUCTUK
CHCTEMBI.

B o6nacTh npuMeHeHHs HaCTOAIIETO CTaHapTa HE BXOISAT:

- cTaHJapTU3alus KOHKpeTHbIX MeTo10B OABII;

- moApoOHas HHpOpMAIMs O Mepax MpeJoTBpalleHus arak (TO ecTh METoIax 3allUuThl OT
cny(uHTa), AITOPUTMAX WIH OMOMETPHUYECKHUX CKAaHEPaX;

- KOMILJIEKCHAs! OlIeHKa 0e30MacHOCTH WK YS3BUMOCTH Ha CUCTEMHOM YPOBHE.

ATaku, pacCMOTpPEHHbIE B CEPHHM HALMOHAJBHBIX CcTaHAApTOB "MHQPOpMaIOHHBIE TEXHOJIOTHH.
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buometpus. OOHapykeHHe aTaku Ha OMOMETpUYEeCKOe MpeabsaBleHUe", HallpaBlIeHbl HA OMOMETPHYECKHIA
CKaHep BO BpeMsi OMOMETPUYECKOTO MPEAbIBICHUS U cOOpa OMOMETPUUECKHUX JaHHBIX.
Hacrosmumii crangapt He pacpocTpaHsieTcs Ha APyrue THUITHI aTak.

2 HopmaTuBHBIE CCBUIKH

B HacTosiiem cTaHaapTe UCMOIb30BaHbI HOPMATUBHBIE CCHUIKH HA CIIEAYIOIINE CTAHIAPTHI:

MOCT ISO/IEC 2382-37 Undopmannonnsie TexHogorun. CinoBaps. Yacts 37. buomerpus

MOCT ISO/IEC 19794-1 UudopmanmonHsie TexHoloruu. buomerpus. Dopmarsl oOMeHa
onomerpuyeckumu JaHHbIMH. YacTh 1. CTpykTypa

MpumeyaHwue - [Ipu monb30BaHNK HACTOSIINM CTaHAAPTOM II€JIECO00pa3HO MPOBEPHUTH JACHCTBHE
CCBUIOYHBIX CTaHIAPTOB B MH()OPMAIIMOHHOHN CHCTeMe OOIIEero Mmojbhb30BaHUs - Ha OPULMANbHOM canuTe
@enepanbHOTO areHTCTBA 10 TEXHUYECKOMY PETYJIUPOBAHMIO U METPOJIOTMM B ceTH MHTepHeT win 1o
exeroqHoMy HH(popMarmoHHOMY Yykazartento "HaruoHalbHBIE CTaHIApTHI", KOTOPBIM OMyOJMKOBAaH IO
cocTosHHIO Ha 1 SHBaps TCKYWICIO I'o/id, WU IO BBITYCKaM CXKCMCCAYHOIO I/IH(I)OpMaI_[I/IOHHOFO yKa3areiis
"HanmonaneHble cTaHmapthl" 3a TeKylmui rof. Eciiv 3aMEHEH CCBhUIOYHBIA CTAaHAApPT, Ha KOTOPBIN JaHa
HCOATUPOBAHHAA CCbUIKA, TO PCKOMCHAYCTCA HCIIOJIb30BATh HeﬁCTByIOL[IYIO CCBUIKY 3TOro CtaHgaprTa C
y4eTOM BCEX BHECEHHBIX B JIaHHYIO BEpCHIO H3MeHeHHH. Ecium u3MeHeH CChUIOYHBIA CTaHIapT, Ha
KOTOPBIA J1aHa JAaTHpPOBaHHAs CChUIKA, TO PEKOMEHIYETCSl HCIOJIb30BaThb BEPCHI0 3TOTO CTAHAApTa C
YKa3aHHBIM BBIIIE TOAOM YTBepkIeHus (nmpuHsaTusi). Ecnu mocne yTBep:kIeHUs HACTOSIIETO CTaHAapTa B
CCBUIOYHBIN CTaHOapT, Ha KOTOpBIfI JaHa OaTupoBaHHas CCbLJIKA, BHCCCHO H3MCHCHHC, 3aTparvuBaromicc
MOJIOKEHHE, Ha KOTOPOE JaHa CChUIKA, TO TO MOJIOKEHNE PEKOMEHAYETCSl MPUMEHITh 0e3 yueTa JaHHOTO
n3MeHeHus1. Eciiu cchlIOuHBIN CTaHAapT OTMCHCH 663 3aMCHBI, TO MOJIOKCHUC, B KOTOPOM JIaHa CChLJIKA Ha
HEro, peKOMEeHAYeTCs IPUMEHSTh B YaCTH, HE 3aTParuBarollei 3Ty CChUIKY.

3 TepMI/IHBI n onpeaeJaeHust

B Hacrositem crangapre npumenensl Tepmutbl mo [OCT ISO/IEC 2382-37 u TOCT ISO/IEC
19794-1, a Taxxe cienyromre TEPMUHBI C COOTBETCTBYIOIIUMHE ONPEACTICHUSMH:
3.1 apTedpakT (artefact): ickyccTBEHHBI OOBEKT WIIH MTPEIICTABICHHE C KOTMEH OMOMETPHYECKHIX

XapaKTCPpUCTUK NUJIIK CUHTC3UPOBAHHBIMU 6I/IOMeTpI/I‘leCKI/IMI/I JaHHBIMH.
3.2

ButanbHocTb (liveness): CBOWCTBO WM COCTOSHHE >KMBOTO WHIWBHUAA, MOATBEPKIAEMOE
AHATOMHYCCKHMH  XapaKTCPUCTUKAMH,  HENPOW3BOJBHBIMU  PEaKUUsMH,  (PU3HUOIOTHICCKUMHU
(GYHKIMSIMH, TPOU3BOIBHBIMU PEAKIMSIMH WU MOBEACHUECKIUMH XapaKTepUCTUKAMH UHIUBUIA.

[1], [2].

Mpumepsbl

1 HOF)’IOH.[CHI/IG CBETa KOXKEeU U KPOBBIO SBJACTCA aHATOMHYCCKHUMU XAPAKTCPHUCTUKAMHU qacTten
TCia.

2 PeaKI_II/ISI paﬂyn(Hoﬁ 00OJIOUKM TIJ1a3a Ha CBET U MMYJIbCUPOBAHUC KPOBOTOKA ABJISIFOTCSA
HETPOU3BOJIBHBIMH PEAKIHUAMH (HA3bIBAEMBIMH TaKke (PU3NOJOTHUECKUMH (PYHKITHSIMH).

3 CxumaHue DaubleB pPyK NOpU HACHTU(PHUKALMA IO TEOMETPUM KOHTypa KHUCTH DPYKH U
6I/IOMeTpI/I‘-IeCKOG NpEABABIICHUC B OTBCT HA HNPAMYIO KOMaHAY SBJIAIOTCA MNPOU3BOJIBHBIMU PCAKIHUAMU
(Ha3LIBaeMBIMI/I TAK¥XC ITOBECACHUYCCKUMU XaPAKTCPUCTUKAMU cy61>eKTa).

33

| o6HapyxeHue BuTanbHocTU (liveness detection): U3MepeHne M aHANMM3 aHATOMHYECKUX
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XapPaKTCPUCTUK, HCIIPOU3BOJIbHBIX HUJIM IIPOU3BOJIBHBIX peaKum”I HHAWBHUA C LHCJIBIO OIIPCACIICHUS TOIO,
qTo 6I/IOMeTpI/I‘leCKI/Iﬁ 06pa3eu IIOJIYYCH OT )KUBOI'O HHAWBHU/IA.

1, [2]

NMpumeyvaHue - OGHapyXeHHE BUTATILHOCTH BXOAMT B unciio Meto0B OABII.

34 Hapnexawee OuomeTpuyeckoe npeabaABreHne  (normal  presentation):
B3aumogeiictBue cyOnekTa cOopa OMOMETPHYECKHX [AaHHBIX W IMOJICHUCTEMBI cOOpa OMOMETPUYECKHX
JTaHHBIX B COOTBETCTBHH C MOJUTHKON OMOMETPUYECKON CHCTEMBI.

MpumeyaHue - TepmuH "Haanexammil" aHAIOTHYEH TEPMUHY "CTaHAAPTHBIN", KOTJa peyub UICT
o "HamIexameM OHOMETpUYECKOM mpeabsBiaeHuu". Jltoboe OWOMETpHYEeCKOoe TMPEAbSIBICHHUE, HE
SIBIISIFOIIEECS aTaKOM, cUuTaeTcs "HaAJIe)KaluM OMOMETPUIECKUM TPeIbsIBICHUEM .

3.5 aTtaka Ha OwuomeTpuyeckoe npenbsBreHue (presentation attack): IlpembsBieHue
WHCTPYMCHTA aTaKk Ha OMOMETPHUYECKOE MPEAbsBICHUE TOJCHCTEMe cOOpa OMOMETPUYECCKUX JIAHHBIX C
[EJTbI0 BMEIIATENLCTBA B pa0OTy OMOMETPUIECKON CHCTEMBI.

MpumeyaHus

1 Araka Ha OMOMETPUYECKOE MPEAbABICHUE MOXET ObITh peaii30BaHa MHOXKECTBOM METOJIOB,
HaIIpUMCP MYTCM HUCIIO0JIb30BAHUSA apTe(baKT a, IOBPCIKACHUA, BOCIIPOU3BCACHUS U TaK OaJICC.

2 Ataky Ha OMOMETPUYECKOE MPEIbSIBICHUE MOTYT UMETh PsiJl LIeJIel, HanmpuMep UMHUTALHS U He
pacro3HaBaHUe OMOMETPUYECKOI CUCTEMOIA.

3 BI/IOMeTpI/I‘—IeCKI/Ie CUCTEMBI HC MOI'YT OTIIMYUTHL aTaKy Ha 6I/IOMeTpI/I'-IeCKOG MNpEABABICHHUE C
IICJIBIO BMEIIATCIbCTBA B pa60Ty CHUCTEMBbI U HECHAAJICKAILICC 6I/IOMeTpI/I‘-ICCKO€ MNpEaAbABIICHUC.

3.6 oGHapyxeHue aTtakm Ha buometpuyeckoe npeanasneHune; OABII (presentation attack
detection; PAD): ABromaTnueckoe 0OHapyKeHHE aTaKu Ha OMOMETPHUECKOE NPEAbSBICHUE.

NMpumeyaHue - OABII He NO3BOJSET ONpPEACTUTh HaMepeHHs cyObekTa. [lonbiTka 0OHAPYKHUTH
aTraky B Ipolecce coopa OMOMETPUYECKUX JAaHHBIX WM B MOJTYYEHHOM OMOMETPHUYECKOM 00pa3le MOXKET
0Ka3aThCsl HEBO3MOXKHOMM.

3.7 NVHCTPYMEHT aTakum Ha buomeTpuyeckoe npeabsaBreHue; NABII (presentation attack
instrument; PAI): buomerpuyeckas XapakTepucTHKa WM OOBEKT, HCIONb3yeMble I aTakd Ha
6I/IOMeTpI/I‘-IeCKOG MMPCABABIICHHUC.

NMpumeyanue - Tlomumo apredaxtoB HMABII Brimrowaer B cebss  OMOMETpPHYECKHE

XapaKTEepPUCTUKHU, OJTYYCHHbIE OT MEPTBOIO MHIUBHUAA, U U3MEHEHHbIE OMOMETPUYECKHE XapaKTePUCTHUKU
(HarpuMep, U3MEHEHHbIE OTIIEYaTKU NaJbLIEB), KOTOPBIE NCIIOIB3YIOTCS JIJISl ATaKH.

4 O003HAYeHUSA U COKPALlEHUS

B Hacrosimem cTaHgapTe UCHOIb30BAHbI CIEAYIONINE 0003HAYCHUS U COKPAICHUS:
OABII - oOHapykeHHe aTaky Ha OMOMETPUYECKOe MPebsIBICHUE;
WABII - ”HCTpYMEHT aTaky Ha OMOMETPHUYECKOE TPEIbSIBICHHE.

5 Araku Ha OMoMeTpHYecKoe npeabsiBJIeHNe

5.1 O6uIme moJI0KeHu s
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Ataku Ha OMOMETPUYECKYIO0 CHCTEMY MOTYT OCYIIECTBISTHCS JTIOOBIM CyObEKTOM B JIFOOON TOUKE
Oouomerpuueckoit cuctembl. HacTosimuil ctaHzapT MOCBAIIEH OMOMETPUUYECKUM aTakaM Ha IOJICUCTEMY
coopa OHMOMETPHYECKMX JaHHBIX CyObeKTamMH cOopa OMOMETPHYECKUX JaHHBIX, IBITAIOIUMHCS
BMeIlIaThcs B paboOTy OMOMETpUYECKO CUCTeMbl. ATaky, IPOBOJUMBIE JIPYTUMHU CYyObEKTaMHU U B JAPYTHX
TOYKaX CHUCTEMBI, B HACTOAILIEM CTAaHJApTE€ HE PacCMOTPEHbI. B HacTosleM craHAapTe HE ONpeieeHBbI
METO/bl 3aLIUThI MOJCUCTEMBI COOpa OMOMETPUUYECKUX AAHHBIX, BKIIIOYas OMOMETPUUYECKUH CKaHep, OT
MOJM(HKALINY, 3aMEHBI WM W3BJICYCHHUS, a TaK)Ke METO/BI 3aIUTHl KaHAJIOB CBS3H MEXIY MOJACHCTEMOMN
cbopa OMOMETPUUYECKUX JAHHBIX U JPYTUMH MTOJCUCTEMaMHU.

Ataku Ha OHMOMETPHYECKOE TPEABSBICHHE MOTYT BBINOIHATHCS ABYMSI THIIAMU CYOBEKTOB -
HapymuTene coopa OMOMETpUYECKUX JaHHbBIX: CAMO3BAHIIEM, TO €CTh CYOBEKTOM - HapyuureneMm cOopa
OMOMETPHUYECKUX JIaHHBIX, KOTOPBIM HaMepeBaeTCsl ObITh PACHO3HAHHBIM KaK JAPYroil WHIWBUA, WIIH
YKpbIBaTelIeM JHMYHOCTH, KOTOPBbIM HaMmepeBaeTcsi M30ekaTb COBHAJIEHHs C JIIOOBIM OHOMETPHUYECKUM
KOHTPOJIbHBIM IIa0JIOHOM, XpaHAIIMMCS B OMOMETPUUECKOH cucTeMe.

Camo3BaHIIbI MOTYT COBEpLIATh aTaku JIByMs pa3HbIMU criocobamu. B mepBom ciydae cyObeKT-
HapyIIUTEIh HamepeBaeTcs ObITh PpAcHO3HAHHBIM KaK  OINpENCeNIeHHBI WHAWBHJ, W3BECTHBIN
Oouomerpuueckoit crucreme. Bo BTOpoM ciydyae cyObeKT-HApyIIMTENb IBITA€TCS OBbITh paclo3HaH Kak
0001 MHIAMBHI, U3BECTHBIM OMOMETPHUECKON CHCTEME.

VYKpbIBaTenb JIMYHOCTH, HAOOOPOT, OyAET MBITAThCS CKPBITh CBOM COOCTBEHHBIE OMOMETpPHUYECKUE
XapaKTePUCTUKNA TYTEM TMOAEIKH OHOMETPUYECKUX XapaKTEPUCTHUK, H3BECTHBIX OMOMETPHUYECKON
cucreMe CyOBEKTOB, HalpHMep C HCIOJIb30BaHMEM apTedakTa WIM € IMOMOIIBI0 MAaCKUPOBKH WM
MU3MEHEHHUsI COOCTBEHHBIX OMOMETPUYECKHIX XapaKTEPUCTHK.

5.2 UHCcTpyMeHTHI aTaKU Ha OMOMeTpHYecKoe NpeabsiBIeHHe

OOBEeKTOM MM XapaKTEPUCTUKOM, MCIIOIBb3YEMON JUIsl aTakKd Ha OMOMETpPUYECKOE IPEAbsIBICHUE,
sapisiercsi MABIL. Atakm Ha OwoMeTpuyeckuwii ckaHep ¢ wucmnoib3oBanuem WMABII nensrcs Ha nBe
KaTeropuu: UCKYCCTBEHHO CO3/JaHHBIE WJIM Ha OCHOBE YEJIOBEUECKUX XapaKTepUCTUK. CyIIeCTBYET TPEThA
kareropusi MABII - Ha 0CHOBE )KUBOTHBIX WJIM PAaCTCHUH.

B nacrosmem paszzaene, 1 B 4aCTHOCTU B TaOnuile 1, UCHOIB3YIOTCSI TEPMUHBI "COBMECTUMBIN" U
"HECOBMECTUMBIN'", HO OHM HE BIUAIOT Ha koaupoBaHue OABII, MOoCKONIbKY MX 3HAUYEHHE CBSA3AHO C
B3aUMOJICHCTBHEM CYOBEKTa W OMOMETPHYECKOTO CKaHEepa, KOTOpOe TPYIHO OOBEKTHBHO W3MEPHUTH U
KOTOpOE, CIleloBaTeNlbHO, HE MOXET OBbITh 3akoAupoBaHo. I[IpuMepoM Takoro HECOBMECTUMOTO
B3aUMOJICUCTBUS SIBIISIETCS pa3MElICHHE TNajiblla OOKOBOM MOBEPXHOCTHIO Ha paboyeil MOBEPXHOCTHU
OMOMETPUYECKOTO CKaHEpa OTIEYATKOB MaJIbLIEB BMECTO MOIYIICUKH MaJbIa.

OOnapyxeHHasl araka MOXXET ObITh BbI3BaHa IpoOJieMaMu OOIIETOCTYITHOCTH WIH YyIo0CTBa
UCIOJIb30BaHMs OMOMETPUYECKOTO CKaHepa, a He MOMBITKON aTakoBaTh OMOMETPHUECKYIO CUCTEMY.

Ha pucynke 1 nokazans! kareropuu MABII u cooTBeTCTBYIOIIME UM THIIBI.

"

WABIN
WcKyccTBeHHO co3gaHHble Ha ocHOBe 4enoBeyecKux XapakTepucTuk Opyrue
MonHocThI0 YacTtuuHo
HexvBble MameHeHHble | | HecoBmecTMble I'Ipmxgg‘renb- CoBMeCTUMbIE

PI/IcyHOK 1 - Tune! aTak Ha 6I/IOMeTpI/I‘lCCKOG NNPpCABABIICHUC

29.01.2026 www.SecurityRussia.com 5/13


https://securityrussia.com/

B rtabnune 1 mpuBeaeHsl npumepbl Kaxxaoro koHkperHoro tuma WABII, npencraBieHHoro Ha
prucyHke | Ha TpeThbeM ypoBHe. C MOMOIIBI0 MpUIaraTeIbHOTO U3 BTOPO# rpadbl TabmuIs! 1, 32 KOTOPEIM
CJIeZyeT CIIOBO W3 TiepBOW Tpadbl TaObmuIel 1, MokHO omwmcarh kKoHkpeTHbId MABIL. Hampumep, Yacth
Tejla, TIOJyYeHHass OT Tpymna, sABiseTca mnpumepoM "HexuBoro HMABII Ha OCHOBE YenoBEYECKUX
XapaKTepUCTUK'.

Taonuua 1 - [lpumepsnl nckycecrBeHHo co3nanubix MABII u MABII Ha ocHOBe Yesi0BeYeCKHUX

XapaKTepUCTHK
HckycerBeHHO [TonrocTtorO JKenatnHOBBIN NOAAEIIBHBIN NTAJIEL, BUACO3AIUCH JIMLA
coznannrsie MABII
YactuuHo Hanecenne kies Ha manen, COJNHIE3AIIUTHBIE OYKW,
MAaCKHPYIOIME KOHTAKTHBIC JTMH3bI, MAKUSK
HNABII Ha ocHoBe | HexxuBbie YacTe Tpyna, OTpe3aHHbBIN Majiel Wik pyka
YEJIOBEYECKUX
XAapaKTEPUCTHK
H3menenHble Hanecenune yBeunii, omepaunusi IO IEpECaaKe Y4acCTKOB
KOXH MEX]ly NaJIbLIaMU PYK /WM NAJIbLAMH HOT
HecoBmecTumsie W3MeHeHne BBIpa)KEHUS JIMILIA/TIPOBE/IEHUE TIACTUYECKUX
omepauui JMIa, pasMelleHue Tnanbla Ha paboueit
MOBEPXHOCTH OHOMETPUYECKOTO CKaHepa OTIEYaTKOB
NaJIbLeB KOHYUKOM HJIM OOKOBOW CTOPOHOM
[Tpunynutenpupie? | CyObeKT B 0€CCO3HATEIbHOM COCTOSIHMM, MPUHYKIACHHE
CYOBEKTa K BBIIOJIHEHUIO HEOOXOAMMBIX JAEHCTBHUMA
CoBmecTumbie [TonbiTKa camo3BaHLa 0e3 3aTpaunuBaHMsl YCUIIUA

@ [Ipenmonaraercsi, YT0 HEBO3MOXKHO OOHAPYKHUTh BCE CIydad MPUHYIUTEIHHOTO OMOMETPHYECKOTO
npenbsaBiieHus. HekoTopele MOIaNbHOCTH MO3BOJISIIOT ONPEACNATh MOKa3aTeld NPUHYXIACHUS, TaKue
KaK HampspKeHUE B TOJI0CE, BRICOKAS YaCcTOTA MYJIbCa WA BRIPAXKEHHUE SMOITMHU Ha JIUIE (CTpax).

6 CprKTypa METOd0B oﬁnapymem/m aTaKH Ha 6I/IOMeTpI/I'leCKO€ NMpEeAbABJICHUE

6.1 Tunsl MeTOI0OB oﬁﬂapyme}mﬂ aTaKH Ha 6I/IOMeTpI/I‘{CCKOC NpEeaAbABJICHUE

Kak mnokazano B tabmuie 2, metonsl OABII nensTcs Ha ABE KaTerOpUM: METOIbl Ha OCHOBE
TAHHBIX, TIOJIYYEHHBIX C IMOMOIIBIO MOJCUCTEMBI cOOpa OMOMETPUYECKHX TaHHBIX, ¥ METOABI HA OCHOBE
Mep oOecneyeHHss O€30MacCHOCTM Ha CHUCTEMHOM YypoBHe. He cymiecTByeT B3aMMHO-OAHO3HAYHOIO
cootBeTcTBUs Mexkay Metogamu OABII u Tumamu MABII (cMm. pucynok 2).

Taonuua 2 - llpumepsl metonoB OABII

OGHapyxeHue OGHapyxeHue Ob6napyxeHue XapaKTePHBIX O0COOCHHOCTEH,
arak yepe3 | apreakToB yKa3bIBAIONIMX Ha WCIOJb30BaHKUe apTedakra. Hanpumep,
MOJICUCTEMY ANIEKTPUIECKOE COIIPOTUBIICHUE naJibIa Ha
coopa OMOMETPHUYECKOM CKaHepe HaxOOUTCS 3a MpeaesiaMu
6I/IOM€TpI/Iq€CKI/IX TUIIMYHOI'O JUaIria3oHa, I/1306pa)KCHI/I$[ MOBEPXHOCTHOI'O H
JTAHHBIX TIOJIKO’KHOTO OTIEYaTKOB naJbla CYIIECTBEHHO
OTIMYAIOTCS
OOHapyxeHue Onpenenenue npusenaeHo B 3.3. Ilpumepsl mpuBEICHBI B

29.01.2026 www.SecurityRussia.com 6/13


https://securityrussia.com/

BUTAJIbHOCTHU 6211622
OGHapyxeHue OOGHapyxeH#ue XapaKTePHBIX 0COOCHHOCTEH,
WU3MEHEHU N YKa3bIBAIOIINX Ha TOMBITKH H3MEHEHHSI OMOMETPHUYECKOTO
npusHaka. Hampumep, ompeneneHue Haluyus LIpama Ha
OTHeYyaTKe maabla
OO6napyxeHue OOHapyxeHHe OTKJIOHEHHH, KOTOpble HE JIOJDKHBI
HECOOTBETCTBUS HaOmIomaThCsl  MPU  HaJJIeXalleM  OMOMETpUYECKOM
npenbsaBieHun. Hampumep, oOHapyeHHe HECOOTBETCTBHUS
YpOBHS ~ OCBEIIEHHOCTH  HOPMAJbHBIM  YCIIOBUSIM
IKCILTyaTalluu
Ob6napyxeHue Hanpumep, ananu3 HampspkeHUs B ToJOce WIM Halu4yue
NPUHYXKJICHUS SMOIUH
Oo6napyxeHue OO0HapyxeH#e TOro, 4To OMOMETPUYECKUE TIPU3HAKU OBLITH
UCKaKCHUN JaCTHYHO WM  TOJIHOCTBIO  CKPBITBI.  Hampumep,
oOHapykeHHe akceccyapa (mapda MM LUIAIBD),
3aKpBIBAIONIETO YaCTh JIUIA
OO6napyxeHue CueTunk Hanpuwmep, oOHapyXeHue MOCJIE0BATEILHOCTH
arak Ha | OOHAPYKCHHUS OJTHOTHUITHBIX HEYAAYHBIX ITOMBITOK
CUCTEMHOM HEYJTauHbIX
YpOBHE TIOTTBITOK
Ornpenenenue Hampumep, oOHapy)eHHe MECTOIMOIIOKEHUS I BPEMEHHU
MecTa aTaku OMOMETPUYECKOTO TPEIbSIBICHUS, HEIOMYCTUMOTO WIIH
HEXapaKTEPHOTO ISl CyObEKTa CpaBHEHUS
Ornpenenenue
BPEMCHH aTaku
Buneonabmronenne | Hampumep, oOHapyKeHHE aTakd ONepaTtopoM (4eI0BEKOM
WJIM CUCTEMOW BHUJICOAHATTUTHKH)

6.2 MeTtop "'3anpoc-orBet"

Merton oOHapyXeHHs1 aTak "3ampoc-OTBET' MIMPOKO HCHONb3YeTCs B CHCTEMax paclo3HaBaHMS,
OCHOBAHHBIX KaK Ha OMOMETPHYECKHX, TaK U Ha HEOMOMETPHUYECKUX XapaKTepUCTHKax. B HacTosmiem
nojipaszesie MpeACTaBlIeHa CTPYKTypa MeTo/1a OOHapy>KeHHs aTaky "3ampoc-0TBET" 0OIIero BUa, a TAKKE
peanu3aus TaHHOTO METOoJa JUIi OOHapY)KEHHs aTaKk Ha OMOMETPUYECKHE CUCTEMBI M JUIS OTPEeICHUs
KHMBOT'O MHIMBH/JIA.

B naHHOM KOHTEKCTE TOA 3alpocoM MOApa3yMeBAaeTCs IeJICHANpaBICHHOE JCHCTBHE, KOTOPOE
IIPUBOJUT K O’KUAAEMOMY OTBETY IIPU HAJIMYUHU 1I€JIEBOTO YCIOBUS.

6.2.1 OGHapy>xeHMe BUTarNbHOCTU C UCNOSIb3OBaHMEM MeToaa "3anpoc-oTBeT"

Merton "3ampoc-oTBeT" MOXET HCIOJIB30BaThCs ULl ONpENEeNeHUs TOro, MOJIy4eHO JIU
OMOMETpHUYECKOE TPEABSABICHHE CYOBEKTa OT JKHBOTO CyObeKTa cOopa OHMOMETPHUYECKHX JIaHHBIX.
Hanpumep, oxupgaercs, 4To H3MEHEHHs B HMHTEHCHMBHOCTH BHAMMOIO CBeTa (3ampoc) MpHUBEIYT K
M3MEHEHUSIM pa3Mepa 3padka (OXKHIAeMBIH OTBET B Cllydae MPENbSIBICHUS PATyKHOH OOOIOUKH Iyia3a
’KHMBOT'O YEJIOBEKA).

B Ttabnuue 3 mpencraBieHa CTPYKTypa BCEX KOMIIOHEHTOB MeTona '3ampoc-oTBer” s
oOHapyXeHHUsl BUTAIBHOCTH OMOMeTpuueckoro oOpasma. Mertojn, mpencTaBlieHHbIH B mocienHeil rpade
TaONMIbI 3, B OTIMYUE OT ABYX JPYTUX METOAOB HE MOXKET MCIOIB30BAThCS MPH MIEPBOM B3aUMOJICHCTBUU
CyOBbeKTa ¢ OMOMETPHUYECKOM CHUCTEeMOM MM Uil OOHapy)KEHUs BUTAJBHOCTH BO BpeMs Ipolecca
OMOMETPHUYECKON PErUCTpaIiH.

Tabonuna 3 - O0Hapy:KeHHe BUTAJIBHOCTH ¢ UCIIOJb30BaHUEM MeToaa ''3anpoc-oTBeT"
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Merton Henpou3ssonbHble IIpou3sBonbHBIE peaKkUU CoueTtaHue TOro, 4To 3HAET

peakiuu CYOBEKT, U TOT0, YTO SIBJISETCS
9acThIO CyOBheKTa
3anpoc [lenenanpaBieHHbIN [Tonckazku (3ByKOBBIC, | YKa3aHUs MO0 OMOMETPUYECKOMY
HUMITYJIbC, BHU3YyaJIbHbIE u T.J.), | IPEAbSIBICHUIO c
IIPEIHA3HAYCHHBIN JUIsl | HAllPaBJICHHbBIE Ha | UCIIOJIb30BAaHUEM paHee
W3BECTHBIX BBITIOJIHEHHE  KOHKPETHOTO | 3apEruCTPUPOBAHHOMN
OMOMETPUYECKUX NEUCTBUS, pe3ynbrar | HHpopMaluu
XapaKTePUCTUK KOTOPOTO  JIOJDKEH  OBITh
nojlyueH OuOMeTprudecKon
CHUCTEMO
OtBer EcTecTBeHHbIe, Peakmuu, ocHoBaHHBIE Ha | Peakiun, OCHOBAaHHBIC  Ha
HEIMPOU3BOJIbHBIE BOCIIPUSITUU  CyObEKTa, U | BOCHPUATUU cyObekTa u
peakiuu, HE | POU3BOJILHBIC peakuuu, | OMOMETPUYECKOW PETUCTPALUU
KOHTPOJIMPYEMbIE KOHTPOJIUPYEMbIE CYObEKTOM | MHANBUAA
CYOBEKTOM

[Ipumepsr | M3menenune  pasmepa | MIsmenenune ymia HakiaoHa | [lopsmok manbiieB (BRIOpaHHBIN
3payKka B 3aBUCHUMOCTH | TOJIOBBI B OTBET Ha MPOCHOY | ClydyaifHBIM 00pa3oM CHCTEMOIN)
oT U3MEHEHUS | IOBEPHYThH IOJIOBY. orpenenseT MPaBUJIbHBII
MHTEHCUBHOCTH cBeTa | OKKIIO3US paxy’KHOH | OPSIIOK npouecca
000JIOUKH JIEBOTO Ta3a B | OMOMETPUYECKOTO

OTBET Ha MPOCHOY 3aKpbITh | MPEABSIBICHUS W  CPABHEHUS

JIEBBIH 1143 HaJIbIIEB.
[Mopsmox uu¢pp ompenenser
MPaBWIbHBII MOPSI0K
MPOU3HECEHUS] U  CpPaBHEHUS
udp

6.2.2 O6HapyxeHMe BUTaNbHOCTU 6e3 ucnonb3oBaHMA MeToda "3anpoc-oTeBeT"

OO6HapyXeHHEe BUTAIBHOCTH 0€3 MCIOJIB30BaHMS METO/a "3ampoc-OTBET' HA3BIBACTCS MPOBEPKOMH
MOCPEJICTBOM HEBKJIFOUEHHOTO HAONIONEHHS 3a BUTAILHOCTBIO (WM '"MAacCHBHBIM" OOHapy:KEHUEM
BHTAJIILHOCTH). B 3TOM citydae 0OHapyKeHHE BHTAIBHOCTH MPOBOJUTCS HA OCHOBE JAaHHBIX, MOTYyYEHHBIX
OMOMETPUYECKUM CKaHEPOM 3a OMPEEIICHHBIN epUo/l BpeMeHU 03 MCIONb30BaHUs IIeTIeHANPaBICHHOTO
nMIynbea. [IpuMepsr METOIOB MacCUBHOTO OOHAPYKEHHSI BUTATTLHOCTH:

- IOTOOT/ICNIEHUE TANIbIIEB (32 OTMpeIeNIEHHOE BpeMsi),

- MaJble ABM)KEHHUS Paly’KHOM 000JI0UKH I1a3a/4acTOTa JABMKEHUH (32 KOPOTKOE BpeMsl),

- U3MEpeHue Mmylbca (3a ONpeIe]ICHHOE BpeMsl),

- MYJBTHCIEKTpaJbHOE OCBelleHHe (aHanu3 Kod3()(PUIMEHTOB MOIVIOLUIEHUS CBETa KPOBBIO HIIU
KOXKeH).

6.2.3 MeTtopa "3anpoc-oTBeT" AN He6MOMeTpPUYeCKoro pacrnosHaBaHus

Hekoropbsie MeTonpl ayTeHTU(UKAIIMU, HE OCHOBAHHBIE Ha OMOMETPUYECKUX XapaKTEPUCTHKAX
WHIWBHJIA, UCTIONB3YIOT METOJ '"3ampoc-OoTBET" IS TOBBLIIMICHHS YPOBHSI O€30MaCHOCTH CHUCTEMBI, Kak
MPaBWJIO, C TIOMOIIBID MHOTO(GAKTOPHOW ayTeHTHUUKAUU (0e3 HUCHOIh30BaHHUS OUOMETPUYECKUX
XapaKTepUCTUK [JISl pacrio3HaBaHus). B 3ToM ciiydae 3ampoc MOXKET MPEeACTAaBISITH COOOW TOMBITKY
ayTeHTU(DUKAIMK YCTPOUCTBA WU UACHTHU(DUKAIIMOHHOW KapThl HA OCHOBE IIU(POBLIX CEPTUPUKATOB HIIN
3ampoca OTBETa Ha KOHTPOJIbHBIN BOMPOC (CEKPETHBIN).

6.3 Ilpouecc 0OHAPY:KeHUSI ATAKN HA OMOMeTPHYeCKOe NMpeIbsBJIeHHE

[Ipouecc OABII moxer ObITh HMpENCTaBICH B BHJIE 3TAlOB, aHAJOTUYHBIX ATalaM Ipolecca
OMOMETPHUUYECKOTO paclio3HaBaHMUS:
1) coop HEOOpabOTaHHBIX JAHHBIX CYOBEKTa MOJACHCTEMON cOOpa OMOMETPUYECKUX AAHHBIX IS
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OABII;

NMpumeyaHue - YcrpoiictBa cOopa manubix OABIl Moryt omimuyarbesi OT OHOMETPUYECKHX
CKaHepoB, a cOop Ouomerpuueckux AaHHbIX U AaHHBIX OABII MoxeT pacxoauTbCs BO BPEMEHH, 4YTO
MOJKET IIPUBECTH K YA3BUMOCTU CUCTEMBI.

2) n3BnedeHue npusHakoB u3 gqaHHbix OABII;

3) cpaBHeHue noydeHHBIX Mpu3HakoB OABII ¢ ycTaHOBICHHBIMH KPUTEPUSIMH;

4) Bo3BpalleHue pe3yibraTa cpaBHEHUsS (0OOHapyXEHHAs aTaka, OTCYTCTBUE aTaKH, OLEHKA U T.1.).
OTu JaHHBIE OTHENbHO WIM B COYETAaHHM C JAPYTUMHU JAHHBIMU OYAYT YYMUTBHIBAaTbCA MPU MPUHITHU
OKOHYATEJIBHOTO PEIICHUS OMOMETPHYECKOW CHUCTEMBI O MPHHATUU WU OTKIOHEHHH OMOMETPHUYECKOTO
oOpasra.

Oransl npouecca OABII nomkHBI BBIIOJHATHCS B INPUBEACHHOM BBILIE IOPSIKE, HO OHU HE
00513aTeNIbHO TOJKHBI OBITH HEMPEPHIBHBIMU BO BPEMEHH U MTPOCTPAHCTBE.

Kpurepun npusATHS pelieHus, UCHoib3yeMble Ha TpeTheM 3Ttane mnpouecca OABIL, Moryt ObITh
o0mMMH i BCeX CYObEKTOB WM WHAMBHAYaJIbHBIMH MJIsi Kaxaoro cyObekta. Hampumep, mis
OoOHapyXeHHUs aTaku Ha OHOMETPHYECKOE TPEABSBICHHE HAa OCHOBE HENPOU3BOJIBHBIX pEaKLui,
¢dbuznonornyeckux (QyHKUUH, MPOU3BOIBHBIX PEAKIUN WM MOBEIEHYECKUX XapaKTEPUCTUK CYObEKTa
MOTyT ucnosib3oBatbes Kpurepun OABII, obmue 11 Bcex CyObEKTOB, B ClIydae HEBBHICOKOW TOYHOCTH UX
m3mepenusd. [lpu ucnonbzoBanuu kputepueB OABII, M3MepeHHBIX C BBICOKOW TOYHOCTHbIKO, OHH MOTYT
OBITh MHAWBUYAIBHBIMU JJIS1 K&KIOTO CYOBEKTa.

CrnenoBarenbHO, MPOLECC PETUCTPALUKA KPUTEpUEB HEOOXOOUM B TeX CIydasX, KOrja OHHU
SIBTISIFOTCSI MHAMBUYATbHBIMH ISl KQKJJ0TO CYOBEKTa.

6.4 Iloncucrema o0OHApy:KeHHMsI ATAKU HA OMOMETPHUYeCKoe NMpeabsiBJIeHNe B CTPYKType
OMOMeTpPHYECKOIl CHCTEMBI

6.4.1 lMopacuctema oOOHapyXeHUs aTaku Ha OuomeTpuyeckoe npeabsBreHue B
CTPYKTYype GMomeTpuyeckon cuctemMmbl obLiero Buaa

XoTst B 00nMacTb NMPUMEHEHHs] HACTOSIIEr0 CTAaHJIapTa BXOAAT TOJBKO aTakd B TOUke cOopa
OromMeTpudecKux NaHHbIX, nmporecc OABII MoxeT ObITh BBIOJIHEH B JIF00OOI TOYKE CHCTEMBI H B JTIOOOM
Ipolecce, BHIMOIHIEMOM CUCTEMOI.

Ha pucynke 2 moka3zana ogHa W3 BO3MOXHBIX peanusauuii nojcuctembl OABII B cTpykrype
OouomeTpuyeckol cucteMbl odmiero Bujaa. CyIIecTBYeT HECKOJIBKO CHOCOOOB BKIIFOUEHMS MOJCHUCTEMBI
OABII (1 ee oTAENbHBIX MPOIECCOB) B CTPYKTYpPY OHOMETpHuUEcKOW cucTteMbl obuiero Buaa. Ilpomecc
oOHapy)KeHHUsl aTaKl Ha OMOMETPUYECKOE IMPEIbsBICHHE MOXXET OBbITh BBIIIOJHEH MoOcie (MM BO BpeMs)
mporecca cObopa OMOMETPUYECKUX JAHHBIX W/WIHM TOCJE Tporecca o0pabOTKH CHTHaIA, KaK IMOKa3aHO
MyHKTUPHBIMHM JUHUsAMHA Ha pucyHke 2. IIpomecc OABII mMoxeT Takke ObITh BBIIIOJIHEH IMOCIE padOThI
MOJICUCTEMbl CPaBHEHUS WJIM TOJCUCTEMbl MPUHATHUS pEUICHUH (HaHHas peaiu3alus HE IOKa3aHa Ha
pPUCYHKE 2) WU B HECKOJIBKHMX TOYKax cuUCTeMbl. Kpome Toro, B cucreme MOXET OBbITh pealn30BaHO
anmaparHoe, BPeMEHHOe Wi (DYHKIIMOHAIBHOE pachapasuieIMBaHue mpoiecca cOopa OMOMETpHUSCKHIX
JAHHBIX C LEJNbI0 pacro3HaBaHMs JUYHOCTU M TIpoliecca OOHapyXKeHHsl aTaku Ha OHOMETpUYecKoe
npenbsBienue. B 6.4.2 u 6.4.3 npeacTaBieHbl AOMOIHUTEIbHBIE CBEACHUS O BO3MOXKHBIX peaTu3almsixX
npornecca OABII B pa3nuyHbIX TOUYKaX OMOMETPUIECCKON CHCTEMBI.
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Mopcuctema cbopa
BruomMeTpuYECKUX AaHHbIX

Hagnexalyee
Bromerpuyeckoe

npeabsBneHne ATtaka
Ha GuomeTpu-

Yyeckoe
npegbsasneHne

Moacuctema obHapyxeHus atak
Ha BuomeTpuyeckue
npesbaBnexus

Mogynb 0BHapyxeHus

lMoacucrtema cpaBHeHUs

v
\I CpaBHeHve

’I_I_I‘

AV
L | Pesynbtar cpaBHeHWs |
Moacucrema 06paboTku T
curHana [

Mozcucrema NPUHATUS PELLEHWIA
= KoHTponb ka4ecTsa

v

CermeHTauus Cxoxu?
W3Bneyexue
BUOMETPUYECKNX NPU3HAKOB

N
\v Buometpuueckas PesynbTat (OTKNOHEH/MPUHAT)
2 CosaaHue Guometpu- npoba
BromeTpuyeckui 4ECKOTO KOHTPOMLHOTO
ckaxep wabnoHa
MoacucTema xpaHeH1a AaHHbIX .
BuomeTpuyeckuin
KOHTPONbHbIA WabnoH
basa aaHHbIX .

BUOMETPUYECKINIA KOHTPOMbHBbIIA GMOMETPUYECKUX PETUCTPALMIA

LwabnoH /[\

BruomeTpuyeckoe 3assneHune

Pucynok 2 - CTpykrypa OMOMETpHUYECKON CUCTEMBI OOIIETO BU/IA C TIOACHCTEMOM 0OHAPYKEHUS
arak Ha OMOMETPHUUYECKOE MPEAbSBICHUE

Ha pucynke 3 npuBeAeHbl JOMOJHUTENIbHBIE CBEIEHUS O KoMioHeHTax mnojacucteMbl OABIL. B
HEKOTOphIX peanu3anusx noacuctembl OABIT moxer He ObITh Onoka u3Bneuenus npuszHakoB OABII, HO
omok cpaBHeHuss OABII u xpanumbie kputepun OABIl sBasiorcs 00s3aTeIbHBIMH  KOMIIOHCHTaAMHU
noacuctembl. Kputepun OABII MoryT ObITH OOIIMMU IS BCEX CYOBEKTOB WM WHIAWUBUAYATBHBIMU IS
Ka)/I0T0 CyOBbeKTa.

Moacuctema oBHapyxeHus ataku Ha BuomMeTpruyeckoe NpeabLSBNeHue

Xpanumbie | (- obwwme ans Bcex cybbekTos;
KpuTEPUM - NHAVBUAYanbHbIE AN KAXA0r0
OABIN cybbekTa)

y
Bnok
3apeructpu- Bnok
pOBaHHbIE ”ﬂasgf::;ov'; CpaBHEHUs Pesynerar
AaHHble OABI
OABI
(CpaBHeHue c kputepusamu OABI)

Pucynok 3 - KOMITOHEHTBI IOACHCTEMbI OOHAPYKCHHSI aTaK Ha OMOMETPUUICCKOE TTPEIBSIBICHHC
oO1iero Buaa

6.4.2 OO6pabotka paHHbix OABIl oTHocuTenbHO ApyrMx OUOMeTpUYEeCcKnx
noacuctem

CO6op u o6padotky manHbIXx OABII n maHHBIX OMOMETpPUYECKOTO O0pasia CleAyeT pa3AemsTh BO
BPEMCHHU M MPOCTPAHCTBE. O06a Tuma JaHHBIX MOT'YT CYIICCTBOBATH OJHOBPCMCHHO WJIM CYIICCTBOBATH B
orcyrctBue apyroro. [Iporecc OABII MoeT BBHIMOTHATHCS OHOMETPUYECKOW CHCTEMOI OJHOBPEMEHHO,
710 WJIK TIOCJIe Tporiecca paboThl 000l u3 ee moacucteM. Kommnonentsr noacucreMbl OABIT MoryT ObITH
pean30BaHbl B KaUECTBE OTAEIBHOM MOACHUCTEMBI, MEXIY MpoIlleccaMu PadOThl HECKOJIBKUX MOJICHCTEM
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/U OOAHOBPEMCHHO C HHMH. Pe3y.]'II>TaT OABII MmoxkeT 3aBHCETH OT MHOMKECTBA MMOJIYYCHHBIX
6I/IOMeTpI/I‘-I€CKI/IX 06pa3u013 1 HEe 00S13aTENIbHO SBIISCTCS MPOCTBIM ABONMYHBIM MHAUKATOPOM.

Mpumepsbl

1 buomeTpuueckuii CkaHep MOXKET CO371aBaTh JJaHHBIC OnoMeTpuueckoro oopasma u nanueie OABIT
UL KaXJI0To cOOBITHSI cOOpa JaHHBIX. B 3aBUCHMOCTH OT KOHCTPYKIIMH OHOMETPHUYECKOW CHUCTEMBI
OMOMETpUYECKUN CKaHep MOXKET BBIBOJUTH JaHHbIE OHOMETPUUYECKOro o0pas3lia HE3aBHUCHUMO OT
pesynbrara npouecca OABII uinu Tonbko B ToM ciydae, ecnu noacuctema OABIT He oOHapyXuiia arakw.
[Ipu coszmanum manHbIx OABIT 6e3 momydenuss 6Gmomerpuyeckoro oopasma pesyiabratom OABIT OGymer
SBJIATHCS IPOCTON JBOMYHBIM MHAMKATOP OOHAPYKEHHOM aTaKH.

2 Tlonmyuennsie manabie OABIT MoryT OBITH MpOaHATU3UPOBAHBI B TIpolecce 0O0pabOTKH CUTHAJIA
mociie TONy4deHHsl OuoMmeTpuueckoro oOpasma. B 3tom cimydae OwomeTrpuueckuii  oOpaserl,
OvoMeTpUYecKue TMPU3HAKK WIM OHOMETpUYecKas MOJENb, IMONyuYeHHbIE U3 TMOACHCTEMBI 00pabOTKU
CUTHAJIa, MOTYT COMPOBOXK1aThes nokazareneM OABIIL, onpeneneHHBIM B mporiecce 00padOTKU CUTHAA.

3 IIpomecc coopa ganasix OABIT 1 poriecc UX aHamM3a MOTYT pa3leisaAThCA BO BpeMeHU. B aTtom
clydyae CcurHain 3amycka oOpabotku pnaHHbIx OABIl xpanutcs ¢ OuomeTrpudyeckuM oOpas3LoM,
OMOMETPUYECKUMHU MTPU3HAKAMU WIIK OMOMETPUYECKOM MOJIENbBIO.

MpumeyaHue - Tak kak cucTemMa HE BCerja MOXKET KOHTPOJIUPOBATh IMPOIECC cOOpa JaHHBIX B
pPeKUME pearqbHOTO BpPEMEHH, BHICOHAONIOJICHHE W AHAJIOTUYHBIC CIIOCOOBI 3allUCH MOTYT CTaTh
3G(GEKTUBHBIM MEXaHM3MOM OOHApyKCHHs aTaku W aHalu3a mporecca(oB) OHOMETPHYECKOTO
NPEAbSBICHUS W YCIOBHH OWOMETPUYECCKOTO TPEIbSIBICHUS, KaK, HalpUMep, OOHApPYKECHUS KpaKu
CpCACTB U3 ABTOMATHYCCKHX KAaCCOBLIX MAlIWH C HCIIOJIB30BAHUCM HE3aKOHHO CO3JaHHBIX [[yGJII/IKaTOB
KapT. DTO MOIJIO OBl MOBBICUTH 3(P(HEKTUBHOCTD HCITOIB3yEMOTO METO/Ia OOHAPYKEHHSI aTaku (yCIICIIHOTO
NI HCT) UM TPUHYXKIACHHUA Cy6"b€KTa. I[aHHbIﬁ MCXaHH3M IIO3BOJISACT IMOJIYYUTH HOITOJIHUTCIIBHBIC
OnoMeTpuuecKue 00pasibl Al PETPOCIIEKTHBHOTO aHalu3a (HalpuMep, U300pakeHHsI JIUIA, TTOJTy4YeHHbBIE
C KaJpOB BUACOHAOIMIONCHUS 32 AaBTOMAaTHYECKUMH KACCOBBIMH MAIMHAMH, JOCTYIl K KOTOPBIM
OCYILECTBIIICTCS C TIOMOIIBIO OTIEYATKa MMajbIla), YTO MOIIO Obl YCHIHTH (aKTOp CACPKUBAHUS aTaK Ha
Takue cucreMbl. OMUCaHHEBIE pemiCHus HCIIOJIB3YKOTCA B HACTOALICC BPEMsS Ui MNPCAOTBpallCHUA H
OOHapyXCHUsI HEHAIJISKAIIETO MCIIOJIh30BaHUSI CUCTEM M MOTYT MPUMEHSATHCS B KQUECTBE PEKOMEHIAIINi
IIpY peanu3aly OMOMETPUUECKUX CUCTEM.

6.4.3 BnuaHue peanunsaumn OABI1 Ha 0OMeH AaHHbIMUK

Kommnonents nmoxacuctembl OABII Moryt ObITh peann3oBaHbl B PA3NIMYHBIX TOYKAX CUCTEMbI
(KJIMEHTCKOM WIJIM CEpBEPHOM YaCTH CUCTEMbI, MHTEP(PEHCHONW WM NPHUKIATHONH YacTH, MOOWUIBHOM
YCTpONCTBE WJIM B IPOrpaMMHOM oOecredeHuH mpuiioxenus/obnake). [IponykTsl, moaaepKuBaromime
OABII, MoryT mpenacTaBisiTh COO0H pa3luYHbIE YCTPOMCTBA U OBITh PEaTM30BaHbl B PA3IMYHBIX TOUKAX
CUCTEMBI.

Huxe npusenensl Bo3MmoxHble noaxonbl k OABII, HexkoTOopple M3 KOTOPBIX HE CBS3aHBI C
poreccoM oOMeHa JaHHBIMU (MU HE 3aBUCST OT HETO).

IIpouecc OABII MokeT BBINONHATBCA Ha OuoMeTpuueckoMm ckaHepe. Ilpu wucnosnb3oBaHuu
YCTPOMCTBA, UMEIOLIET0 JOCTATOUYHYIO BBIYUCIUTEIBHYI0 MOIIHOCTH AJIA BhINONHEHUs mpouecca OABII,
MOXeT He TpeOoBaThcs nepenada pesynsrara OABII u3 ycrpolictBa (Hanpumep, nepeiaya Ha KOMITbIOTEp
0a3pl JTaHHBIX, CEpBEp WM NpuiokeHue). BbiBog JaHHBIX OHOMETpUYEecKOoro obpasua WU
NPEIOCTABICHUE MPAB AOCTyMNa (WM HEBBIMOIHEHHE YKAa3aHHBIX JIEHCTBUI) MOXET OBbITh JOCTAaTOYHBIM
nokasaresneM pesynbrara npoiecca OABIIL.

C npyroil cTOpOHBI, Jaxe eciu Bce KoMmmoHeHThl mnojacucreMbl OABII peannzoBanbsl B
OMOMETPUYECKOM CKaHepe, MPUIOKEHHUS C YSI3BUMOCTSIMH BBICOKOH CTENEHU pUCKAa MOTYT HalpaBUTh
3ampoc Ha MOJydyeHHe WH(POpPMALUU O B3aMMOJCHCTBUHM C OMOMETPUYECKHMM CKaHEPOM, IAHHBIX O
HEYNIAaBIIUXCS TOMBITKaX M HAJEKHOCTH OMOMETPUYECKOTro 0oOpaslia Ha OCHOBAHUU JOCTYINHBIX JAaHHBIX
OABII (Hanpumep, He0OpaOOTaHHBIX JAHHBIX WIH OLIEHOK).

Janusie OABIT MoryT OBITH TIOJYYEHBI JOBEPEHHBIM YCTPOWCTBOM W TIEPEIaHbl HAa CEPBEP WU B
NpUIOKEHUE (3alyIleHHOe MPOorpaMMHOE obOecIieueHne, CO3AaHHOE JAPYTHMM pa3paboTUMKOM) C ILEJIbIO
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MPUHSITHS PEUIeHHs] TI0 YTBEP)KICHHUIO JMYHOCTH M TMpaBax JOCTymna. B 3aBUCHUMOCTH OT HPUIIOKECHUS
nanabie OABII, BKIIIOYCHHBIE B MPOIIECC OOMEHA JTAHHBIMH, MOTYT MPEACTaBIATh CO00I HE0OpaOOTaHHbIE
JaHHbIE, TIepefaBaeMble B TOM BHJE, B KOTOPOM OHHM OBbUIM TMONy4YEHBI, WM TOKa3aTeld W JaHHBIE,
M3BJICYCHHBIC JIOKATBHBIM YCTPOWCTBOM M3 OMOMETPUYIECKOTO 00pasia.

7 IlpoTuBOaeiicTBHE aTAKaAM CAMO3BAaHIIA HA OMOMeTpHYeCKOe NMpeabsiBJIeHNe B 0UOMeTPHYECKOM
cucreme

Jlns mpoBedeHMs] YCHENIHOM aTakd caMo3BaHIla Ha OHOMETPUYECKOE TMpPEIbsBICHHUE B
OMOMETPHUYECKOH cucTeMe:

) Guomerpuueckuii oOpaserr isl MPOBEICHUS aTaKu HA OMOMETPUYECKOE MPENbSIBICHHUE JTONKEH
OBITH MOJTYYEH MOJACUCTEMON cOOpa OMOMETPUYECKUX JAHHBIX;

1) Ouomerpudeckuit obpaserl 1uig MPOBEIACHHS aTaKu Ha OMOMETPHUYECKOe MPeIbsBICHUE JOKEH
OBITH yCIIENTHO 00paboTaH ISl OIydeHUs] OMOMETPHUIECKOTO MIa0IOHa WIIM OMOMETPHYECKOH MPOOHI;

IIT) pemenue o cpaBHEHUH OMOMETPUYECKOM TIPOOBI WM OHOMETPHYECKOro ImabioHa,
MOJYYECHHBIX B IMPOIECCEe aTaku Ha OMOMETPUYECKOe NMPEAbSBICHNUE, 1 OMOMETPUYECKOTO KOHTPOIHHOTO
11a0I0Ha I0JKHO OBITH TTOJIOKHUTENBHBIM;

IV) mpoBenenue araku ODKHO OBITH peaNM30BaHO MPHU COOMIOICHHM Mep Oe30MmacHOCTH Ha
CHUCTEMHOM YPOBHE;

V) mnoncucrema OABIl, npu ee HaiMyuM B CHCTEME, HE JODKHA KIacCHU(UIIUPOBATH
MIPeIbSIBICHHBIN OMOMETpUUECKUil 00pa3el] Kak MOMBITKY aTaKy.

Ataxa Ha OMOMETpHYECKOE NPEIbSIBICHNE MOXKET ObITh MPEIOTBPALLEHA HA JIIOOOM M3 3THX 3TaIlOB
B 3aBUCHUMOCTH OT TUIA OMOMETPHYECKO CHUCTEMBI U CIIOKHOCTH araku. Hampumep (B COOTBETCTBHH C
MOPSIIKOM ATAIOB MPOBEACHUS aTaku, MPEICTABICHHBIM BBIIIE):

I) mMoxer OBITH TMONMY4YeH OTKa3 B OHOMETpPHUYECKOW peructpanuu apredakra Omaromaps
0COOEHHOCTSIM KOHCTPYKIIMM OHMOMETPHUYECKOTO CKaHepa M CBOMCTB, KOTOpPBbIE OH KOHTPOJUPYET IpH
MONyYeHUU OMOMETPUYECKUX OOpas3IoB, HampUMEp NpPU MPEIbSBICHHUH CHUIMKOHOBOTO MOIAEIBHOTO
OTIeYyaTKa najblia eMKOCTHOMY CKaHEpy OTIIEYaTKOB MaJIbIIEB;

1) moacucrema 0OpabOTKHU CUTHANA MOXKET OTKJIOHUTh OMOMETpUYeCcCKUil 00pasell, MoJy4YeHHBIN C
UCTIOJIb30BaHNEM apTedakTa, BBUIY HEYIOBIETBOPUTEILHOTO KAa4eCTBA;

[IT) pe3ynbprar cpaBHEHUS MOKET HE MPEBBINIATH YCTAHOBIECHHBIN MOPOT MPUHATHS PEIICHUIH BBUAY
WCTIOJIb30BaHMsI JIISi CPaBHEHHsI TI€YaTHOW KONMHMH WCTHHHOTO OHMOMETPUYECKOTOo o0pasia HU3KOTO
Ka4yecTBa;

IV) mpenbsiBieHre TOJIOBHI MaHEKEHAa B HATYpaJbHYIO BEIMYHMHY, BEPOATHO, OyIeT 3aMeYeHO
OTIepaToOpOM CHCTEMBI.

Mpunoxenune A
(cnpaBo4HoOe)

Ceenenus
0 COOTBETCTBUM CCHIIOYHBIX MEKIOCYIAPCTBEHHBIX CTAHAAPTOB MEKIYHAPOIAHBIM CTAHAAPTAM,
HCMOJIb30BAHHBIM B Ka4eCTBe CCHIJIOUHBIX B MIPUMEHEHHOM MEKITYHAPOIHOM CTaHAapTe

Tabnuua OA.1
O003Ha4YeHHE CCHUTOYHOTO CrerneHb O003HaueHHEe ¥ HAMMEHOBAHUE CCHIJIOUHOTO
MEKIOCY/IapCTBEHHOTO COOTBETCT MEKIyHApPOIHOTO CTaHIapTa
cTaHaapra BUSI
MOCT ISO/IEC 2382-37- IDT ISO/IEC 2382-37:2017 "UHdopmannoHHbIe
2016 texHosorun. Ciosape. Yacte 37. buomerpus"
MOCT ISO/IEC 19794-1- IDT ISO/IEC 19794-1:2011 "UudopmannoHHbIe
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2015

TEXHOJIOTUH.
nanabiMu. Yacte 1. Crpykrypa"

®opmarel 0o0OMEeHa OHOMETPUYECKHUMHU

MpumeyaHue - B nacTosmiel TabauIle UCTIOIB30BAHO CIICAYIOIIEE YCIIOBHOE 0003HAYCHHUE CTEIICHU

COOTBETCTBUS CTAHJAPTOB:
- IDT - uneHTU4HbIE CTAHIAPTHI.

Mpunoxexue Ob
(cnpaBoyHoOe)

ConocrapiieHUe CTPYKTYPbI HACTOSIIIIET0 CTAHAAPTA CO CTPYKTYPOIi NPMMEHEHHOT0 B HEM
MEKIYHAPOIHOI0 CTaHAapTa

CrtpyKTypa HaCTOAIIErO CTaHIapTa

Ta6nuua Ob.1

CrpykTypa MeXAyHapOIHOTO CTaHAapTa
NCO/M3K 30107-1:2016

[Tpunoxenne JIA CBeneHust 0 COOTBETCTBUU CCHUIOYHBIX
MEXTOCYJapCTBEHHBIX  CTAaHAAPTOB  MEXIYHApPOIHBIM
CTaHJapTaM, UCIIOJIb30BAHHBIM B KaUE€CTBE CCHUIOYHBIX B
IIPUMEHEHHOM MEX1YHAPOJHOM CTAHIapTe

[Ipunoxenue b Comnocranenue CTPYKTYpBI
HACTOSIIETO CTaHAapTa cO CTPYKTypOil NPUMEHEHHOIO B
HEM MEKYHApOJHOIO CTaHAapTa

lNMpumeyvaHue - ConocraBieHne CTPYKTYphl CTaHAAPTOB MPUBEACHO HaYMHAs ¢ npuioxkenns JIA, Tak

KaK INpCAbIAYIIMEC Pa3aCiibl CTAHAAPTOB MACHTHUYHEI.
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