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PyKOBOﬂCTBO nosib3oBarenA

O6wana nHpopmaums

BBepeHumne

B HacToAwweMm pykoBOACTBE NOJIb30BaTes1IA ONMNCAHDI d))/HKLI,VIVI n pa60Ta 6eCI'IDOBO)J,HOVI TDEBOH(HOVI

KHOMKM (Banee "ycTtponcreo"). BHMMaTenbHO 03HaKOMbTECh C 3TUM PYKOBOACTBOM Mepes

ncnonb3oBaHrem ycTpoiictea. CoxpaHuTe HacTosLLee PyKOBOACTBO, YTOObI NPy HEO6XOAMMOCTY

obpalyaTbca K Hemy B byayLuem.

Mopgenb

DHI-ARD822-W2 (868); DHI-ARD822-W2

MHCprKLI,I/II/I Mo TexHnKe 6e30nacHOCTH

B PyKoOBOACTBE MOTYT BCTPeYaTbCA cieaytouime CMrHanbHblie C10Ba.

CurHanbHble cnoBa

3HauyeHue

YKasblBaeT Ha BbICOKYIO NOTEHLUMANbHYIO OMAaCHOCTb, KOTOPadA, eCsin
€e He NpeaoTBPaTuTb, MOXET NPUBECTU K rméenu nnm K cepbe3HbiM
TpaBMaM.

A\

YKa3sblBaeT Ha CpeaHO NN HU3KYIO NOTEHUMAaJIbHYI0 ONAaCHOCTb,
KOTOpaA, eCJqin €ee He NPeaoTBPaTTb, MOXKET NPUBECTUN K TPDaBMaM

OCTOPOHO! NEerkom Nnuv cpefHen CTeneHn TAXeCTu.
L)
YKa3blBaeT Ha MOTeHUManbHYI0 OMAacHOCTb, KOTOPas, eC/iv ee He
NpefoTBPATUTL, MOXKET MPUBECTU K MPUUYMHEHMIO Yulepba
BHAMAHUE! UMYLLEECTBY, MOTEPE AAHHBIX, YXYALLIEHUNIO PAaboUnX XapaKTepUcTuK
L)

NN MHbIM HENpeackasyemMblM pe3yibTaTaM.

©=" coBET

MprBoAATCA peKoMeHAaLMK, MoOMOratoLe NoNb30BaTeso PeLLmnTb
npo6nemMy 1y CSKOHOMUTb BpeMs.

I—..—Il NMPUMEYAHUE

MprBoaUTCA fONONHUTENbHAA UHGOPMaLWA B KauecTBe
[OMNOMNHEHNA K TEKCTY.

NHdopmauma 06 n3meHeHUAX B JOKYMEHTe

Bepcunsa Uctopunsa nsmeHeHnnm [arta ny6nukauyun
Bepcuna 2.0.1 WcnpaeneHo Bpema aBTOHOMHOW paboTbl. UioHb 2023 roga
Bepcua 2.0.0 [lo6aBneHbl NnpumeyaHus No 3ameHe 6aTtapeun. Anpenb 2022 roga
Bepcuna 1.0.0 MNepBas pegakyma MapT 2022 roga

YBefomneHne o 3awmuTte KOHGMAEHLMANbHOCTH

B kauecTBe nonb3osaTenA yCTpOVICTBa N KOHTpOJepa AaHHbIX Bbl MOXeETE CO6I/IpaTb

nepcoHalbHble fJaHHbIE APYTrNX J'I}O,D,EVI, B YaCTHOCTH, I/I306pa)KEHVIFI nnug, otTneYyaTkn nanbues U

aBTOMOOW/bHbIE HOMepPa. Bbl 06s13aHbI cO6M0AaTh TPEOOBAHUA COOTBETCTBYIOLLMX MECTHbIX 3aKOHOB

N HOPMATUBHbIX aKTOB O 3alunTe KOH(I)VIJJ,EHLI,VIaJ'IbHOCTI/I anA ob6ecneyeHnsi 3aKOHHbIX npas n

NHTEpPEeCOB Apyrmnx nogen nyTem nNpuHATNAA Mep, BKNOYalnLWKnX, TOMUMO MNMpoYero, ceaywlulee:

NCMOMb30BaHNE YETKUX 1 XOPOLLO 3aMETHbIX 0603HaueHNin 30Hbl BUAeoHabnogeHnsa ans
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NHGOPMUPOBAHUSA NTIOAEN O ee CyLLeCTBOBAHUN, @ TaKXKe NpefocTaBneHre He06XoAMMON

KOHTaKTHOW nHbopmaumu.

O HacToA lem pykoBoacree

HacToAwee pykoBoACTBO HOCUT NCKITIOUNTENBHO CMPaBOYHbI XapakTep. YKa3aHHble B
PYKOBOACTBE NapaMeTpbl MOTYT He3HaUMTENIbHO OTANYATbCA OT peanbHbIX MapameTpoB
npogaykra.

Mbl He Hecem OTBETCTBEHHOCTY 3a YObITKM, BOHUKLUME B pe3ynbTaTte 3KCryaTalmm npoayKTa
cnocobamu, KoTopble He 0TBeYaloT TPebOBaHUAM HACTOALLEro PyKOBOACTBA.

PykoBopacTBo 6yaeT 06HOBAATLCA Ha OCHOBAHUM 3aKOHOB M HOPMATUBHBIX aKTOB
COOTBETCTBYIOLMX IOPUCANKLMIA. 1A nonyyeHna 6onee nogpobHon nHGopmaLum obpaTmuTech K
neyaTHOWN BepCMM PYKOBOACTBA MO 3KCNyaTaumm unm K sepcun Ha CD-ROM, nubo otckaHupyite
QR-Kop 1nu nocetTuTe Haww oduUmManbHbI cainT. HacToALlee pyKOBOACTBO HOCUT UCKITIOUMTENBHO
CNpaBOYHbIN XapakTep. Mexay 31eKTPOHHON 1 NeyaTHON BePCMAMM MOTYT UMETb MeCTo
He3HauuTeNIbHble PACXOXAEHUA.

Jlio6ble KOHCTPYKTMBHbIE 3MIEMEHTbI M NPOrPaMMHOe obecrieyeHne MoryT ObiTb U3MeHeHbI 6e3
npenBapuTesibHOro NMCbMeHHOro yBeaomneHna. O6HOBNEHUA NPOAYKTa MOTYT CTaTb MPUYMHON
HEeKOTOPbIX PAaCXOXAEHNI MeXay napameTpaMmu peanbHOro Npoaykta u nHpopmauuei,
N3J1I0XKEHHOW B pyKoBoacCTBe. [ocneaHo0 BePCUio NPOrpaMMHOro obecrneyeHms u
JOMOSHUTENbHYIO JOKYMEHTaLMIO MOXHO MONYyYnTb B Cy6e NoAAe P KM KINEHTOB.
CylecTByeT BepOATHOCTb OLIMOOK NeYaTn Unmn OTKIOHEHUI B oNncaHUn GyHKLMIA, onepauuii n
TEXHNYECKUX AaHHbIX. [Py BO3HMKHOBEHNW KaKNX-TMOO COMHEHMI UK pa3HOrnacui Mol
oCTaBisieM 3a OO0 NPABO OKOHYATENIbHOW TPAKTOBKU.

Ecnu pykoBogacTso (B popmaTe PDF) He OTKpbiBaeTcs, 06HOBMTE YCTaHOBIEHHOE NMPOrpPaMMHOe
obecneueHue ana uteHmA annos nnu nonpobyiTe Apyroe obLWeAOCTyNHOE NPOorpaMmMHoe
obecneueHue.

Bce ToBapHble 3HaKK, 3aperncTprMpoBaHHbIe TOBAPHbIE 3HAKN 1 HA3BaHNA KOMMAHNIA B
HacToALLEM PYKOBOLCTBE ABAIOTCA COOCTBEHHOCTbIO COOTBETCTBYIOLLMX BlaZieNbLEB.

B cnyuae nossneHuna nobbix npobnem Npu NCnonb3oBaHMM YCTPONCTBA NOCETUTE Hall Be6-calT
UM 06paTUTECH K MOCTaBLLMKY UK B CYKOY NoaaepKKU.

B cnyuae Kaknx-nmbo COMHEHMIN Uav NPOTUBOPEYUNIA Mbl OCTaB/IieM 3a COO6OI NPaBo

OKOHYaTeNbHOMN TPaKTOBKW.
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Ba)kHble mepbl NPefoCTOPOXKHOCTU U

npepgynpexaeHus

B HacTosLleM pa3aene onvcbIBaOTCA NPaBUIa HageXallero obpaLleHuns ¢ yCTponcTBoM 1 Mepbl Mo
NpensoTBPaLLEHMIO ONMACHOCTEN, BKNoUas OnacHOCTb NPUYMHEHS yiep6a nMyLLecTBy.
BHVMaTeNbHO 03HAKOMbTECh C COAEPKMMbIM AJaHHOTO pa3gesa nepep UCnosib3oBaHNEM YCTPOICTBA
1 cobniofariTe yKasaHHble TpeboBaHUA Npu paboTe C HUM.

TpeboBaHuA K 3KcnnyaTaumm

A\

e [lepen ncnonb3oBaHrem ybeamnTech, YTO MCTOUYHUK NMUTAHNA YCTPONCTBa paboTaeT JOMKHbIM
ob6pazom.

e 3anpeLyaeTca OTCOeANHATD LWHYP NMUTAHUA OT YCTPOWCTBA NPY BKIIOYEHHOM MUTaHUMN.

e [lapameTpbl 2NeKTPONUTaHNA YCTPONCTBA JOSIKHbI HAXOANTbCA B PeKOMEHA0BaHHOM Avana3oHe.

e TpaHCnopTUpyWnTe, NCMONb3YyNTe N XPaHUTE YCTPONCTBO NPY AOMYCTUMbIX YCIIOBUAX BAXHOCTU 1
Temneparypbl.

e He ponyckainTe nonagaHua 6pbI3r UM Kanesb XUAKOCTU Ha YCTPOWCTBO. Y6eanTech, UTo Ha
YCTPOWCTBE HET HNKAKNX NPeAMETOB, HaMOMHEHHbIX >KUAKOCTbIO, KOTOPasa MOXeT NonacTb
BHYTPb YCTPOWCTBA.

e He pa3bupaiite ycTpoincTBoO.

TpeboBaHuA K yCTaHOBKe

A WARNING

e [lepen nopaueli IMTaHUA CHayasa NoAKYMTe 650K NMUTAHMSA K YCTPOWCTBY.

e (CTporo cobntofanTe MecTHble CTaHAAPTbI A1EKTPOOE30MACHOCTY N YOeamnTeCh, UTO HanpsXKeHne
B MeCTe YCTaHOBKM CTabUSIbHO 1 COOTBETCTBYET TPEOOBAHUAM K MUTaHMIO YCTPONCTBA.

e He nogkntovaiite ycTponcTBo 6osnee yem K 0OfHOMY UCTOYHUKY NUTaHuA. B npoTtuBHoOM ciydae
YCTPONCTBO MOXKET OblTb MOBPEXIEHO.

A\

e CobniogaliTe Bce Mepbl 6€30MacHOCTY Y UCMONb3YTe BCe HEOOXOAMMbIE NMPU BbICOTHLIX paboTax
CpencTBa 3aluThl.

e He noagepranTe yCTPONCTBO BO3AENCTBMIO NPAMOrO COTHEYHOro CBETa UK N3MTyYeHWIo
MCTOYHMKOB Tenna.

e He ycTraHaBnuBarTe yCTPOWCTBO BO BIaXHbIX, NblAbHbIX UM 3afbIMIIE€HHbIX MeCTax.

e YcTaHaBnuMBaKTe YCTPOMCTBO B XOPOLLO NPOBETPMBAEMOM MECTE U He 3aKpbiBanTe
BEHTUIALMOHHbIE OTBEPCTMA YCTPONCTBA.

® //Ilcnonb3yinTe TONbKO CeTeBOW apanTep unm 610K NTaHKA, NOCTaBNEeHHbIN MPOU3BOAWTENEM YCTPOCTBA.

® brioK NTaHnA yCTPOMCTBa [OMKEH COOTBETCTBOBATb Knaccy ES1 no crangapty IEC 62368-1 u
MMeTb MOLLHOCTb He 6onee yem ans Knacca PS2. PekomeHoBaHHbIe NapaMeTpbl
SNEKTPONUTaHMA YKa3bIBalOTCA Ha STUKETKe JaHHOro YCTPOMCTBa.

L 3J'IEKTp0I'IpI/I60pr Knacca | canenyeTt NoAKIKYaTh B PO3E€TKU C 3allMTHbIM 3a3eMNneHneM.
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CopeprxaHue
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PyKOBOﬂCTBO nosib3oBatenA

1.1 0630p

1 BctynneHune

TDEBO)KHaFI KHOMKa — 3TO 6ECFIpOBO£lHOVI nepenatymk KHOMKO, KOTOprVI NnocCblJ1a€T CrHan

TPEBOMM Ha KOHTPOJIEP OXPAaHHOWN curHanmsaumm. MpocTbiM HaXkaTeM KHOMKU TPeBOTrv 1 cobbITHA

OTMNPABNATCA B LLEHTP 06paboTKM TPEBOT, YTOObI 06eCNeUnTb OnepaTMBHOE pearnpoBaHue 1

Aepxatb BaC B Kypce CobbITUI yepes NpunoxxeHme DMSS. MogxoanTt ana ncnonb3oBaHUA B CUCTEMAX

6e30nacHOCTM AOMOB, 6aHKOB 1 T.M. Kpome Toro, 3To YCTPOWMCTBO NErKO HOCUTL C CODOIA.

1.2 TexHNYeCcKne XxapaKkTepucTukn

B atom pa3snene npuBeaeHbl TEXHNYECKNE XapPaKTEPUCTUKN )/CTpOVICTBa. |_|0)KaJ'IyVICTa, BbI6epVITe TE,

KOTOpble COOTBETCTBYIOT Ballen mogenu.

Tabnuua 1-1 TexHMYecKre XapaKTepUCTUKA

Tuvn Mapamertp OnucaHue
CeeToBOWM 1 ANA HEeCKONbKNX COCTOAHNN (conpsKeHune, CBA3b
MHAMKaTop n ap.)
KHomMKu 2
YRanerHoe O6nayHoe obHOBNEHME
obHoBneHne
OnpepeneHne
QyHKuMN YPOBHSA CUrHana Ecte
O6HapyeHwne
HM3KOro 3apAaga Ectb
b6aTapen
OTobpaxeHue
YPOBHA 3apAja OTobpaxaeT ypoBeHb 3apsaga 6atapen B NpunoXeHUm
6aTapen
DHI-ARD822-W2(868): DHI-ARD822-W?2:
Hecywas yactoTa
868 MrI'y ~ 868.6 MI'y 433.1 Ml'y ~ 434.6 MI'y
DHI-ARD822-W2(868): DHI-ARD822-W2:
[anbHoCTb
nepeaaun curHana 40 1400 m Ha OTKpbITOM #o 1300 M Ha OTKpbITOM
NpOoCTpaHCcTBe NPOCTpaHCTBe
BecnposogHoe MoTtpebnaemas OrpatiueHme 14 MBT
noaKyeHme MOLLHOCTb
Tvin cBA3n [BYXCTOPOHHUN
LndpoBaHme AES128
MceBpocnyyaiiHan
nepecTpoiika Ectb
paboyel yacToTbl
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Tun Mapametp OnucaHune
Pabouan OT1-10°C go +55°C
Temnepartypa
Paboyan 10% ~ 90% (oTHOCUTENbHARA)
BNTa’KHOCTb

CpoK cny»6bl

3 roga (Npu ncnonb3oBaHWUY ABa pas3a B Hefeno
6aTapenu Aa (np ABap A )

Pa3mepbl npogykta | 55 mMm X 36 MM X 14.2 Mm

Pasmepe! B 95 MM X 59.5 mm X 30.5 Mm
O6wme yrnakoBKke
MoHTax Ha cTeHy; BO3MOXKHOCTb HoLeHKA ¢ cobol
Macca HeTTO 181
Macca 6pyTTO 481
DHI-ARD822-W2(868): DHI-ARD822-W2:
CepTtudunkarol
CE CE, FCC
Kopnyc Monnkap6oHat, ABC-nnactuk
Knacc 3awutol IP54
TexHnueckve Pabouuin Tok 28 MA
XapaKTEPUCTUKA | TecToBbIN peXnM EcTb
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2 Komnnekrayuns

PucyHok 2-1 Komnnekrauums

Legal and regulatory

Quick start guide information

©® 0o

4 5

Tabnuua 2-1 Komnnekrayusa

Ne | HammeHoBaHue KonunuecrBo Ne HanmeHoBaHue KonunuecrBo
Kpennernne
1 TpeBoKHaA KHOMKa 1 4 P 1
(onumnoHanbHoO)
5 KpaTkoe pykoBoAcCTBO 1 5 KomnnekT BUHTOB 1
nonb3oBaTtens (onuMoHanbHO)

lOpunanyeckas un
3 | HopmaTuBHasA 1 - - -
nHbopMauus
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3 BHewHI BuA ycTponcrTea

PuncyHok 3-1 BHewHwuin Bug ycTponctsaa

Tabnuua 3-1 KoHcTpyKums

Ne HanmeHoBaHue OnucaHne

1 KHonku e HaxmunTe 1 ygepkuBante o6e KHOMKY B TeueHue 8

CeKyH[, yTOObI CCTEMA BOLLJIA B PeXnmM ConpAaXeHnA.

¢ bbicTpo muraet 3eneHbim usetom: ConpsxeHue.
¢ [TOCTOAHHO CBETUTCA 3e/1eHbIM LBETOM 2 CEKYHADI:
ConpsxeHune NpoLLso ycrneLHo.
¢ MepaneHHO MuraeT 3eneHbIM LUBETOM 3 CEKYHAbI:
ConpsaxeHue He yaanochb.
o [Ipy 06bIYHOM 3anycKe HaXKMKTe 06e KHOMKM OAWH pas, a
3aTeM KHOMKa OTNPaBUT TPEBOXKHblE COOOLLEHMA Ha

KOHTponnep.

¢ Mwraet 3eneHbiM oguH pa3: OTnpaska cCOOOLLEHN Ha
KOHTponnep

¢ Mwraet 3eneHbiM LBeToMm 0.5 cekyHabl: CoobLieHne

2 UHaunkaTop Ha KOHTpOiep oTNpaBneHo.
¢ Mwraet KpacHbiMm uBeTom 0.5 cekyHAbl: He yganocb

OTNpaBUTb COOBLLEHKE Ha KOHTPOMNEP.

® B pexume 3aLmnTbl OT CIYHANHOIO HAXKaTUA HaXMKTE 1
yAaepxmBanTe 0b6e KHOMKN BMeCTe B TeueHue 2 CeKyHa,
Mocsie Yero Ha KOHTposep 6yayT OTNpPaBeHb
TPEBOXHble COOOLLEHUA.
CocToAHVe nHAMKaTopa B pexnme 3awuTbl oT
C/TyYaiHOrO HaXKaTWA TaKoe e, Kak U B 06bIYHOM
COCTOAHUMN.

Y6epunTech, UTo Bbl BKIIOUNIN GYHKLIMIO 3aLL4MTbl OT

CJTyYaHOro HaxaTtua B npunoxeHun DMSS.
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4 lo6aBneHne KHONKN Ha KOHTponnep

MNepen noakntoueHneM KHOMKM K KOHTPOepy YCTaHOBUTE Ha CBOeM CMapThOHe NpunoxeHne
DMSS. B HacToALLemM pyKOBOACTBE B KauecTBe NnpuMepa NprBefeHO onrcaHue MobumibHOro
npunoxeHnsa nog ioS.

[

e DSta GyHKUMA JOCTYMHA TONbKO B npunoxeHun DMSS Bepcuu 1.98 unu 6onee HoBow npu pabote
C KOHTpOJIIepoM ¢ npoLurekor Bepcun V1.001.0000000.7.R.220106 unum 6onee HOBOM.

e KoHTposnnep fomkeH UMeTb CTabuibHoe nofKnoyeHve K IHTepHeTy.

e KoHTposnnep gomkeH ObITb CHAT C OXPaHbl.

War1 [NNepenguTe Ha CTPaHULY KOHTPOMIEPA, a 3aTEM HaXXMuTe , UTOObI 06aBUTH

KHOMKY.

Lar 2 Haxxmute € ana ckaHnposaHua QR-koaa Ha iHe KHOMKK, a 3aTem HaxmuTe lanee (Next).
LWar 3 Haxxmunte flanee (Next), nocne Toro Kak KHorka 6yaert HangeHa.

War4  Cnegynte UHCTPYKLUAM Ha CTPaHMLE 1 BKIIOUMTE KHOMKY, a 3aTeM Haxkmute [lanee (Next).
War5  Joxgutecb conpsaxeHus.

War6  M3meHuTe UMA KHOMKM 1 BbibepunTe 30HY, a 3aTemM HaxmmTe FotoBo (Completed).
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5 YcTtaHOBKa

MNepen ycTaHOBKOW NOJKIIOUUTE KHOMKY K KOHTPOJIepY U NpoBepbTe YPOBEHb CUrHasa B MecTe
yCTaHOBKU. Mbl pekomeHayeMm yCTaHaBnMBaTb KHOMKY B MeCTaX C yPOBHEM CMTHana He MeHee 2
OeneHunin.

KHonKa nogaeprkmBaeT HacTEHHOE KperyieHNe U MOXET ObITb NepeHOoCHON. B aTom pa3gene B
KauyecTBe npriMepa UCMNosb3yeTca KpenseHmne Ha CTeHY.

[

Bam HYXHO ﬂpVIO6p€CTVI KpenneHne anAa yCtaHOBKN KHOTMKW.

PucyHok 5-1 MoHTax

/

LWar 1 MNpoceepnute 2 0TBEPCTUA B CTEHE B COOTBETCTBUM C PACMONIOXKEHNEM OTBEPCTUN
KpenneHus.

Lar 2 BcTaBbTe aobenu B oTBEpCTUA.

War3  CoBmecTuTe OTBEPCTUA AN1A BUHTOB Ha KpenneHun ¢ grobenamum, a 3aTem 3akpenuTe
KpenneHne BUHTaMWU.

LWar4  3axkpenuTe KHOMKY Ha KpenaeHuu.

A

e Ecnu 6atapes paspsagunacb, Bam He06X0AMMO 3aMEHUTD €ee.
e [pexze yem BCTaBNATb HOBYIO baTapeto, 0653aTeNbHO CHavasla HaXKMUTe KHOMKMW U
nogoxante 30 ceKyHZ Moc/e N3BJIeYEHUS CTAPON.
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6 HacTtponka

Bbl MOXeTe NpocMaTprBaTh 1 pefakTUPOBaTh 06LLY0 MHPOPMaLMIO KHOMKN.

6.1 lNMpocmoTp cocToAHMA

Ha cTpaHuue KoHTponiepa BbibepuTe KHOMKY 13 CNNCKa NeprudepuinHoOn YCTPONCTB, Y Bbl CMOXETe
NPOCMOTPETb €€ COCTOSIHNE.

Tabnuua 6-1 CocTosiHME KOHTpOsIepa

MapameTp 3HaueHue

MokasblBaeT cocTosiHMe paboTbl peTpaHcaTopa.

e ©:BkioyeHo.

e ©:OTKNIOYEHa TONbKO NPOTUBOKPAXKHAsA CUTHaNM3auus.
e O :BblknoyeHo.

BpemeHHO OTKITIoUNTb 1

(Temporary Deactivate) 3Ta GYHKLMA JOCTYMHA TONbKO B NpunoxeHun DMSS Bepcum 1.96

unm 6onee HOBOW ANA KOHTPOEPa C NPOLUVBKOI BepCrm
V1.001.0000000.6.R.211215 unu 6onee HOBOM 1 TPEBOXHOM
KHonKu ¢ npowmskon V1.000.0000001.0.R.20211203 wunu 6onee
HOBOW.

YpoBeHb 3apsAga 6atapen yCTponcTaa.
=): [onHbIN 3apAa.

YpoBeHb 3apsana 6atapen =); [locTaTouHbIV 3apAA,.
(Battery Level) : CpepHwii 3apAag.

: Husknin 3apag.

s Huskmn.

Pabouui pexmm

(Operation Mode) Pabouuin pexinm KHOMKM.

ApkocTb cBeTogmopa (LED

. ApKocTb cBEeTOAMOAHOW NOACBETKN.
Brightness) P AvoA A

3awmTa oT ClyyamHoro
HaxaTus (Accidental Press CocTosAHMe GYHKLUN 3aLmUTbl OT CIYYaHOIO HaXKaTusl.
Protection)

CocTosiHMe peTpaHCIALMM NOKa3biBaEeT, NepechbiniaeT iu
YCTPOWCTBO CNy»KebHble COOOLLEHNA Ha KOHTPOEP Yepe3
peTpaHcnaTop.

Mepenaua yepes |RA|
peTpaHcnaTop (Transmit

3Ta QYHKLMA LOCTYMHA TONIbKO B MpunoxeHun DMSS Bepcum 1.96
through Repeater)

1 6onee HOBOW ANsi KOHTPOJINepa C NPOLUVIBKOW BepCmm
V1.001.0000000.6.R.211215 nnun 6onee HOBOW 1 TPEBO>KHOM
KHOoMKM ¢ npolumekoi V1.000.0000001.0.R.20211203 mnu 6onee
HOBOW.
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MapameTp 3HauyeHue

Bepcusa npolumnekm

(Program Version) Bepcua NpolunBKM YCTPONCTBA.

6.2 HacTponka KHONKN

Ha cTpaHuue KoHTponnepa BbibepriTe U3 CNCKa YCTPONCTB KHOMKY, 1 3aTeM HaXkmute © , yTobbl
HacTpoUTb ee MapameTpsbl.

Tabnuua 6-2 OnuncaHne NapameTpPoB TPEBOXHOW KHOMKM

MapameTp OnucaHue

e [IpoCcMOTp MMeHwU, TMNa, CEPUNHOTO HOMEPa 1 Mogenn
KoHdurypauumsa ycTpoicTea yCTpOWCTBa.

(Device Configuration) ® lI3MeHeHVe Ha3BaHVA YCTPONCTBA, a 3aTeM HaXkMuTe
CoxpaHuTb (Save), UToObl COXPaHUTb HACTPOMKM.

3o0Ha (Area) Bbl6Op 30HbI ANA KHOMKMW.

CJ'IGLI,YETJ'II/I oTNnpPaBNATb I/IHd)OpMaLl,VHO C aTYNKOB Ha KOHTpOJ1eP
OXpaHHOVI CUrHann3sauyunun.

e HaxmuTe BknioueHo (Enable), n Toraa kHonka 6yaet
BpemeHHO oTKnOUNTDL

! OTNPaB/ATb TPEBOXHbIE COOOLLEHUA Ha KOHTPONEP.
(Temporary Deactivate)

BknioueHo (Enable) no ymonuaruto.
e HaxmuTe OTKnoueHo (Disable), 1 Torga KHonka He 6yaeT
OTNPaBNATb TPEBOXKHbIE COOOLLEHNA HA KOHTPONNep.

Mpwu cpabaTbiBaHUM CUTHaNM3aLMN YCTPOMNCTBO OTNpPaBnseT
TPEBOXHOE COObLLEeHNE Ha KOHTPOSEP C OJHOBPEMEHHbIM
ornoBeLlleHneM CUPeHOI.

CBA3biBaHME C CUPEHOM
(Siren Linkage)

Cesi3blBaHVe C TPEBOXKHbIM
Bupaeo (Alarm-video
Linkage)

I'Ip|/| Cpa6aTbIBaHl/Il/I CUTrHann3aunmn )/CTpOVICTBO oTnpaBnAeT
TPpEBOXHOE COO6LIJ,€HVIE Ha KOHTpOJIJ1ep CO CBA3aHHbIM BUAEO.

BupgeokaHan (Video

Channel) BbibepurTe HYXHbIV BUaeOKaHar.

Hactpoika ApKoCTn CBETOANOAHON NOACBETKMN. Bbl MOXeTe
BbI6paTh Bbikn. (Off), Huskuim (Low) 1 Beicokuin (High) yposHu
APKOCTN.

ApkocTb cBeToamnopa (LED
Brightness)

BkniounTe 3awmra ot cnyvaiHoro Haxatma (Accidental Press
protection), uTo6bl 136eXaTb 3anycka HenpegHaMepPEHHbIX
onepauui Npu Cy4YanHOM HaXaTun KHOMKMK.

e Bbikn. (Off): OTknioueHne GyHKLUMM 3aLWMTbI OT CyYanHOro

3awmTa oT ClyYyamHoro HarkaTuS.
HakaTuma (Accidental Press

. e HaxaTtb n yaepxuBatb (Press and Hold): Boibeprte HaxkaTb
Protection)

n yaepxuBaTb (Press and Hold) utob6bl BKnountb dyHKLMIO
3aWMTbl OT CYYanHOro HaxkatusA. locne BKNoYeHWA Bam
HeobX0AMMO HaxaTb 1 yaep1BaTb 06e KHOMKM BMecTe,
4TO6bl OTNPABNATb TPEBOXHbIE COOBLLEHNA HAa KOHTPOIEp.
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MapameTp OnucaHue

OnpepeneHne ypoBHA

curHana (Signal Strength MpoBepKa TeKyLero 3Ha4YeHNs YPOBHS CMrHasna
Detection)

Tectn PoBaHNe KHOMKU

OnpepeneHne paboTocnocobHOCTN KHOMKMU.
(Button Test) PEA P

O6nayHoe obHOBNEHKEe

(Cloud Update) O6HoBNEHME NPOLWNBKN YCTPOWUCTBA MO CETU

YpaneHve KHOMKM.
L[]

MepenanTe Ha 3KpPaH KOHTPOMJIEPA, BblbepuUTe YCTPONCTBO 13
cnncka neprudepunHbIX yCTPOWNCTB 1 CMaXHWUTE ero BIEBO AA
ydaneHus.

Ypanutb (Delete)




@/hua

PyKOBOﬂCTBO nosib3oBatenA

MpunoxxeHne 1 PekomeHgayum no ob6ecneyeHuio

KnbepbesonacHoOCTH

KnbepbesonacHOCTb — 3T0 6onblue, YeM NPOCTO NONyAApHoe c1I0BO. OHa B TOV WV MHOWN Mepe

3aTparvBaet nboe yCTPoMCTBO, NOAKINoUYeHHOe K MHTepHeTy. IP-BugeoHabniogeHne He

3aCTPaxoBaHO OT yrpos3 KVI6ep6e30I'IaCHOCTVI, HO MPUHATNE OCHOBHbIX MepP MO 3alnTe N YKpernyieHno

6e30MacHOCTU CETEN U CETEBbIX yCTpOVICTB caenaeT X MmeHee yasBMMbIMU OJ1A aTak. Hwuxe

npriBeaeHbl HECKOMbKO COBETOB 1 pekoMeHaauumii ot Dahua o Tom, Kak co3gaTtb 6onee 3aLinLeHHYo

cuctemy 6e30nacHoOCTU.

O6sa3aTenbHble NPefOCTOPOXKHOCTU ANA o6ecneuyeHns 6a3oBoi ceTeBOI 6e30nacHOCTU

ycTpouncrBa:

1. Wcnonb3yiiTe HageXxHble naponn

Ob6patuTe BHMMaHMWe Ha crefyoLne pekomeHaaumm no yctaHoBKe naponei:

JnvHa naponsa 0o/MKHa COCTaBNATb He MeHee 8 CMBOJIOB.

Mcnonb3yiTe No MeHbluel Mepe fBa TUMa CUMBOJIOB, K KOTOPbIM OTHOCATCA OYKBbI BEPXHETO
N HUXKHErO PerncTpos, Undpbl 1 cneuunasbHble CUMBOJIbI.

He ucnonb3yite nms akkayHTa H/ B TPSIMOM, H B 06paTHOM NopsaKe.

He ncnonb3yiiTe ciMBONbl, NAyLME Mo NnopsagKy, Hanpumep, «123», «abc» n 1.4.

He ncnonb3yiiTe ngylme nogpsag ognHaKoBble CUMBOJIbI, Hanpumep, «111», «aaa» U T.4.

2. CBOGBPEMGHHO ob6HoBNANTE MPOLWNBKY N KJINeHTCKOoe nporpamMmmMmHoe ob6ecneyeHne

B cooTBeTCTBMY CO CTaHAAPTHOW NpoLeaypon B UHAYCTPUN BbICOKUX TEXHONOMMIA Mbl
pekomeHayem 06HOBNATb MPOLUUBKY Ballero ycTpoincTaa (Hanpumep, IP-engeoperncrpaTopa,
undpoBoro BuaeoperncTpaTopa, IP-sugeokamepsbl 1 T.4.), UTobbl cMcTeMa 6bin1a 3aLymLLeHa
nocnefHUMY o6HOBNEHUAMY 6e30MacHOCTY 1 UCNpaBeHnAMM olnboK. Korga ycTpoicTBo
MOAKIIIOUEHO K 06LLeJOCTYNHOM CETU, PEKOMEHIYETCA BKIIOUMTb GYHKLMIO aBTOMATUYECKON
npoBepKn 06HOBNEHWIA, YTOObI CBOEBPEMEHHO NonyYaTb MHOopMaL Mo 06 06HOBREHUAX
NPOLUNBKM, BbIMYLLEHHbIX NPOV3BOAUTENEM.

Mbl npegnaraem Bam 3arpy3nTb U UCMOSIb30BaTb NMOCSIEAHION BEPCUIO KITMEHTCKOrO
nporpaMmMHoro obecnevyeHus.

MenatenbHble, HO He 06A3aTeNbHble peKkomMmeHAaaunun anAa noBbilleHNA YPOBHA ceTeBom

6e30nacHOCTU Ballero yCTpOIﬁCTBa!

1. ®usmnueckas sawmnTa

Mbl npenjiaraém Bam obecneunTb d)l/l3|/|quKyPO 3auunTy yCTpOﬁCTBa, 0CO6EHHO 3TO KacaeTcs

YCTPOWCTB XpaHeHuA. Hanpumep, ycTaHOBUTE YCTPOMCTBO B CreLuanbHoe cepBepHoe

nometieHve nnu wkad ana obopynoBaHWA 1 OpraHM3yiiTe NPOAYMaHHbIA KOHTPOSb JOCTyNa U

Kntouen, 4Tobbl NpefoTBPaTUTL GU3NYECKUIA JLOCTYN K YCTPONCTBY MOCTOPOHHNX U MOBPEXAeHMe

O60pynOBaHI/Iﬂ, HECAaHKUMOHNPOBaAHHOE NoAKITlo4YeHNE CbEMHOI0 HakonnTeNA (HaI'IpI/IMep, USB-

HakonuTena) Unn K nocaiegoBaTtesibHOMY FIOpTy) nT.An.

2. PerynsipHO MeHAITe naponu

Mbl pekomeHayeM perynsapHoO MeHATb Naponu, YToObl YMEHBLUNTb PUCK YrafiblBaHUA WX B3fIOMa.

3. CBoeBpeMeHHO BBeAuTe u o6HoBNANTe nHPopmaumio gna copoca napona

YcTponcTeo noaaepKuneaet oyHKUMIo cbpoca napona. CBoeBpeMeHHO BBeAnTe
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COOTBETCTBYIOLLYI0 MHbOPMaLMIO Ana cOpoca napons, BKoYas agpec e-mail KoHeyHoro
NMonb30BaTeNA U KOHTPOJbHbIe BONPOCh! ANiA cbpoca napons. CBoeBpeMeHHO 06HOBAANTE 3TY
NHpopMaLMIo B Cllyyae ee n3meHeHus. MNpu BBoe KOHTPOJIbHBIX BOMPOCOB 1A cbpoca napons
pekomeHayeTca n3beraTb TakmMx, KOTOPblE MOXHO JIerkKo yrafatb.
4. TMonb3yntecb PpyHKLUMENn GNOKNPOBKMN aKKayHTa
OyHKLMA BNIOKMPOBKM aKKayHTa BKJIlOUYEHa NO YMOSTYaHUIO, U Mbl PEKOMEHAYEM BaM OCTaBUTb ee
BK/IOYEHHOW, YTOObI rapaHTUPOBaTb 6€30MacHOCTb akKayHTa. EC/iv 3/10yMblLWNEHHUK HECKONBbKO
pa3 nonbiTaeTCcA BOWTU B CUCTEMY C HENPaBU/IbHbIM MAPOJIEM, COOTBETCTBYIOLLMIA aKKayHT 1
ncxopawmii IP-agpec 6yayT 3ab10KMpPOBaHbI.
5. N3meHuTe nopt HTTP no ymonuaHuio n gpyrue cny»ke6Hble nopTbl
Mbl npepnaraem Bam n3ameHnUTb nopTbl HTTP 1 gpyrux cny»6 no ymonuaHmio Ha ftoboe 3HaueHne
B Anana3oHe oT 1024 fo 65535, UTobbl CHM3UTb PUCK TOFO, YTO MOCTOPOHHME CMOTYT YraaaTb,
Kakue nopTbl Bbl UCMONb3yeTe.
6. BkniouuTte npotokon HTTPS
Mbl npepnaraem Bam BKNOUNTb NpoTokon HTTPS, utobbl Bbl NOAKIOYaNUCh K Be6-nHTepdeiicy
Mo 3alMLLEeHHOMY KaHainy CBA3WN.
7. Mpusaska MAC-appeca
Mbi pekomeHgyem Bam NpueA3saTh IP-agpec n MAC-agpec winto3a K yCTPOMCTBY, UTO CHU3UT PUCK
ataku Tmuna ARP-spoofing.
8. HasHauvailTe aKKayHTbl M npaBa OCTyna pasyMHO
B cooTtBeTCTBMM C NOTPEOHOCTAMM Balleln AeATENbHOCTU U aiMUHUCTPUPOBAHNA pa3yMHO
f06aBnAnTe Nonb3oBaTesell 1 HazHavyanTe UM MUHMMANbHO HeobXxoaNMbI Habop Npas gocTyna.
9. OTKNIOUMNTE HeHYXKHble CYXK6bl M NCNONb3yTe 6e30MNacHble NPOTOKObI
[lnAa CHUXKeHMA PUCKOB pekoMeHAYyeTCA OTKIoUaTb Takune ayx6bl, kak SNMP, SMTP, UPnP nt.4.,
€C/IM OHW He UCMOSb3YIOTCA.
HacTosTenbHO pekoMeHayeTca NCcnosib3oBaTb 6e3onacHble peann3almm NpoTOKOMOB, BKOYas,
NMOMMUMO NpPOoYeEro, cregyowue:
e SNMP: BbibepuTe npotokon SNMP v3 1 HacTpoliTe HafiexHble Napony WrdpoBaHUa 1 Naponu
ayTeHTUdMKaumu.
o SMTP: BbibepuTe NnpoTokon TLS ans f4ocTyna K noYToBOMY CepBepy.
e FTP: BbibepuTe npoTokon SFTP u ycTtaHOBUTE HafiexHble Naponu.
e Touka goctyna Wi-Fi: BbibepuTe pexxum wndpposaHusa WPA2-PSK n yctaHOBUTe HafiexHble
naponu.
10. WindppoBaHne ayano n Bugeo0
Ecnu cogepxrmoe Balimx ayamo- 1 BuaeoaaHHbIX O4eHb BaxKHO 1in KoHbuaeHUnanbHO, Mbl
peKkoMeHayeM BaM 1CNoSb30BaTb GYHKUMIO WNdpPOBaHMSA, YTOObI CH3UTb PUCK MOXULLEHMWSA
ayano- 1 BMAEOZaHHbIX BO BpeMA nepegayn.
BHuMaHme: dyHKUMSA WwindpoBaHMA Npu nepefaye AaHHbIX TPEBGYET BbIUNCINTENbHBIX PECYPCOB
npuBegeT K HEKOTOPOMY CHUXKEHMIO 3GPEKTUBHOCTY Nepeayun AaHHbIX.
11. AypnT 6e3onacHocTn
e [IpoBepAiTe NoNb30BaTeNEN, BbIMOMHUBLLMX BXOZ, Ha YCTPONCTBO: Mbl NpegnaraemM Bam
perynspHoO NpoBepsTb NOSIb30BaTENEN, BbIMOMHMBLUMX BXOZ Ha YCTPOWCTBO, UTOObI
OTCNEeXNBaTb HECAHKLNOHUPOBAHHbIN JOCTYM.
e [IpoBepanTe KypHanbl yCTPOMCTBA: MPOCMaTPMBasA »KypPHarbl, Bbl MOXeTe y3HaTb IP-agpeca,
KOTOpble NCNOJIb30BaNUCh A1 BXOA4A Ha BallW YCTPOWCTBA, U OTCNIEXNBaTb OCHOBHbIE
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NencTBMsA Nonb3oBaTenen.

12. CeTeBOWM XKypHan

M3-3a orpaHnyeHHOro o6bema NamaTy YCTPOMCTBA KOMUYECTBO 3anuceli B XXypHanax

orpaHuyeHo. Eciiv Bam Heo6X0MMO COXPaHATb 3anmncy XypHana 3a AnUTeNbHbINA neprop

BpPEMEHU, PEKOMEHAYETCA BKIOUNTb GYHKLIMIO CETEBOIO XKYpPHana, 4Tobbl obecneuntb

CMHXPOHM3aLMIO BaXKHbIX XYPHaJI0B C CEpPBEPOM CETEBbIX XYPHaNoB ANA OTC/IeXNBaHMWA.

13. CozpaitTe 6e30nacHylo ceTeBYIO cpeay

YT06bI 3P deKTrBHEE 06ecneunTb 6E30MACHOCTb YCTPONCTBA M CHU3UTb MOTEHLMANIbHbIE PUCKM

Knbepbe3onacHOCTH, Mbl peKOMeHAYeM CrieayioLLee:

e OTknounTe GYHKUMIO Npeobpa3oBaHUA NOPTOB Ha MapLIPYTU3aToOpe, YTOObI UCKIIOYNTD
NPAMOW JOCTyMa K YCTPOMCTBaM JIOKaJIbHOW CETU N3 BHELLUHEN CETU.

e (CeTb JO/MKHa ObITb CErMEHTUPOBaHa 1 N30/IPOBaHa B COOTBETCTBUM C GpaKTMUECKUMUN
noTpebHocTAMU 06MeHa AaHHbIMU B Held. Ecnun HeT TpeboBaHWIn K opraH13aumm CBasun mexay
ABYMA nofgceTamu, npegnaraetca ucnonb3osaTtb VLAN v gpyrue texHonorum ans
CEerMeHTUPOBAHMA CETU, YTOObI JOOUTLCA N30NALMUN CETEN.

e llcnonb3yiTe NPOTOKON KOHTPONA JOCTyNa U ayTeHTuduKaumm 802.1X, UTobbl CHA3UTbL PUCK
HeCcaHKLVOHMPOBaHHOIO AOCTYMa B IOKaNbHbIX CETAX.

e Bxnounte PpyHKUMIO dunbTpaumm IP-agpecos n MAC-agpecoB, YToObl OrpaHMUNTb AMana3oH
a[lpecoB, C KOTOPbIX Pa3peLLeH AOCTYN K YCTPOWCTBY.

JononHuTtenbHaa nHopmayma

Mocetute LleHTp pearmpoBaHus Ha ype3BblyaiHble CUTyaummn Ha oduumanbHom Beb-caiite Dahua,
LITO6!:>I O3HAKOMUTbCA C yBE,D,OMJ'IeHVIFIMVI (o] 6E3OI'IaCHOCTVI n nocnegHNMM peKOMeHﬂaLI,I/IFIMVI no
6e30MacHOCTU.
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