MNMpuka3 PenepanbHON CRYXObl NO TEXHUYECKOMY U IKCMOPTHOMY KOHTPOISIO OT 25
aekaops 2017 r. N 239 "O6 yTBepxaeHuu TpeboBaHMN No obecrnevyeHUo 6e3onacHOCTU
3Ha4YUMbIX OO BEKTOB KPUTUYECKOMU MH(pOopMaLMOHHON MHpacTpyKTypbl Poccumnckon
Penepauun” (c UI3BMEHEHUAMN N AONONHEHUAMMN)

B cootBercTBUU ¢ NYHKTOM 4 4actn 3 ctatbn 6 denepanpHoro 3akoHa or 26 wmrons 2017 T
N 187-®3 "O Ge3omacHOCTH KpUTHUYECKON HH(POpMaAIIMOHHON HHPpacTpyKTyphl Poccuiickoii @enepanuu”
(Cobpanue 3akonomarenscTBa Poccutickoit deneparuu, 2017, N 31, ct. 4736) npukasbiBaro:

YTBepauTh mpuiaraeMeie 1peboBaHus Mo OOECHeUeHHI0 O0e30MacHOCTH 3HAYUMBIX OOBEKTOB
KpUTHYECKON MHPOpMaIIMOHHOK HHppacTpyKTypsl Poccuiickoit deneparumn.

Hupextop DenepanbHOi CIIyKObI TIO B. Cenun
TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO

3apeructpupoBano B Muntocte PO 26 mapra 2018 1.
Peructparmonnsiii N 50524

YTBEPXOEHDbI
npukasom PCTIK Poccuu
ot 25 pekabps 2017 r. N 239

TpeOoBanus
1o o0ecrnevYeHu10 0e30MACHOCTH 3HAYMMBbIX 00bEeKTOB KPUTHYECKOH MH(OPMAIITUOHHOM
uHppacTpykTypbl Poccuiickoit Penepauuu

I. O01ue moJ10KeHus

1. Hacrosimue TpeGoBanust pazpabotadsl B cooTBeTcTBHE ¢ PefepanbHbiM 3aKOHOM oT 26 Ui
2017 . N 187-®@3 "O 0Oe3omacHOCTH KpUTHUECKOW WHGPOpPMALMOHHOW HHpacTpykTypsl Poccuiickoi
Oenepanuu" U HampaBieHbl Ha oOecleYeHHEe YCTOMYMBOrO (YHKIIMOHUPOBAHUS 3HAYMMBIX OOBEKTOB
KpUTHYECKOH MHpOpMamonHoi nHppacTpykTypsl Poccuiickoit @eneparun (J1anee - 3Ha4uMble 0OBEKTHI,
KpuTHueckas nHopmanroHHass UHOPACTPYKTypa) MpHU MPOBEICHUH B OTHOIIEHWH HUX KOMIBIOTEPHBIX
aTak.

2. JleiictBue Hactosamux TpeOoBaHWil pacmpocTpaHseTcs Ha HWHPOPMAIMOHHBIE CHCTEMBI,
ABTOMATU3MPOBAHHBIE CUCTEMBI yIpaBICHUS, WH()OPMAIMOHHO-TEICKOMMYHHUKAIIMOHHBIE CETH, KOTOPBIC
OTHECEHBI K 3HAYUMBbIM 00BEKTaM KpUTHUECKO MH()OpMAaLMOHHONW MHPPACTPYKTYPHI B COOTBETCTBUH CO
cratbenn 7 ®denepanbHoro 3akoHa ot 26 wmrois 2017 1. N 187-®3 "O 06e30macHOCTH KPUTHYECKOM
uHpopMarmonHoi uHppacTpykrypsl Poccuiickoit denepanun".

3. Ilo pemenuto cyObeKTa KPUTHYECKOW HWH(POPMAIMOHHON HWH(PPACTPYKTYpPHl HACTOAIINE
TpeboBanusi MOTYT TPUMEHSATHCA JUIsI  oOOecmeueHus: Oe30MacHOCTH  OOBEKTOB — KPUTHUYECKOM
nH(pOpMaIMOHHOW HHPPACTPYKTYPHI, HE OTHECEHHBIX K 3HAYMMBIM 0ObEKTaM.

4. ObecnieueHre 06€30MAaCHOCTH 3HAYUMBIX OOBEKTOB, B KOTOPBIX 0oOpabarkiBaeTcsi MH(popMarms,
COCTAaBJISIIOIIAsl TOCYIAPCTBEHHYIO TaifHy, OCYILECTBISETCS B COOTBETCTBUU C 3aKOHOAATENbCTBOM
Poccuiickont denepanuu 0 roCy1apCTBEHHON TalHe.

5. Jlna oGecreueHust 0€30MaCHOCTH 3HAYUMBIX OOBEKTOB, SIBJISIONIMXCS HH(GOPMAIIMOHHBIMU
CHCTEMaMH TEePCOHAIBHBIX JaHHBIX, HAcTosue TpeOoBaHUS TMPUMEHSIOTCS ¢ ydeToM |peboBaHUn x
3alUTe TEePCOHANBHBIX NaHHBIX TpPU HUX O0paboTke B HHQPOPMAIMOHHBIX CUCTEMAaxX MEPCOHAIBHBIX
JAHHBIX, YTBEPKICHHBIX NOCTaHoBMeHneMm IlpasurenscTBa Poccuiickoit @enepanuu ot 1 HOsOps 2012 1
N 1119 (Co6panue 3akoHomarenbcTBa Poccuiickoit denepanuu, 2012, N 45, cT. 6257).

s obecriedeHnst O€30MACHOCTH 3HAYMMBIX OOBEKTOB, SIBIISIOIIAXCS TOCYIapCTBEHHBIMU
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UH()OPMAIIMOHHBIMU CHUCTEMaMH, HACTOsIIHEe TpeOOBaHUS MPUMEHSIIOTCS ¢ ydeToM [peboBaHun o
3amuTe MH(GOpPMAlUK, HE COCTABIAIOIIEH rOCylapCTBEHHYIO TalHy, cOlEeprKalleicsl B roCyAapCTBEHHBIX
MH(POPMALIMOHHBIX CHUCTeMaX, yTBepkaeHHbIX NpukazoM ®CTIK Poccum ot 11 ¢epans 2013 . N 17
(3apeructpupoBan MuntoctoM Poccun 31 mas 2013 1., peructpauuonusiii N 28608) (c U3SMEeHeHnaMu,
BHeceHHbIMU MpPUKasom DCTOK Poccum ot 15 deBpans 2017 . N 27 "O BHECeHMHM H3MEHEHHUH B
TpeGoBanust 0 3amuTe HHOPMAIMK, HE COCTABIAIOLICH TOCYIApCTBEHHYIO TaiiHy, colepiaiieiics B
TOCYIapCTBEHHBIX HWH(OPMAIIMOHHBIX cHcTeMaX, yTBepkaeHHble mpukazom DCTOK Poccum ot 11
despasis 2013 . N 17" (3apeructpupoBan Muntoctom Poccun 14 mapra 2017 1., peructpariiOHHBIHA
N 45933).

6. besomacHOCTP  3HAYMMBIX  OOBEKTOB  OOeCIEeUMBAETCS  CyObEKTaMH  KPUTHUYECKOH
nH(popMaImoHHOW HHQPPACTPYKTYpbl B paMKax (YHKIIMOHUPOBAHUSI CHUCTEM OE30MaCHOCTH 3HAYMMBIX
00BEKTOB, CO3/IaBAEMbIX CYOBEKTaMHM KPUTHUYECKOH MH(OpMAIIMOHHON HH(PACTPYKTYpHl B COOTBETCTBUH
co ctatben 10 denepanbroro 3akona ot 26 utons 2017 r. N 187-03 "O 06e30macHOCTH KPUTHYECKOH
nH(popMamoHHON HHPpacTpykTypsl Poccuiickoit @enepannn'.

I1. TpeOoBanusi Kk obecnevyeHNI0 0€30NMACHOCTH B X0/€¢ CO3JaHHUsA, IKCILNIYaTallid M BbIBOJA U3
IKCIVIyaTallu 3SHAYUMbBIX 00bEKTOB

7. OGecrnieyeHrne 0O€30MACHOCTH 3HAYMMBIX OOBEKTOB SBIISETCS COCTaBHOM YacThio pPaboOT Mo
CO3/IaHUI0 (MOJIEPHU3ALMHU, MIPU KOTOPOW HM3MEHSETCSl apXUTEKTypa 3HAYMMOIro OObeKTa, B TOM 4YHCIIE
MOJICUCTEMA €ro O€30IaCHOCTH, B COOTBETCTBUU C OT/EIbHBIM TEXHUYECKUM 3a/laHUEeM Ha MOJICpHHU3AIIHNIO
3HaYMMOro oObeKkTa M (WJIM) TEXHUYECKUM 3aJlaHueM (YacTHBIM TEXHUYECKHUM 3aJaHheM) Ha
MOJICpHHU3AIMIO MOJICUCTEMBI 0€30IaCHOCTH 3HAUUMOI0 O0BEKTa (Aajee - MOJIEPHU3ALUS), IKCILTyaTalluu
U BBbIBOJAa M3 JKCIUTyaTallud 3HAuYMMBIX OO0BEKTOB. Mepbl mo obecriedeHnio 0e30MacHOCTH 3HAYMMBbIX
00BEKTOB MPUHUMAIOTCS Ha BCEX CTAAMAX (dTanax) uX KU3HEHHOTO IHKIIA.

8. Ha cragmsax (sTamax) »H3HEHHOTO IMKJIa B XOJ€ CO3/aHus (MOJEPHM3AINH), SKCIUTyaTallud U
BBIBO/Ia U3 SKCIUTYaTallMi 3HAYUMOTO 00bEKTa POBOAATCS:

a) yCTaHOBJIEHUE TPeOOBaHU K 00ECIIEYCHUIO OE30TTaCHOCTH 3HAYMMOTO OOBEKTa;

0) pa3paboTKa OpraHU3aIMOHHBIX U TEXHUYECKUX MEp M0 00eCedeHnI0 0e301acHOCTH 3HaYUMOTO
00BEKTA;

B) BHEJPEHHE OPraHU3aIMOHHBIX M TEXHUUECKUX MEp M0 0OecreueHnio 0e30MacHOCTH 3HaYNMOTO
00BEKTa ¥ BBOJ €T0 B JIEIiCTBUE;

r) obecrniedeHre 0€30MacCHOCTH 3HAYUMOT0 OOBEKTa B XOJIE €T0 IKCILTyaTaluH;

1) obecrieueHre 0€30MacHOCTH 3HAUMMOT0 OOBEKTa TP BBIBOJIE €T0 U3 IKCILTyaTalluH.

PesynbTarhl peanu3anuyu MEpONPUATHH, TPOBOAUMBIX Ul oOecredeHus] 6e30MacCHOCTH 3HAYNMOTO
00beKTa Ha CTaJAMAX (dTamax) ero »KM3HEHHOTO IUKJIA, MOJUIeKaT TOKyMeHTupoBaHuto. CoctaB U GpopMbl
JIOKYMEHTOB OTIPEJIENIAIOTCS CYOBEKTOM KPUTHUYECKOH MH(OPMAIMOHHON HH(PACTPYKTYPHI.

9. Jlns 3HAYUMBIX OOBEKTOB, HAXOMSALIMXCS B dKCIUTyaTallMH, Hactosimue TpeOoBaHUS MOMJIEKaT
peanu3any B paMKax MOJAEPHM3ALMU MM JIOOCHAIIEHUS IMOJCUCTEM O€30MacHOCTH SKCIUTyaTHPYEMBIX
3HaYMMBIX 00bEKTOB. MojepHU3alus Wik AOOCHAIIEHUE MOJICUCTEM O€30MacCHOCTH 3HAYMMBIX OOBEKTOB
OCYILECTBIIIETCS B TOPSJIKE, YCTAHOBJICHHOM HACTOAIIMMU TpeOOBaHUSAMH JJIsi CO3/1aHUS 3HAYUMBIX
O0OBEKTOB M UX TOJCUCTEM O€30MacHOCTH, C YYE€TOM HMEIOIIUXCS y CYObEKTOB KPHUTHYECKOU
MHPOPMALIMOHHOW HMHQPACTPYKTYpbl MporpamMM (IUIAHOB) IO MOAEPHHM3AIMU WM JIOOCHAILEHHIO
3HAYUMBIX OOBEKTOB.

YeranoBiienne TpeGoOBaHUIl K 00ecnedeHNI0 0e30MIACHOCTH 3HAYMMOI0 00beKTa

10. 3aganue TpebGoBaHMII K OOECHEUEHHI0 OE30MaCHOCTH 3HAYMMOIO OOBEKTa OCYIIECTBISETCS
CYOBEKTOM KpUTHUYECKON HH(POpPMAIIMOHHONH HH(pAcTpyKTypsl M (WJIM) JIMIOM, YCTaHABIMBAIOLIUM
TpeboBaHUsI K oOecledyeHnto Oe30MacHOCTH 3HAaYMMbIX OOBEKTOB, B COOTBETCTBUM C KaTeropuei
3HAQYMMOCTH 3HAYUMOTO0 OOBEKTa, ONpENEeIICHHOM B TMOpsJAKe, YCTaHOBIEHHOM [lpaBunamm
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KaTeropupoBaHusi OOBEKTOB KPUTHUECKON MHGOpMAIIMOHHON MH(MpacTpyKTyphl Poccuiickort denepanum,
yTBEpKJICHHbIMH MNOCTaHoBMeHneM IlIpaButenbctBa Poccuiickoit ®enepamuu ot 8 deBpans 2018
N 127 "OO6 yrBepxkaenun IlpaBui KaTeropupoBaHUs OOBEKTOB KPUTUYECKOM WH(POPMALMOHHOM
uHppactpyktypsl Poccuiickoit ®@enepanuu, a Takke IepeyHs IOKa3zaTelie KpUTEPUEB 3HAYUMOCTH
00BEKTOB KpHUTHYECKOW uHpopMarmonHo wuHppacTpykTypsl Poccuiickoii ®enepauun" (Cobpanue
3akoHonarenbcTBa Poccuiickoit deneparuu, 2018, N 8, ct. 1204).

TpeGoBanust k obecnieyeHHI0 OE30MACHOCTH BKIIOUAIOTCS B TEXHUYECKOE 33/1aHUE HA CO3/1aHUe
3HaYMMOro OO0BbeKTa W (WIM) TEXHUYECKOoe 3aJaHue (4acTHOE TEXHUYECKOe 3aJaHHe) Ha CO3JaHue
IIOJICUCTEMBI O€30I1ACHOCTH 3HAYMMOI0 OOBEKTA, KOTOPBIE TOJKHBI COAECPKATh:

a) 1Ieb ¥ 3a7ja4u o0ecreueHus: 6e30MacHOCTH 3HAYMMOT0 00BEKTa WIIH MOICUCTEMBI 0€30IaCHOCTH
3HAYUMOTI'0 O0OBEKTA;

0) KaTeropuio 3HAYMMOCTH 3HAYUMOTO OOBEKTA;

B) IlepeueHb HOPMATHBHBIX IPABOBBIX AKTOB, METOIMYECKHX JOKYMEHTOB M HAIlMOHAIBHBIX
CTaH/IapTOB, KOTOPBIM JOJKEH COOTBETCTBOBATH 3HAYUMBIN OOBEKT;

I') IepeueHb TUTIOB OOBEKTOB 3aIUTH 3HAYMMOT0 00BEKTa;

1) TpeOOBaHUSA K OPraHU3alMOHHBIM M TEXHUYECKUM MepaM, MPUMEHSEMBIM Uid OOecreyeHUs
0€301acHOCTH 3HAYUMOTO OOBEKTa;

€) craaum (dTamsl padoT) CO3AaHMS TOJCUCTEMBI 0€30IMAaCHOCTH 3HAYUMOT0 00BEKTA;

K) TpeOOBaHMs K MPUMEHSIEMBIM MPOrPAaMMHBIM U IPOTPaMMHO-ANIAPATHBIM CPEICTBaM, B TOM
YHclie CPeACTBAM 3aIlUThl HH(OpMaLUY;

3) TpebOBaHMS K 3alIUTE CPEACTB U CHCTEM, 00ecneyuBaromuX (HyHKIMOHMPOBAHUE 3HAYUMOTO
o0bekTa (obecneunBaroIet HHPPACTPYKTYpe);

1) TpeOoBaHus K MH(POPMAIIMOHHOMY B3aUMOACHUCTBUIO 3HAYMMOTO OOBEKTa C MHBIMU OOBbEKTaMHU
KPUTHYECKON HHGPOPMAIIMOHHON HHQPPACTPYKTYphl, a TaKKe HWHBIMH HH()OPMALMOHHBIMU CHUCTEMaMH,
aBTOMaTH3MPOBAHHBIMUA CHUCTEMaMH yIpaBICHUs WIM HHPOPMALMOHHO-TEIEKOMMYHUKAITMOHHBIMHU
CEeTSIMH;

K) TpeOOBaHHS K COCTaBy M COJEP)KAHUIO JIOKyMEHTalluu, pa3padaTbiBaeéMOil B XOA€ CO3JaHus
3HaYMMOT0 OOBEKTA.

B ciydae ecnu 3HauMMBIH OOBEKT CO3JaeTCA B paMKax OObEKTa KalMTaJIbHOTO CTPOUTENHCTBA,
TpeboBaHUs K oOOecrneyeHHIo Oe30MacHOCTH 3HAUMMOro OO0bEKTa 3a/JaloTcs  3acCTPOMIIMKOM H
oopmisiIoTcss B BHAEC NPWIOKEHHS K 33JaHUI0 HAa TPOCKTUPOBAHHE (PEKOHCTPYKIHIO) OOBEKTa
KaIllUTaJIbHOTO CTPOUTEILCTRA.

[Tpu onpenenennn TpebOBaHMIA K 00eCIIeueHUI0 0€30MacCHOCTH 3HAYMMOTO OObEKTa YUHUTHIBAIOTCS
MIOJIOKEHHSI OPraHU3aLMOHHO-PACTIOPAIUTENBHBIX JOKYMEHTOB 0 00ecredeHHI0 0€30MacCHOCTH 3HAYMMBbIX
00BEKTOB, pa3padaTbiBaeMbIX CYOBEKTaMHU KPUTHYECKOH HWH(POPMAIIMOHHOW WHQPPACTPYKTYphl B
COOTBETCTBHH C TPEOOBaHUAMH K CO3JaHUIO CHCTEM 0E€30MaCHOCTH 3HAYUMBIX OOBEKTOB U 00ECIeUEHUIO
X (YHKIMOHUPOBAHUS, YTBEPXKICHHBIMH B COOTBETCTBUM C MYHKTOM 4 yactu 3 cratbn 6
®denepanpHoro 3akoHa OT 26 mromst 2017 . N 187-D3 "O 6e30macHOCTH KPUTHIECKOM MH(DOPMAITMOHHON
uHdppacTpykTypbl Poccuiickoii @enepanun” (anee - opraHu3aliOHHO-PACTIOPAIUTEIbHbBIE TJOKYMEHTHI 110
0€301aCHOCTH 3HAYMMBIX OOBEKTOB).

Pa3paboTka opranu3anMOHHBIX M TEXHMYECKHUX Mep 0 ofecnedeHn 0 0€30MaCHOCTH 3HAYUMOI0
o0neKTa

11. Pa3paboTka OpraHu3allMOHHBIX M TEXHUYECKUX MEp IO OO0ECIEeYeHUI0 OE30MacHOCTH
3HaYMMOT0 OOBEKTa OCYIIECTBIIAECTCA CYObEKTOM KpPUTHYECKONM HH(POPMALMOHHOW UHGPPACTPYKTYpPHI U
(wniu) J5UIIOM, TPUBJIEKAEMbIM B COOTBETCTBUM C 3aKOHOAATeNnbCcTBOM Poccuiickoir ®Denepanuu K
MPOBENCHUIO PA0OT MO CcO37AaHUI0 (MOIEPHHU3AIMH) 3HAYMMOro OOBbekTa W (WIH) OOECIICUCHUIO €ro
0€30MMacHOCTH, B COOTBETCTBHHM C TEXHHYCCKHMM 3aJaHHEM Ha CO3JaHUE 3HAYUMOTO OOBbEeKTa M (WIIN)
TEXHUYECKUM 3aJJaHUEeM (JaCTHBIM TEXHMYECKHM 3a/laHueM) Ha CO3JaHUE IOJICUCTEMBbI OE30MaCHOCTH
3HAYMMOT0 OOBEKTA U JOJDKHA BKITIOYATH:

a) aHanmu3 yrpo3 0e30MacHOCTH HHPOpPMALMU U pa3paboTKy MOJAEIN YIrpo3 O0e30MacHOCTH
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nH(popMaIuu WK ee yToYHeHue (Mpy €€ HaJTUIHH ),

0) IPOEKTUPOBAHHE MOJCUCTEMBI O€30ITACHOCTH 3HAUUMOTO O0OBEKTA,

B) pa3paboTKy paboueit (IKCILTyaTallMOHHOHN) MOKyMEHTAIlMM HAa 3HAYUMBIM OOBEKT (B 4YacTH
obecriedeHus ero 6e30MacHOCTH).

Pa3pabarbiBaeMble OpraHM3aIl[MOHHBIE M TEXHHYECKHE Mephl MO OoOecledeHHt0 0e30macHOCTH
3HAUUMOTO OOBEKTa HE JOJDKHBI OKa3bIBaTh HETATHBHOTO BIUSHMSA HAa CO3MaHWE M (PYHKIIMOHHPOBAHWE
3HaYMMOT0 O0OBEKTA.

[Ipu pa3paboTke OpPraHM3alMOHHBIX W TEXHHUYECKUX Mep IO OOEeCIeYeHHI0 Oe30MacHOCTH
3HaYMMOTr0 OOBEKTa YYHUTHIBAE€TCA €ro HWH(GOPMAIMOHHOE B3aMMOJACWUCTBHE C WHBIMH OOBEKTaMHU
KPUTHYECKOHN UHPOPMAITHOHHON UHPPACTPYKTYPHI, MH(POPMALIMOHHBIMU CUCTEMAaMH,
aBTOMATU3MPOBAHHBIMU CHCTEMaMHU YIOpPaBIEHUS WM HHGOPMAIMOHHO-TEIEKOMMYHHUKAIITHOHHBIMU
CEeTSAMHU.

11.1. Lenpto aHammza yrpo3 0Oe30macHOCTH HMH(MOPMAIMU SIBISETCS OMpeAeNieHHE BO3MOMXKHBIX
CIocO0OB peanu3anuu  (BO3HUKHOBEHUS) yrpo3 0e30MacHOCTH WHQPOpMAIMK W TOCICACTBUA UX
peanuzany (BO3HUKHOBEHHSI) C YYETOM COCTaBa IOJIb30BaTelled M MX IOJHOMOYMMA, MPOTPAMMHBIX U
MIPOTPaMMHO-aNIapaTHBIX CPEICTB, B3AaUMOCBS3€H KOMIIOHEHTOB 3HAYMMOTO OOBEKTa, B3aMMOJICHCTBHUS C
UHBIMH O0bEKTaMH KPUTHYECKOW MH(POpMaLMOHHONW MH(PACTPYKTYphl, HHOOPMALIMOHHBIMU CUCTEMAaMH,
aBTOMAaTH3MPOBAHHBIMU CHCTEMaMH YTPaBICHUs, WHPOPMALNOHHO-TEIIEKOMMYHUKAITHOHHBIMU CETIMHU
(mamee - apXWTEKTypa 3HAYUMOTO OOBEKTa), a TaKke OCOOCHHOCTEH (YHKIIMOHUPOBAHUS 3HAYMMOIO
o0ObeKTa.

AHanu3 yrpo3 6e30macHOCTH HHPOPMAIIUU JOKEH BKIIOYATh:

a) BBISBICHHWE HCTOYHHKOB Yyrpo3 0e30macHOCTH WH(POPMALMU U OLEHKY BO3MOXKHOCTEH
(moTeHIMana) BHEIIHUX U BHYTPEHHUX HApYLIUTENEH;

0) aHamM3 BO3MOXKHBIX YSI3BUMOCTEH 3HAYMMOTO OOBEKTa W €ro MpOrpaMMHBIX, MPOTPAMMHO-
anmapaTHbIX CPEJICTB;

B) ONpeneNeHne BO3MOXHBIX CIOCOOOB (ClieHapHWeB) peain3anuu (BOZHUKHOBEHHUsS) YIpo3
0e30macHOCTH HH(POPMAIINH;

I) OLIEHKY BO3MOXHBIX MOCIEICTBUI OT peann3anuu (BO3HUKHOBEHHUS) yrpo3 0e30MacHOCTH
nHpopmauu.

B kauecTBe MCXOHBIX JAHHBIX JJIsl aHAIK3a yTPpo3 0€30MacHOCTH WH(POPMALIUU HCTIONB3yeTCsl OaHK
JTaHHBIX yrpo3 Oe3omacHocTn WH(MOpMmaruu, BeneHue koroporo ocymiectsisercs ®CTOK Poccum B
COOTBETCTBHH ¢ NOANYHKTOM 21 nyHKTa 8 Ilonoxkenus o DenepanbHOil CIyKOe MO TEXHHYECKOMY U
IKCIIOPTHOMY KOHTPOIIIO, yTBepxkIeHHOro YKa3oM Ilpesupenta Poccuiickoit denepanun ot 16 aBrycra
2004 1. N 1085 (Cobpanue 3akonomarenbctBa Poccuiickoit @enepamuu, 2004, N 34, ct. 3541; 2006, N 49,
ct. 5192; 2008, N 43, ct. 4921; N 47, c1. 5431; 2012, N 7, ct. 818; 2013, N 26, ct. 3314; N 53, ct. 7137;
2014, N 36, ct. 4833; N 44, ct. 6041; 2015, N 4, cT. 641; 2016, N 1, cT. 211; 2017, N 48, cT. 7198) (nanee -
06ank maHHbBIX yrpo3 OeszomacHoctu uHpopmamun OCTIK Poccum), a Takke HMCTOYHHMKH, COAEPIKAIINE
WHBIE CBEJCHUS 00 YSI3BUMOCTSIX U yrpo3ax 0€30MacHOCTH UH(DOPMALIUK.

[lo pesynapraTam anHanmu3a yrpo3 Oe3omacHOCTH HH(OpPMANMM MOTYT OBITH pa3padoTaHbI
pPEKOMEHJAIMA [0  KOPPEKTUPOBKE apXUTEKTyphl 3HAYUMOro OObEKTa M  OpraHU3alMOHHO-
pacropsaUTENbHBIX JOKYMEHTOB 10 0€30MaCHOCTH 3HAYUMBIX OOBEKTOB, HaIIPABJICHHBIC Ha OJIOKMPOBAHNE
(HeHTpaNIn3aIuio) OTACIBHBIX YTPo3 0€301MaCHOCTH HH(POPMAIIUH.

Mopnenb yrpo3 6e30nacHOCTH MH(pOpMAIMK TOJDKHA COJEPIKATh KPATKOE OMHCAHUE apXUTEKTYPHI
3HaYMMOT0 OOBEKTa, XapaKTEPUCTHKY HCTOYHHUKOB Yrpo3 Oe3omacHOoCTH WHGOpMAIH, B TOM YHUCIE
MOJIETTb HAPYUIUTENsI, U OMHUCAaHUE BCEX Yrpo3 0e30macHOCTH MH(POPMAINH, aKTYaJbHBIX JUIsl 3HAYMMOTO
00beKTa.

Omnwucanue Kaxa0i yrpo3sl 6€30MacHOCTH HHPOPMAIIUH TOTKHO BKIIFOYATh:

a) ICTOYHHK yrpo3bl 0€301MacHOCTH HH(pOpMAITUH;

0) ys3BUMOCTH (OIIMOKH), KOTOPBIE MOTYT OBITh MCIIOJIb30BAHBI JJIsI peain3aiuu (CriocoOCTBOBATh
BO3HUKHOBEHUIO) YIpO3bl 0€30MacHOCTU HH(OpMaIUY;

B) BO3MOXHBIE CIIOCOOBI (CIICHAPUH) peaM3aliK YyTPO3bl 0€30MaCHOCTH HH(POPMAIIHH;

I) BO3MOXHBIE TMIOCJIEACTBUS OT pealu3auud (BO3HUKHOBEHHS) yIrpo3bl 0€30IacHOCTH
uHpOpMaLUH.
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Mogens yrpo3 6e3onmacHOCTH MH(OPMALUU MOXKET pa3paldaThiBaThCs I HECKOIBKUX 3HAUMMBIX
O00bEKTOB, HMEIOMIMX OJMHAKOBBIE II€JM CO3JaHUS W apXUTEKTypy, a TaKXe THUIOBBIE YIPO3BI
0e30macHOCTH MHPOPMAIIHH.

Jlnst onipeneneHus yrpo3 0e30macHOCTH WHGOPMAIMK U pa3pabOTKU MOJIETH Yrpo3 0e30MacHOCTH
uH(bOpMaAIUU JTOJKHBI TPUMEHSTHCS METOIWYECKHE JOKYMEHTBI, pa3paOOTaHHbIE U YTBEPHKICHHBIE
®CTIK Poccum B coorBeTcTBHH ¢ NOAMYHKTOM 4 nyHkTa 8 Ilonoxenus o denepanbHoOl CiIy:xOe 10
TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOJIIO, yTBepiKaAeHHOTo YKa3oM [Ipesunenta Poccuiickoii ®enepannun
ot 16 aBrycrta 2004 . N 1085.

11.2. IIpoexTrpoBaHuE MOACUCTEMBI O€30MAaCHOCTH 3HAYMMOTO OOBEKTa JOKHO OCYIIECTBISTHCS
B COOTBETCTBUU C TEXHMUYECKHM 3aJaHHMEM Ha CO3/laHHWe 3HAYMMOro O0BbeKTa W (WJIM) TEXHUYECKUM
3ajaHueM (YacTHBIM TEXHMYECKUM 33/]aHMEM) Ha CO3JaHHE IOJCHCTEMBbl O€30MacHOCTH 3HAYUMOTO
00bEeKTa C Y4YETOM MOJENH Yrpo3 0e30macHOCTH HHGOPMAlMU U KaTeropuu 3HAYMMOCTH 3HAYMMOTO
o0beKTa.

[Ipu npoeKTHPOBAHUH MTOJICUCTEMBI OE30MIaCHOCTH 3HAYMMOT0 00bEKTa:

a) OmMpeneysIoTcs CyObeKThl JocTyma (TO0JNb30BaTeNH, MPOIECCHl M MHBIE CYObEKTHI JOCTYyIa) U
0OBEKTHI 10CTYTIA;

0) ompemensAoTCs MOJUTHUKUA YIPABICHHUS JOCTYNOM (IMCKpEIHOHHAs, MaHJaTHas, poJeBasd,
KOMOMHHMPOBAHHAs);

B) ONPEAENSAIOTCS U OOOCHOBBIBAIOTCS OPraHU3aIllMOHHbIE W TEXHHMYECKUE MEpHI, MOMJIekKaIIne
peanuzaiyy B paMKax MMoJICUCTEMbI O€30MMaCHOCTH 3HAYUMOTO 00BEKTa;

I') OINpPEIENSIOTCS BHIABI M TUIBI CPEICTB 3alIUTHl MH(OpMALKU, 00ECIeUNBAIOIINE PEATU3ALUI0
TEXHUYECKHUX Mep Mo obecredeHnio 0€30MacHOCTH 3HAYUMOT0 00BbEKTa;

1) OCYIIECTBIISIETCS BBIOOP CPEINCTB 3aIIMTHl MHPOpMaruu U (WIM) WX pa3padoTKa C y4yeToMm
KaTeropuu 3HAUMMOCTH 3HAYMMOTO OOBEKTa, COBMECTHMMOCTH C MPOTPAMMHBIMH M MPOrPaMMHO-
anmapaTHbIMU CPECTBAMH, BHIIIOTHIEMBIX (DYHKIUI 0€30MacHOCTH M OTPAHUYCHUI Ha HKCILTYaTalHIo;

€) pazpabarbIBaeTCsl apXUTEKTypa MOACUCTEMBI 0€30MaCHOCTH 3HAYMMOro 00BEKTa, BKIIHOUAOIIAS
COCTaB, MECTa YCTAaHOBKH, B3aUMOCBSI3H CPECTB 3aIUTH HH()OpMAIIUH;

K) OmpeAesatoTcs TpeOoBaHMS K MapamMeTpaM HACTPOMKHM NPOrpaMMHBIX M MPOrPaMMHO-
anmapaTHbIX CPEJCTB, BKIIIOYAs CPEICTBA 3aLIUThI HH(OpMAIMK, 00ECIIEYMBAIONINE PEATN3ALUI0 MEP MO
obecrieueHN0 0E€30MAaCHOCTH, OJOKHMpOBaHHE (HEUTpaIU3alMI0) Yrpo3 0e30macHOCTH HHGOPMALMH U
yCTpaHEHHUE YSI3BUMOCTEH 3HAYMMOTO 00BEKTa;

3) ONpeAeNsAoTCS MEPHI 10 00ECIeUeHNI0 0€30IaCHOCTHU TP B3aUMOJICHCTBIUHN 3HAUMMOTO 00BEKTa
C MHBIMH 00BEKTaMU KPUTUYECKOH MH(POPMALIMOHHON HH(PPACTPYKTYPHI, HHOOPMAIIMOHHBIMH CUCTEMaMH,
aBTOMAaTU3UPOBAHHBIMU CHCTEMaMHU YIOpPaBICHUS WM HH(GOPMAIMOHHO-TEIEKOMMYHHUKAIITHOHHBIMU
CEeTSAMU.

B cinydae ecnu B Xole NpPOEKTUPOBAHUS IOACUCTEMBI 0€30MaCHOCTH 3HAYUMOTO OOBEKTa
NPeAyCMOTpeHa pa3paboTka MPOrpaMMHOTO OOECIeUeHHs, B TOM YHCJE MPOrPaMMHOI0O OOecredeHus
CPEICTB 3alUThl HH(pOpMAIUU, Takas pa3padoTKa MPOBOAUTCS B COOTBETCTBHM CO CTaHIapTaMu
0e301acHOM pa3paboTKu MPOrpaMMHOTO 00eCIIeUCHUSI.

Pesynprarel MpoOeKTUPOBAHUS MOJCUCTEMbI O€30MaCHOCTH 3HAYUMOI0 OOBEKTa OTPaKalTCAd B
MPOEKTHON JIOKYMEHTAllMM Ha 3HAYUMBIH OO0BEKT (MojcHcTeMy O€30MacHOCTH 3HAYUMOTO OOBEKTa),
pa3pabaTbhiBaeMOil B COOTBETCTBHM C TEXHHYECKHMM 33JJaHHEM Ha CO3/IaHWE 3HAYMMOIrOo OObeKTa U (WJIN)
TEXHUYECKUM 3a/laHueM (YacTHBIM TEXHUYECKHM 33/IaHHEM) Ha CO3[JaHHE TOJICHUCTEMBI 0OE30MacHOCTH
3HaYMMOT0 OOBEKTA.

B mporecce mpoeKkTUpOBaHMS 3HAYUMOTO OOBEKTa €ro Kareropusi 3HAYMMOCTH MOXKET OBITh
YTOYHEHA.

B nensx TectupoBaHHS MOACHCTEMBI OE30MACHOCTH 3HAYMMOTO OOBEKTa B XO/€ MPOCKTHPOBAHUS
MOKET OCYUIECTBIIATHCS €€ MAaKeTUPOBAHUE WJIM CO3/IaHUE TECTOBOM cpefbl. TecTupoBaHUE JOKHO OBITH
HaIpaBJIEHO Ha:

obecrieueHne paboTOCIIOCOOHOCTH U COBMECTUMOCTH BBIOPAHHBIX CPEICTB 3aIUThI HH(GOPMAIUH C
MPOTPaMMHBIMHU U alllapaTHBIMK CPEACTBAMU 3HAYMMOTO 00BEKTa;

MPAKTHUYECKYI0  OTpaOOTKY BBIMIOJHEHUS CpENCTBAMHU  3aluThl HHQOpManuu  QyHKUUN
0€30IacHOCTH, a TaK)Xe BBIIOJHEHUS TPEOOBAaHUHN 1O Oe30MaCHOCTH, MPEAbABISEMbIX K MPOrPaMMHBIM U
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MIPOrpaMMHO-AIMaPaTHBIM CPEICTBAM, B TOM YHCJIE CPEACTBAaM 3allUThl HH(OPMAIUU, B COOTBETCTBHH C
nyHkramu 27 - 31 Hacrosmux TpeGoBaHwmii;

WCKJTIOUYEHHUE BIMSIHUSI TTOJICUCTEMBI O€30MacCHOCTH Ha (PYHKIIMOHUPOBAHHUE 3HAYMMOT'0 OOBEKTA.

MaxkeTupoBaHUE MOACUCTEMBI OE30MACHOCTH 3HAYUMOIO OOBEKTAa M €€ TECTUPOBAHUE MOXKET
MIPOBOJIUTHCSL C HCIIONB30BAaHUEM CPEACTB M METOJOB MOJAETUPOBAHUS, a TakXKe C HCIOIb30BAHHEM
TEXHOJIOTUH BUPTyaIU3aliH.

[Ipy  mpoexTHpOBaHUM  MOJACUCTEM  O€30MacHOCTH  3HAYMMBIX  OOBEKTOB,  SBISIOLIUXCS
MH(POPMAIIMOHHO-TEIIEKOMMYHUKAIITMOHHBIMU CETAMH, HacTosre TpeOoBaHHS MPUMEHSIOTCA C Y4ETOM
TpeboBaHWI K IPOCKTUPOBAHUIO CETEH AIEKTPOCBSI3H, YTBEPIKACHHBIX NPUKA30M MunkoMcBsi3u Poccun
or 9 mapra 2017 . N 101 (3apeructpupoBan MunroctoM Poccum 31 mas 2017 r., peructparidOHHBIN
N 46915), a Taxke UHBIX HOPMATUBHBIX IPABOBBIX AKTOB (pe/IepaIbHOrO OpraHa UCIIOJHUTEIbHOHN BIACTH,
OCYIIECTBIISONIEro (DYHKIIMH 1O BBIPAOOTKE M peajr3aluy TOCyIapCTBEHHON MOJUTUKUA U HOPMAaTHBHO-
MIPaBOBOMY PETYJIMPOBAHHIO B 00IACTH CBS3H.

11.3. Pa3pabGorka paboueli (9KCIUTyaTallMOHHOW) JOKYMEHTAallUM Ha 3HAYUMBIH OOBEKT
OCYILIECTBIIIETCS. B COOTBETCTBHM C TEXHUYECKUM 3a/laHHMEM Ha CO3JaHHE 3HAYMMOTO OOBbeKTa W (WIIH)
TEXHUYECKUM 3aJJaHUEeM (YaCTHBIM TEXHMYECKHM 3a/laHueM) Ha CO3JaHUE IOJICUCTEMBbI 0E30MaCHOCTH
3HAYUMOT0 00BEKTa Ha OCHOBE NMPOEKTHOW JOKYMEHTAIIHH.

PaGouyas (kcrutyaraniioHHas) TOKyMEHTAIUsl Ha 3HAYUMBIA 00BEKT JI0JIKHA COIEPIKATh!

OIMCAHME APXUTEKTYPhI OACUCTEMBI 0€30IMTIaCHOCTH 3HAYUMOT0 O0BEKTa;

MOPSAOK U TapaMeTpbl HACTPOWKH HPOrpaMMHBIX U MPOTpaMMHO-aNMNapaTHBIX CPEICTB, B TOM
qHcIie CPEACTB 3alUThI HH(pOpMAIUK;

MpaBmJIa SKCIUTyaTallMy IPOTPaMMHBIX U IIPOrPaMMHO-AIIAPATHBIX CPEICTB, B TOM YHCIIE CPEICTB
3anuThl HHGOpMAIUH (ITpaBUiIa OE30MACHON IKCILTyaTaIlHH ).

CocraB u popmbl paboueii (IKCILTyaTaIllMOHHOM) JOKYMEHTAIIUU ONPEAETSIOTCS B COOTBETCTBUU C
TEXHUYECKUM 3aJaHHEeM Ha CO3/aHUe 3HAYMMOIo OObeKTa M (WJIM) TEXHWYECKHUM 33/1aHHEM (YaCTHBIM
TEXHUYECKHUM 3a/laHueM) Ha CO3/IaHHe MOJICUCTEMbI 0€30IIaCHOCTH 3HAYMMOT0 OOBEKTA.

BHeapeHnune opraHu3alMOHHBIX H TEXHUYECKHX Mep 10 o0ecriedyeHu10 0e301acHOCTH 3HAYMMOT0
00LeKTa M BBOJI €r0 B JIelicTBHE

12. BHenpeHue OpraHu3alMOHHBIX M TEXHUYECKMX Mep 1o obecneyeHuio 0e30macHOCTH
3HaYMMOTO OOBEKTa OpPraHU3yeTCs CYOBEKTOM KPUTHUECKON HH(OPMAaMOHHONW HH(PPACTPYKTYyphl B
COOTBETCTBHM C MPOCKTHOH W pabouell (SKCIUTyaTallMOHHOW) TOKYMEHTAIMed Ha 3HAYMMBIA OOBEKT,
CTaHJapTaMH OpraHu3aluil U BKIIOYAET:

a) YCTaHOBKY M HACTPOWKY CpEACTB 3amUThl WHPOPMAIMH, HACTPOWKY MPOTPAMMHBIX U
MIPOrpPaMMHO-AIAPATHBIX CPEICTB;

0) pa3paboTKy OpPraHU3AIMOHHO-PACTIOPSIIUTEBHBIX JOKYMEHTOB, PerIaMEHTHPYIOIIUX MpaBuna
1 npouenypbl obecriedeHust 6€30MaCHOCTH 3HAYUMOTO OOBEKTA;

B) BHEJIPEHUE OPTaHU3AIMOHHBIX MEp MO0 00ECIIEYCHUIO OE30ITaCHOCTH 3HAYMMOTO OOBEKTa;

T') IpeIBAPUTEIbHBIC UCTIBITAHUS 3HAYMMOTO 00BEKTA U €T0 MOJICUCTEMBI OE30MTaCHOCTH;

1) ONIBITHYIO DKCIUTYaTaIluIO0 3HAYUMOTO OOBEKTa U €Tr0 TOJCUCTEMBI 0€30MTaCHOCTH;

€) aHaJIu3 YA3BUMOCTEH 3HAYMMOTO 00BEKTa U MPUHATHE MEP M0 UX YCTPAHCHUIO;

) IPUEMOYHbIE HCTIBITAHUS 3HAYUMOTO 00BEKTa U €ro MOACUCTEMbI 0€30aCHOCTH.

[lo pemenuto cyObekTa KpUTHUECKOW HMHMOPMAIMOHHON HWHQPACTPYKTyphl K pa3zpaboTke u
BHEJPEHUIO OPTaHU3aI[MOHHBIX U TEXHUYECKUX MEp M0 00ecreyeHHI0 0e30MacHOCTH 3HAYMMOro 00beKTa
MOJKET MPUBJIEKATHCS JIUII0, IKCILTyaTUpYIoliee (TUTAHUPYIOIee IKCILTyaTUPOBATh) 3HAYMMBIH OOBEKT.

12.1. VYcraHoBKa ¥ HACTpOWKa CpEACTB 3alUThl HHPOPMAIMM JIOJDKHA TPOBOIAUTHCS B
COOTBETCTBHM C MPOEKTHOW M paboueil (IKCIUTyaTAallMOHHOHN) JOKyMEHTalueld Ha 3HAYMMBIA OOBEKT, a
TaKkk€é B COOTBETCTBHM C OJKCIUIyaTallMOHHOW JOKyMEHTAallMeld Ha OTAeJIbHbIE CpPEICTBA 3alllUThI
uHpOpMaLIUH.

[Ipu ycraHoBKe W HACTpPOWKE CPEACTB 3alUThl HHPOPMAIUUA JOJKHO OBITh 0O0ECIeYeHo
BBHITIOJTHCHHE OTPAHMYEHUI Ha KCIUTyaTaIMI0 STUX CPEICTB 3aIIUTHI HHPOPMAIUH, B CITydae UX HATUIHS
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B DKCIUTYaTallHOHHOW JOKYMEHTALUH.

12.2. PaspaOaTpiBacMble OpPTraHU3AIMOHHO-PACHOPSAUTENBHBIE JIOKYMEHTBI 1O O€30macHOCTH
3HAUUMOr0 OOBEKTa JIOJDKHBI ~ ONpENeNsTh NpaBWiIa M MPOLEAYPbl peaju3alMyd  OTIACNIBHBIX
OpPraHMU3alMOHHBIX U (WJIM) TEXHUYECKUX Mep (TMOJIUTUK 0€3011aCHOCTH), pa3pabOTaHHbBIX U BHEIPEHHBIX B
paMKax IOACUCTEMbI O€30MaCHOCTH 3HAaYMMOro oObekTa B cooTBeTcTBUM ¢ miaBod III Hacrosmmx
TpeOoBanmil.

OpraHu3annoHHO-paCIOPAAUTENbHbBIE JOKYMEHTHI 10 0€30MaCHOCTH 3HAYUMOI'0 OOBEKTa JOJIKHBI
B TOM YHCII€ YCTaHABJIMBaTh IpaBuUjia 0€30MacHOM pabOThl PaOOTHHUKOB, HKCIUIYaTHPYIOLIUX 3HAYMMbIE
00BEKThI, 1 PaOOTHUKOB, 00ECIIEYMBAIONINX (PYHKIIMOHUPOBAHNE 3HAYMMBIX OOBEKTOB, a TAKXKE NEHCTBUA
pabOTHUKOB TPHU BO3HUKHOBEHWH HEIITATHBIX CHUTYAIlMi, B TOM YHCJIE€ BBI3BAHHBIX KOMITBIOTEPHBIMHU
MHIUICHTAMH.

CoctaB 1 (GOpMBI OPraHU3aUOHHO-PACTIOPSAUTENBHBIX TOKYMEHTOB MO O€30MAaCHOCTH 3HAYUMBIX
OOBEKTOB OIPENENAIOTCS CyObEKTOM KpUTHUECKOH HMH(GOPMAMOHHON WHQPPACTPYKTYpbl C Y4€TOM
0COOEHHOCTEH €ro eATEIbHOCTH.

12.3. Ilpu BHepeHUHU OpraHU3alMOHHBIX MEp M0 0OeceueHNI0 0€30aCHOCTH 3HAUNMOTO 0ObEKTa
OCYILECTBIIIOTCS:

a) OpraHuM3alus KOHTpOJIA (PU3MYECKOro [O0CTyna K MPOrpaMMHO-aNNapaTHbIM CpPeAcTBaM
3HAUUMOTO O0BEKTa U €ro JIMHHUSAM CBSI3H;

0) peanu3aiys NpaBWl pa3rpaHUUYEHHs TOCTYNA, pEerIaMEHTUPYIOIIUX IpaBa J0CTyHa CyOBbEKTOB
noctyna K oObEKTaM JOCTyNa, W BBEJCHUE OrPaHUYEHHM Ha JIEHCTBUS MOJb30BaTeNell, a TaKXkKe Ha
M3MEHEHHE YCIOBUH 3KCIUTyaTalluy, COCTaBa U KOH(GUTypaluy IPOrpaMMHBIX U IPOTrPAMMHO-AMNMapaTHbIX
CPEACTB;

B) IpOBEpKa MOJHOTHI U JIeTAJIBHOCTH OIHUCAHHUA B OPraHU3aLMOHHO-PACTIOPAIUTEIbHBIX
JTOKyMEHTaxX 10 Oe30MacHOCTH 3HAYMMBIX OOBEKTOB JEHCTBHI IONB30BATENE W aJMHUHHCTPATOPOB
3HAYUMOT0 00BEKTA 110 pean3alui OpraHU3allMOHHBIX Mep;

I') onpezeseHue aIMUHUCTpaTopa 0€3011aCHOCTH 3HAYMMOI'0 OObEKTA;

1) oTpaboTKa JNelcTBUI MOsb30BaTelel U aAMUHUCTPATOPOB 3HAYMMOIO OOBEKTA MO pean3aluu
Mep 1Mo 00eCcTieueHUI0 OE30MaCHOCTH 3HAYUMOTO 00BEKTA.

12.4. IlpeaBapuTenbHble HCMBITAHUSA 3HAYUMOTO OOBEKTa M €ro MOACHCTEMBI 0€30MacHOCTH
JOJKHBI TIPOBOAUTHCA B COOTBETCTBMM C MPOTrpaMMON M METOJMKAMU IPEIBAPUTENIbHBIX UCHBITAHUN U
BKJIIOYATh MPOBEPKY pabOTOCHOCOOHOCTH MOJACHCTEMBI 0€30MaCHOCTH 3HAUUMOTO OOBEKTa U OTIENIBHBIX
Cpe/CTB 3amUThl WH(POPMALIUH, OLIEHKY BBIOJHEHUs TPeOOBaHUN MO OE30MaCHOCTH, MPEIbIBISIEMBIX K
IIPOrpaMMHBIM M IPOTrpaMMHO-aNMapaTHBIM CPECTBAM, B TOM YHCIIE CPEACTBAM 3alUThl HHPOPMALUH, B
COOTBETCTBHMHM C IyHKTamu 27 - 31 Hactoamux TpeOoBaHMi, OLEHKY BIMSHUS TOACUCTEMBI O€3011aCHOCTH
Ha (YHKIMOHUPOBAHME 3HAYMMOTO OOBEKTa IMpPHU IMPOEKTHBIX PEKHUMaX €ro paboThl, YCTAaHOBJIEHHBIX
IIPOEKTHON JTOKyMEHTAallMel, a TakKe IMPUHATHE pEIICHHS O BO3MOXKHOCTH OIBITHOM 3KCIUTyaTaluu
3HAYUMOT0 0OBEKTa U €ro MoJCUCTEMBbI 0€30IaCHOCTH.

12.5. OnpiTHasg 3KCIUTyaTalMsl 3HAYUMOTO OOBEKTAa M €ro IOJCUCTEMBI OE€30MACHOCTH JOJKHA
IIPOBOJIUTECS B COOTBETCTBUU C INPOrpaMMONM M METOAMKAMM OIBITHOM O3KCILTyaTalluM W BKJIHOYATh
NPOBEPKY (YHKIMOHUPOBAHUS TOACHUCTEMBI OE30MacHOCTH 3HAYMMOTrO OObEKTa, B TOM YHCIE
pEaNM30BAHHBIX OPraHU3allMOHHBIX U TEXHUYECKUX MEp, a TAKKE€ 3HAHMW W yMEHHU IOJb30BaTelIeH U
aJIMMHHCTPAaTOpOB, HEOOXOMUMBIX JJIsi OKCIUIyaTallMM 3HAa4UMOIr0 OOBEKTa M €ro IOJCHUCTEMBI
6e3onacHocTd. Ilo pe3ynbraTam ONBITHOHM SKCIUTyaTallMiM MPUHUMAETCS PELIEHHE O BO3MOXKHOCTHU (MM
HEBO3MOXXHOCTH) NPOBEACHUS IPUEMOYHBIX HCIBITAHUA 3HAYMMOIO OOBEKTa U €ro IMOACHCTEMBI
0€30IaCHOCTH.

12.6. AHanu3 ys3BUMOCTEH 3HAYMMOIO OOBEKTA MPOBOAUTCSA B LENAX BBISBICHMSI HEIOCTAaTKOB
(cmabocreit) B mozxcucTeMe 6€30MaCHOCTH 3HAYUMOTO OObEKTa U OLIEHKH BO3MOXHOCTH MX MCIIOJIb30BAHUS
Ul peanu3ai yrpo3 Oe3omacHocTd MHpopMaruu. [Ipy 3ToM aHanu3y MOIJIEKAT YSA3BHUMOCTH KOJa,
KOH(UTYpaluy U apXUTEKTYpbl 3HAUUMOT'O OOBEKTA.

AHanu3 ysa3BUMOCTEN ITPOBOAUTCS I BCEX MPOTrPaMMHBIX M IPOTrPAMMHO-AMNIapaTHbIX CPEJCTB, B
TOM YHUCJIE CPEACTB 3alUThl HHPOPMALIUH, 3HAYUMOTO OOBEKTA.

[Tpu npoBeneHNH aHANIN3a YA3BUMOCTEH MPUMEHSIOTCS CIIEAYIOUIHE CIIOCOOBI X BBISBICHUS:

a) aHaJM3 TMPOEKTHOW, pabouel (3KCIUTyaTallMOHHOW) JOKyMEHTAallud U OpraHU3alOHHO-
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pacnopsANTEIbHBIX TOKYyMEHTOB 10 0€30MaCHOCTH 3HAYMMOTO OObEKTAa;

0) aHaIM3 HACTPOEK MPOTPAMMHBIX M MPOTPAMMHO-ANIIAPATHBIX CPEJCTB, B TOM YHCIIE CPEICTB
3amuThl HGOPMAINH, 3HAYUMOTO O0bEKTa;

B) BBISIBIIEHUE U3BECTHBIX YSI3BUMOCTEN MPOrpaMMHBIX M IPOTPAMMHO-AIIIAPaTHBIX CPEJCTB, B TOM
qHclie CPEJCTB 3alUThl MH(OPMAIMHU, TOCPEACTBOM aHallM3a COCTaBa YCTAHOBJICHHOTO MPOrpPaMMHOTO
obecriedeHus1 1 OOHOBIICHHI OE30MaCHOCTH C MPUMEHEHHUEM CPEICTB KOHTPOJIS (aHAIN3a) 3alIHIEHHOCTH
1 (WJIM) UHBIX CPEACTB 3alUThl HHPOPMAIIUH;

T') BBISIBJICHHE U3BECTHBIX YA3BUMOCTEN MPOrPaMMHBIX U ITPOrPaMMHO-AIIAPATHBIX CPEJCTB, B TOM
YHClie CPENCTB 3alIUTHl MH(OPMAIUU, CETEBBIX CIYXKO, HOCTYIHBIX IS CETEBOTO B3aUMOJEHCTBUS, C
MIPUMEHEHUEM CPEICTB KOHTPOJIS (aHATN3a) 3alIUIIEHHOCTH;

1) TECTUPOBAaHME Ha MPOHUKHOBEHHWE B YCJIOBHSX, COOTBETCTBYIOIIMX BO3MOXKHOCTSAM
HapyIIUTETEeH, OTpeeIeHHBIX B MOJIENTH YTP0o3 0€30MacHOCTH HH(POPMAITHH.

[Ipumenenne cmnocoOOB U CPEACTB BBISIBICHUS YSI3BUMOCTEH OCYIIECTBIAETCA CYOBEKTOM
KpUTHYECKOH HH(OPMAIIMOHHONH HH(PACTPYKTYpel € Y4ETOM OCOOCHHOCTEH (DyHKIIMOHMPOBAHUS
3HaYMMOT0 O0OBEKTA.

JlonmyckaeTcs MPOBEACHNE aHaN3a YSI3BUMOCTEN Ha MakeTe (B TECTOBOM 30HE) 3HAUNMOTO 00bEKTa
WM MakeTax OT/IEIbHBIX CETMEHTOB 3HAYMMOT0 OOBEKTA.

AHanu3 ys3BUMOCTEN 3HAUMMOTO OOBEKTA MPOBOJAUTCS JI0 BBOZAA €r0 B 3KCILTyaTal[MI0 Ha dTamnax,
OTIpeNeNsieMbIX CyObEKTOM KpUTHUECKO HH(POpMaLIMOHHON HHPPACTPYKTYPHI.

B cryyae BBISIBICHHS YS3BUMOCTEW 3HAYMMOTO 00BEKTa, KOTOPBIE MOTYT OBITH MCIIOJIB30BAHBI JIJIS
peanuzaiuu (crmocod6cTBOBaTh BOZHUKHOBEHUIO) YyTpo3 0€30MacHOCTH UH(OpMalUY, TPUHUMAIOTCSI MEPHI,
HalpaBJICHHbIE Ha UX YCTPAaHEHUE WM MCKIIIOYAIOIIME BO3MOYKHOCTb HCIIOJB30BaHUS (SKCILUTyaTalluH)
HapyILIUTENIEM BbISIBICHHBIX YA3BUMOCTEM.

[To pesynpraram aHanu3a ysSA3BUMOCTEN JIOJDKHO OBITH MOJATBEPHKICHO, YTO B 3HAYUMOM OOBEKTE,
OTCYTCTBYIOT YA3BUMOCTH, KaKk MHHHMMYM COJepkalluecs B OaHKe JaHHBIX Yrpo3 O0€30MacHOCTH
unpopmarmn ®CTOK Poccum, ykazanHom B myHkTe 11.1 HacTtosimux TpeOGoBaHMIA, WM BBISIBICHHBIE
YSI3BUMOCTH HE MPHUBOAAT K BOSHUKHOBEHHUIO YIpo3 0€30MacHOCTH MH(OPMAIIMK B OTHOILIEHUH 3HAYUMOTO
oObeKTa.

12.7. B Xoie NMpHUEMOUYHBIX HCIBITAaHUN 3HAYUMOTO OOBEKTAa U €ro MOJCHUCTEMBI O€30MacHOCTH
JOJDKEH OBITh IMPOBEICH KOMILIEKC OPraHM3alMOHHBIX W TEXHUUYECKUX MEPONPHUATHH (MCIBITAaHUI), B
pesyibrate KOTOPBIX TOATBEPKAAETCS COOTBETCTBHME 3HAUMMOTO OO0BEKTa U €ro MOACHCTEMBI
0e30macHOCTH HacTosAmMM TpeOoBaHUSAM, a Takke TPeOOBaHMAM TEXHWYECKOTO 33/IaHUSI HA CO3/IaHUE
3HaYUMOT0 OObeKTa U (WJIM) TEXHUYECKOTO 3aJaHMs (YaCTHOTO TEXHMYECKOTo 3a/laHus) Ha CO3[aHHe
MOJICUCTEMBI O€30I1aCHOCTH 3HAYMMOI0 OOBEKTA.

B kadecTBe MCXOAHBIX JAHHBIX HPHU NPHUEMOYHBIX MCIBITAHUAX MCIOIB3YIOTCA MOJENb Yrpo3
0e30macHOCTH WH(OPMAIIUH, PE3yJAbTaThl (aKT) KaTeTOPHPOBAHUS, TEXHUYECKOE 3aJaHHe Ha CO3JaHHe
(MOEpHHU3AIINI0) 3HAUUMOTO 00BhEKTa U (WJIM) TEXHUYECKOE 3a7aHue (YacTHOE TEXHHYECKOE 3a/IaHKe) Ha
CO3/1aHUE MOJCUCTEMBbl OE€30MACHOCTU 3HAYMMOI0 OObEKTa, MPOEKTHas U pabdoyas (IKCILTyaTallMOHHAs)
JOKYMEHTAIIMS Ha 3HAYMMbIH OOBEKT, OpraHN3aIMOHHO-PACTIOPSAIUTENbHBIE JOKYMEHTHI 10 0€30M1aCHOCTH
3HaYMMbIX OOBEKTOB, pe3yJbTaThl aHajdM3a yA3BUMOCTEM 3HauYMMOro OOBEKTa, MaTepHabl
MpeBAPUTENbHBIX UCTIHITAHUI M ONBITHOM SKCILTyaTalllH, a TaK)Ke UHBIE IOKYMEHTHI, pa3pabaThiBaeMbIe B
COOTBETCTBHUHM C HACTOSAIIMMU TpeOoBaHUAMHU U TPeOOBAHUSIMH CTaHAAPTOB OpraHU3aLMU.

[IpriemMouHbIE MCTBITAHUS 3HAYMMOTO OOBEKTa M €ro MOACHUCTEMBI 0€30MacHOCTU MPOBOASTCS B
COOTBETCTBMM C TMPOrPAMMON U METOAUKOM TMPUEMOYHBIX MCHBITAHUW. Pe3ynbrarbl MPUEMOYHBIX
UCIBITAHUNA 3HAYUMOTO OOBEKTAa M €ro MOACHCTEMBbI O€30MacHOCTH C BBIBOJOM O €€ COOTBETCTBHHU
YCTaHOBJICHHBIM TPeOOBAHUSAM BKJIFOYAIOTCS B aKT MPHUEMKH 3HAYUMOTO OOBEKTa B SKCILTYaTaIHIO.

B cnyuae ecnu 3HauMMBIl OOBEKT SABISETCS TOCYIApCTBEHHOW WH(GOPMAIMOHHON CHUCTEMOM, B
MHBIX CIIy4asX, YCTAaHOBJICHHBIX 3aKOHOIATENbCTBOM Poccuiickonn ®enepanyu, a Takke B Ciaydae
MPUHATHUS PEUICHHUS CYObEKTOM KPUTHUECKOM MH(POpPMAIIMOHHOW MH(PPACTPYKTYpHI, OLIEHKa 3HAYUMOTO
00beKTa M €ro MOACHUCTEMbI Oe30MacHOCTH NPOBOAMTCSA B (OpME aTTeCcTalli 3HAYUMOTO OOBEKTa B
cooTBeTcTBUH ¢ 1peboBaHMAMM o 3amure WHOOPMAIMH, HE COCTABISIFONICH TOCYIApPCTBEHHYIO TaiHY,
coJieprKaIleicss B TOCYIapCTBEHHBIX MH(OPMAIIMOHHBIX CUCTEMax, yTBEpKIEeHHbIMU NpUKazom OCTOK
Poccum ot 11 deBpans 2013 . N 17.
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BBoj B 9KcIITyaTanuio 3HaYMMOTO 00BEKTa M €T0 MOJACHCTEMBI 0€301TaCHOCTH OCYIIECTBIIICTCS TIPH
MIOJIOKUTENILHOM 3aKJIIOYEHHUH (BBIBOJIE) B aKT€ MPUEMKHU (UJTU B aTTECTaTe COOTBETCTBUS) O COOTBETCTBUU
3HAYUMOTO OOBEKTA YCTAHOBJICHHBIM TPEOOBaHUSIM 1O 00€CTICUeHNIO 0€30IMaCHOCTH.

Oo0ecneuenue 0€30MACHOCTH 3HAYMMOI0 00HEKTA B Xo0/J1€ €ro xciJjayarauuu

13. OGecnieuenne 0Oe30macHOCTH B XOZ€ AKCIUTyaTallud 3HAUMMOTO OOBEKTa OCYIIECTBISETCS
CyOBEKTOM KPUTHYECKON HH(DOPMAIMOHHONW HWH(PPACTPYKTYphl B COOTBETCTBUHU C DKCIUTYaTallMOHHON
JTOKYMEHTAIlMe M OpraHU3allMOHHO-PACTIOPSIUTENILHBIME JIOKyMEHTaMU 0 O€30MacHOCTH 3HAYUMOTO
00BEKTa U JOJDKHO BKITIOYATH PEaTU3aIliio CICTYIOIIUX MEPOTIPUSTHH:

a) MJIaHUPOBaHKHE MEPOTIPUATHI 110 00eCreueHUI0 OE30MaCHOCTH 3HAYUMOTO 00BEKTA;

0) aHanm3 yrpo3 0€30MacHOCTH HWH(OPMANMH B 3HAYUMOM OOBEKTE U TMOCIEACTBUH OT HX
peanuzaiuy;

B) ynpaBJeHHe (aJMHHUCTPUPOBAHKE) TIOJICUCTEMOM 0e30MacHOCTH 3HAYMMOTO 00BEKTa;

T') yrpaBjieHHe KOHPUrypalrei 3HaunMoro 00beKTa U ero MoJCUCTEMO 6e30M1acHOCTH;

1) pearupoBaHKe Ha KOMIIBIOTEPHBIC HHIIUEHTHI B XOJI€ SKCILTyaTaI[ii 3HAYUMOTO 00BEKTA;

) obecrieyeHne JeHCTBHUI B HEMITATHBIX CUTYAIUSIX B XO/I€ AKCIUTyaTalliy 3HAUMMOTO 0OBEKTa;

) THPOPMUPOBAHHE U OOyUEHHE MTEPCOHAa 3HAYMMOTO 00BEKTa;

3) KOHTPOJIb 3a oOecTieueHneM 0€30MTaCHOCTH 3HAYUMOTO OOBEKTA.

13.1. B xXozie TUTaHUPOBAHUS MEPONPHUATHN TIO OO0SCIEUeHUI0 0E30MaCHOCTH 3HAYMMOTO OOBEKTa
OCYIIECTBIISIOTCS:

a) OmpejielieHWEe JUI, OTBETCTBCHHBIX 3a TIUIAHUPOBAHWE W KOHTPOJh MEPOINPHUSITHI IO
obecrieueHnt0 0€30MMaCHOCTH 3HAYUMOTO OOBCKTA;

0) pa3paboTka, YTBEpKJICHHWE U aKTyallM3alus I[UIaHa MEPOIPHUSATHH 10 00ECTICUSHUIO
0€30MMacCHOCTH 3HAYMMOTO OOBEKTA;

B) ONpEEIICHUS TOPSIKAa KOHTPOJIS BBIMOJHEHUS MEPOTPUATHN 1O 00ecTeueHH0 0e30macHOCTH
3HaYMMOT0 00BEKTa, MPETYCMOTPEHHBIX YTBEPKICHHBIM IJTAHOM.

[TnaampoBanre MEPONPHUATHIA MO OO0ECIEYCHHIO OE30MaCHOCTH 3HAYUMOTO OOBEKTa JIOKHO
OCYILIECTBIIATLCS B paMax# mpoliecca IIaHMPOBAHUS, BHEAPCHHOTO B COOTBETCTBUU C TPEOOBAHHUSIMHU K
CO3/IaHUI0 CHUCTEM O€30MacCHOCTH 3HAYUMBIX OOBEKTOB U oOOecrnedyeHu0 HX (YHKIIMOHUPOBAHUSA,
YTBEPXKJICHHBIMU B COOTBETCTBUU C MYHKTOM 4 4acTtn 3 ctatbn 6 denepaibHOro 3akoHa OT 26 MO
2017 . N 187-®3 "O 0Oe30macHOCTH KpUTHYECKOH HH(pOpManMoHHOW WHOpacTpyKTypsl Poccuiickoii
Oenepanuu".

13.2. B xozme ananuza yrpo3 0Oe3omacHOCTH MH(pOpMAIMM B 3HAYUMOM OOBEKTE€ M BO3MOMXKHBIX
MOCJICAICTBUH HX peamu3alii OCYIIEeCTBISIOTCS:

a) aHaJM3 yA3BUMOCTEH 3HAYMMOT0 00bEKTa, BOZHUKAIOLIUX B XOJI€ €r0 dKCILTyaTalllH;

0) aHayMM3 W3MEHEHHs yrpo3 0e3omacHOCTH MH(POPMALMU B 3HAYUMOM OOBEKTE, BO3HHKAIOIIUX B
XOJI€ €ro dKCIUTyaTallkH;

B) OILIEHKAa BO3MOXKHBIX TIOCIIEICTBUN pealn3alud yrpo3 0e30MacHOCTH MHPOPMAIMH B 3HAYMMOM
oOBeKTe.

[TeproguHOCTh TPOBEACHUS YKa3aHHBIX pabdOT Ompenensercs CyObEeKTOM KPUTHYCCKON
MHGOPMAIIMOHHON  MHQPACTPYKTyphl B  OpPraHU3alMOHHO-PACIIOPATUTENIBHBIX  JOKYMEHTax IO
0€30MMacCHOCTH 3HAYUMBIX OOBEKTOB C YYETOM KaTErOpUH 3HAYMMOCTH OOBEKTa M OCOOEHHOCTEW ero
(YHKIIMOHUPOBAHUSL.

13.3. B xone ynpasieHus (aIMAHUCTPUPOBAHUS) ITOICUCTEMON 0€30MaCHOCTH 3HAYMMOTO 00BEKTa
OCYIIECTBIISIOTCS:

a) OIpelIeJCHUE JIMIl, OTBETCTBEHHBIX 3a YIMpaBICHHE (AAMUHUCTPUPOBAHUE) TMOJICUCTEMOMN
0€301acHOCTH 3HAaYMMOTO OOBEKTa;

0) ympaBicHHE YYETHBIMH 3alMCSIMH I0JIb30BaTelield U TOAJIEP)KaHWE B aKTyaJTbHOM COCTOSHUHU
MIpaBWJI Pa3rpaHUYEHUS JOCTYIa B 3HAUUMOM OOBEKTE;

B) YIIPaBJICHHUE CPEICTBAMHU 3aIUTHI HH(POPMAIIUK 3HAYUMOTO 0OBEKTA;

') yOopaBiieHHEe OOHOBJIECHUSIMU IMPOrPAMMHBIX U MPOrpPaMMHO-AIAPaTHBIX CPEICTB, B TOM YHCIIE
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CPEICTB 3alIUThl HHPOPMALIUHU, C YIETOM 0COOEHHOCTEH (PYHKIIMOHUPOBAHUS 3HAYMMOTO OOBEKTa;

1) ILEHTPAIM30BAHHOE YIpPaBICHUE TOJCUCTEMON O€30MacHOCTH 3HAYMMOTO O00bekTa (mpu
HEOOXOIMMOCTH);

€) MOHUTOPHHT ¥ aHaju3 3apeTHCTPHPOBAHHBIX COOBITHH B 3HAYMMOM OOBEKTE, CBS3aHHBIX C
obecrieueHnEeM O€30MaCHOCTH (J1ajiee - COOBITHS 6€30MacHOCTH);

) COTIPOBOXICHHUE (DYHKITMOHUPOBAHUS MOJICUCTEMBI O€30MMaCHOCTH 3HAYUMOTO 00OBEKTa B XOZIE €€
JKCIUTyaTallud, BKJIIOYas  BEJCHHE  OKCIUTyaTallHOHHOM  JOKYMEHTAlluM ¥  OpPraHH3al[MOHHO-
pacopsANTEIHHBIX JIOKYMEHTOB 110 0€30MMaCHOCTH 3HAYUMOTO 00BEKTA.

13.4. B xone ympaBieHusi KOHGUTypalue 3Ha4uMOT0 00bEKTa U €ro MOACUCTEMBI O€30MacCHOCTH
IS TIeTieit obecreueHust ero 0€30MacHOCTH OCYIIECTBISIOTCS:

a) ompesieNIeHUEe JIHII, KOTOPBIM pa3pelieHbl IeHCTBUS 110 BHECEHUIO U3MEHEHUN B KOH(PUTYPALIUIO
3HAYMMOTO O0BEKTa U €T0 MOJICUCTEMBI OE30ITACHOCTH, U UX ITOJTHOMOYHIA;

0) ompeneneHne KOMIOHEHTOB 3HAYMMOTrO OOBEKTa M €ro TMOJCHCTEMBbI 0e30MacHOCTH,
MOJIeKAIINX U3MEHCHHIO B PaMKaX YIpaBlieHUs: KoH(uUrypamnuu (MaeHTH(UKAINUS 00bEKTOB YITPABICHUS
KOH(UTrypaluu): TMpPOrpaMMHO-aNIaparHble, MPOTrpaMMHBIE CPEICTBA, BKJIOYAs CpPEACTBA 3alllUTHI
nH(pOpMAIUU, U UX HACTPONKM M MPOTPAMMHBIN KOJ, SKCILTyaTallMOHHAs JOKYMEHTANUs, UHTeP(EHCHI,
(aiibl 1 MHBIE KOMIIOHEHTHI, TIOJIeXkKAIINe U3MEHEHHUIO U KOHTPOJIO;

B) yIIpaBJICHHE M3MEHEHUSIMHU 3HAYMMOTO OOBEKTa M €ro TMOJCHCTEMBI 0€30MacCHOCTH: pa3padboTka
MapaMeTpoB HACTPOIKH, 00eCIeurnBaOIUX O€30MacCHOCTh 3HAUMMOT0 OObEKTa, aHaJIu3 MOTEHIIUAIBLHOTO
BO3JICHCTBHSI IJIAHWPYEMBIX W3MEHEHWH Ha oOecreueHne O€30MacHOCTH 3HAYMMOro OOBEKTa,
CaHKIMOHHPOBAHHE BHECEHUS HM3MEHEHH B 3HAUMMBI OOBEKT W €ro MOACHCTEMY O€30MacHOCTH,
JIOKYyMEHTHPOBAHUE JIEUCTBHUI MO BHECEHUIO U3MEHEHUN B 3HAYMMBIM OOBEKT U COXpPAHEHUE JTaHHBIX 00
M3MEHEHUSX KOHPUTYpalnH;

I) KOHTPOJIb JCHCTBUU MO BHECEHHIO H3MEHEHUW B 3HAUUMBIH OOBEKT U €ro IMOJICUCTEMY
0€30IMacHOCTH.

Peanm3oBaHHBIE TPONECCH YIPABICHUS WU3MEHEHUSMHU 3HAYUMOTO OOBEKTa U €r0 MOJCUCTEMBI
0€30MacHOCTH JIOJIKHBI OXBAThIBaTh IMPOLIECCHl TAPAHTUWHOTO U (MIJIM) TEXHHUYECKOTO OOCIy>KHMBaHUS, B
TOM YHCJI€ TUCTAHIMOHHOTO (YIAJICHHOTO), IMPOTPAMMHBIX M TIPOTPAMMHO-aNTapaTHBIX CPEICTB, BKIFOUAS
CpEeCTBa 3allUThHl HH(OPMAIIMHU, 3HAYUMOTO 00BEKTA.

13.5. PearupoBaHne Ha KOMIBIOTEPHBIC HHIIUICHTHI OCYIIECTBISETCS B TIOPSAKE, YCTAHOBICHHOM
B COOTBETCTBUH C MYHKTOM 6 YacTtu 4 ctatbn 6 denepanbHoro 3akona ot 26 utonst 2017 . N 187-03 "O
0€301acHOCTH KpUTHYeCKo nH(popMarmoHHo nHPpacTpyKTyphl Poccuiickoit denepamnmn".

Jlyis pearupoBaHusi Ha KOMITBIOTEPHBIC WHITUACHTHI ONPEICIIIIOTCS PAaOOTHUKHU, OTBETCTBCHHBIE 32
BBISIBJICHHE KOMITBIOTEPHBIX MHIIUJECHTOB U pearupoBaHUE HA HUX, U OTMPEACIAIOTCA UX (PyHKIUH.

13.6. Jlns obecrieueHust NEHCTBMH B HEIITATHBIX CHTYalUsX IPH SKCIUTyaTallud 3HAYUMOTO
00BbEKTa OCYIIECTBISIOTCS:

a) IJIAaHUPOBAHUE MEPONPHUATHN MO 00ECIEYCHUIO0 0€30MacCHOCTH 3HAYMMOTO OOBEKTa Ha Cirydaid
BO3HUKHOBEHUS HEIITATHBIX CUTYalIUM;

0) oOydeHme W OTpabOTKAa ACHCTBHIA TEpcoHaNa MO OOECIEYeHHI0 OE30MaCHOCTH 3HAYMMOIO
00beKTa B clTyyae BO3SHUKHOBEHHS HEIITATHBIX CUTYaIUH;

B) CO3JaHHE albTCPHATHBHBIX MECT XpaHEHUs U 00paboTku WHPOpMAIMH HA CIydal
BO3HUKHOBEHUS HEIITATHBIX CUTYalIUM;

T') pe3epBHPOBAHME TPOTPAMMHBIX W IMPOTPAMMHO-AIMIIAPATHBIX CPEACTB, B TOM YHCIE CPEICTB
3amuThl HHGOPMAIK, KAHAJIOB CBSI3U Ha CIyyall BOSHUKHOBEHHS HEIUTATHBIX CUTYaIUi;

1) obecriedyeHre BO3MOXXHOCTH BOCCTAaHOBIICHUS 3HAYUMOTO OObEKTa M (M) €r0 KOMIIOHCHTOB B
Clly4ae BOZHUKHOBEHUS HEIITaTHBIX CUTYyalUM;

€) OIpeleiCHHe MOpsIKA aHalku3a BO3HHUKIIMX HEMITATHBIX CUTYallud W TPHUHITHS MeEp IO
HEIOMYIIEHUIO UX MOBTOPHOTO BOSHUKHOBEHHS.

13.7. B xone uaGopMupoBaHus U OOy4ICHHUS MTEPCOHATA 3HAYMMOTO 0OBEKTA OCYIIECTBIISIOTCS:

a) nHOpMHUpPOBaHUE TIEpcoHaIa 00 yrpo3ax 6e30macHOCTH WH(OPMAIIMH, O TIpaBUIax 0e30MacHON
IKCIUTyaTalluy 3HAYUMOTO OOBEKTa;

0) noBeneHHe 0 MepcoHana TpeOoBaHM 1Mo obecreyeHno 0e30MacCHOCTH 3HAYUMbIX 00BEKTOB, a
TaKXKE TMOJIOKEHUI OpPraHU3aIMOHHO-PACTIOPSAUTEIBHBIX JOKYMEHTOB IO O€30MaCHOCTH 3HAYMMBIX
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00BEKTOB B YaCTH, UX KaCAIOIICHCS;

B) oOydeHHe MepcoHalla MpaBWJIaM HKCIUTyaTallud OTACIBHBIX CPEICTB 3allUTHl HH(DOpMAIHH,
BKJTIOYAs TIPOBEJICHHE IPAKTUYCCKHUX 3aHITHH C IEPCOHAIIOM;

T') KOHTPOJb OCBEJOMJICHHOCTH TepcoHasia 00 yrposax Oe3omacHOCTH WHGOpPMAIMM U yPOBHS
3HaHW TIepCOHANa TI0 BOMpPOcaM obOecredeHus] Oe30MacHOCTH KPHUTHYECKOW HH()OpMAIIMOHHON
UHPPACTPYKTYPHI.

[MeproanuHOCTH IPOBEICHHS YKa3aHHBIX MEPOTIPUATHI YCTAaHABIUBACTCS CYOBEKTOM KPUTHYUECKOU
UHQOPMALIMOHHONW  WH(PACTPYKTyphl B  OPraHU3AlMOHHO-PACIIOPSIUTEIBHBIX  JOKYMEHTaX IO
0€30IaCHOCTH 3HAYUMOTO OOBEKTa C YUETOM KaTErOPUH 3HAYNMMOCTH U 0COOCHHOCTEH (DYHKIIMOHHPOBAHUS
3HAUUMOT0 O0OBEKTA.

13.8. B xoze koHTpoIs 32 oOecrieueHueM 0e30MacHOCTH 3HAYMMOTO 00BEKTa OCYIIECTRIISIOTCS:

a) KOHTPONb (aHAJIM3) 3aIIMIIEHHOCTH 3HAYMMOTO0 OOBEKTa C YYeTOM OCOOEHHOCTEH ero
(GYHKIIMOHUPOBAHHUS;

0) aHanu3 U oleHKa (PYHKIIMOHWPOBAHMS 3HAYUMOTO OOBEKTA U €ro MOJCHUCTEMBI 0e30MacHOCTH,
BKJIIOYAsl aHAJIN3 M YCTPAHEHHE YSI3BUMOCTEW M MHBIX HEIOCTATKOB B ()YHKIIMOHUPOBAHHH TIOJCHUCTEMBI
0€30IacHOCTH 3HAYUMOTO 00BEKTa;

B) JOKYMEHTHPOBAaHHE TPOIEAYpP M pE3yIbTaTOB KOHTPOJsS 3a oOecreueHHeM Oe30MacHOCTH
3HAYHMOT0 00OBEKTA;

I) TPUHITHE PEIICHUS MO pe3yJbrataM KOHTPOJIS 3a OOecledeHHueM O€30MacHOCTH 3HAauuMOTO
00BEKTa 0 HEOOXOMMOCTH JIOPAOOTKH (MOJIEPHHU3AIINH) €T0 IMOJICUCTEMBI OE30TTaCHOCTH.

Oobecneyenne 0e30MaACHOCTH 3HAYUMOI0 00bEKTA MPHU BHIBOAE €r0 U3 IKCIIyaTauuu

14. OGecrnieueHue 6€30MaCHOCTH 3HAYUMOTO OOBEKTA MPHU BBHIBOJIE €0 U3 IKCIUTyaTallMK WIH MOCIIe
NPUHATHS pelieHuss 00 OKOHYaHWU 00paboTKM MHGOPMALUU OCYLIECTBISETCS CYOBEKTOM KPUTHUYECKON
MH(POPMAITMOHHOW HHPPACTPYKTYPHI B COOTBETCTBUH C IKCIUTYaTAI[MOHHON JOKYMEHTAIMel Ha 3HAYUMBIH
00BEKT M OpraHU3aLMOHHO-PACTIOPAUTEIbHBIMU JJOKYMEHTAMH 110 0€30MaCHOCTH 3HAYMMOI'0 OOBEKTA.

ObecnieueHre 0€30IIaCHOCTH 3HAYUMOTO OOBEKTa IMpPHU BBIBOJE €ro W3 JKCIUTyaTalUuu JOJKHO
IpeayCcMaTpHUBaTh:

a) apxXUBUPOBaHKE HH(OPMAINH, COIEPIKAIICHCS B 3HAYMMOM 00BEKTE;

0) yHUUYTOXEHHUE (CTHpaHHE) JAaHHBIX W OCTATOUYHOW HMH(POpPMAIMK C MAIIMHHBIX HOCUTeNeH
uHpOpMauu U (MIH) YHUYTOXKEHHE MAIIMHHBIX HOCUTENEH HH(pOopMaIiy;

B) YHUYTOXXEHHME WIM apXUBUPOBAaHHE JAHHBIX 00 ApXUTEKType M KOH(UIypaluu 3HAYUMOTO
00bEKTA;

') apXMBUPOBAHUE WM YHUUYTOKEHHE HKCILTyaTallMOHHOM JOKYMEHTAIlMM Ha 3HAYMMBbIH OOBEKT U
€ro NoJCUCcTeMY O€30MacHOCTH U OPraHMU3ALMOHHO-PACIOPSIUTENbHBIX JOKYMEHTOB MO 0€30IacHOCTH
3HAYUMOT0 O0OBEKTA.

14.1. ApxuBupoBanue HH(POpPMAIMH, COACPXKAIICHCS B 3HAYUMOM OOBEKTE, JOJKHO
OCYILECTBIIATBCSL B CIy4yae €€ JajbHEUIIEero HCMOJIb30BaHUSA B JEATENbHOCTH CyObEKTa KPUTHYECKON
MH(POPMALTMOHHONW HHPPACTPYKTYPHI.

14.2. YanuyTto)keHHe (CTUpaHWE) AAHHBIX U OCTATOYHOM MH(OpPMAIMK C MAITMHHBIX HOCHUTENEH
MH(POPMAIIUU OCYILIECTBISAETCS B clydae 0OpabOTKH 3HAYMMBIM OOBEKTOM WH(pOPMALUU OTPAHUIEHHOTO
J0CTylla WM B Cllydyae IPHUHATUS TaKOro peIIeHUs CyObEeKTOM KpUTHYECKOH HH(OpMaIMOHHON
UHPPACTPYKTYPHI.

VYHUUTOXKEHHE (CTHpaHWEe) IaHHBIX M OCTAaTOYHOW HMH(OpPMAIMM C MAIIMHHBIX HOCHUTENeH
MH(POPMAIIUU TPOU3BOAUTCS IPU HEOOXOIMMOCTH TIepeiaul MAIIMHHOTO HOCUTENS HH(POPMAIH IpyroMy
MI0JIb30BATEI0 3HAUMMOT0 00bEKTA WIIM B MHBIE OPraHU3allUM JUIsl PEMOHTA, TEXHUYECKOTO 00CTYKMBaHUS
WM JalNbHEUIEr0 YHUUTOKEHUS.

IIpu BeIBOZIE U3 BKCIITyaTallMy MALIMHHBIX HOCUTeNEeH HH(OpMAIMK, Ha KOTOPBIX OCYIIECTBISUIUCH
XpaHeHrne U 00paboTka WHPOPMALIUH, TPOU3BOAUTCS WIN (HU3NIECKOE YHUUTOKEHHE CAaMHUX MAIIWHHBIX
HocHTeNnel MH(pOpPMAllMU WM YHUYTOXXEHHE COZepKalleiics Ha MAallMHHBIX HOCHUTEISIX HH(POpPMAaLUU
METOAAaMH, HE IPEAYCMaTPHUBAIOIIMMHU BO3MOXKXHOCTD €€ BOCCTAHOBJICHMS.
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VYHuuTOXKEHNE (CTUpaHWE) [aHHBIX M OCTaTOYHOM WH(}OpPMalMKW C MAaIIUHHBIX HOCUTENeH
MHPOPMAIIUH TIOUICKUT JTOKYMEHTHPOBAHHIO B COOTBETCTBHU C OPTaHU3AIMOHHO-PACTIOPSIUTETLHBIMU
JOKYMEHTaMH 10 6€30MacCHOCTH 3HAYMMOT0 OOBEKTa.

14.3. TIpu BbIBOJIE 3HAUUMOTO OOBEKTa W3 HKCIUTyaTallMd JIOJDKEH OBITh OCYIIECTBIEH COpoOC
HACTPOEK MPOrPaMMHBIX M MPOrPaMMHO-AIMAPaTHBIX CPEACTB, B TOM 4YHUCIIE CPEACTB 3alllUThI
uHpopMaluy, yaaneHa uHpopManus O CyObEeKTax JOCTyma W OOBEKTax JOCTyNa, yAaJeHbl YYEeTHBIC
3allkCH TOJIb30BaTelNiel, a Takke HICHTU(UKAIMOHHAS M ayTeHTU(UKaIMoHHAs UH(opMalus cyObeKTOB
JI0CTYyTIA.

14.4. TIpu BBIBOJIE 3HAYMMOTO OOBEKTA U3 IKCILTyaTaI[MH BCS DKCILTyaTal[MOHHAs JOKYMEHTAIMs Ha
3HAYNMBIH O6’I)CKT H €T0 IMOACHUCTEMY 6C3OHaCHOCTI/I, 9KCIITyaTallMOHHAasd OOKYMCHTALIUA Ha OTACIIBHBIC
CpeCTBa 3alIUThl HH()OPMAIIMU TOAJICKHUT apXUBHOMY XPaHEHHUIO.

Cpoku XpaHeHHs] JOKyMEHTAIlUU ONPEACTSIOTCS CYOBEKTOM KPUTHYECKOW HH(OpMAIMOHHON
MHGPACTPYKTYpbl B OpPraHU3AIMOHHO-PACTIOPSAUTENBHBIX JOKYMEHTaX MO 0e30MacHOCTH 3HAYUMOTO
00BEKTA.

[To pemenuto cyObekTa KpUTHYECKOM HHPOPMALMOHHOW HH(PACTPYKTYpHI SKCILTyaTal[MOHHAs
JIOKyMEHTAIUsl Ha 3HAUYMMBIA OOBEKT M €ro TMOJICUCTeMY O€30MacHOCTH, a TakKe OpraHU3alMOHHO-
pacrnopsAuTeIbHbIe JOKYMEHTHI 110 O€30MMaCHOCTH 3HAUUMOT0 00beKTa (MHCTPYKIIUU, PYKOBOACTBA) MOTYT
ObITh YHUYTOXEHB. B 3TOM ciyyae (akT YHHUUTOXKEHHUS TMOUICKHUT JOKYMEHTHPOBAHUIO CYOBEKTOM
KpUTHYECKON HH(MOPMAIIMOHHON HMHAPACTPYKTYphl C yKa3aHHEM HAUMEHOBAaHHUA, COCTaBa JIOKyMEHTOB,
CHOCOGOB M JaTbl UX YHUYTOXCHU .

I11. TpeOGoBaHusi K OPraHU3AUMOHHBIM U TEXHHYECKNUM MepaM, IPUHUMAEMbIM /IJIs1 00ecredeHus
0e30MmacHOCTH 3HAYUMBIX 00bEKTOB

15. Lenpto obecreuenus ©O€30MACHOCTH 3HAYUMOTO OOBEKTa SBISIETCS OOECIEUEHUE €ro
YCTOMYMBOTO (DYHKIIMOHHPOBAHUS B MPOEKTHBIX PEKUMAX PaOOTH B YCIOBUSAX peaTH3alli B OTHOIICHUH
3HaYMMOTr0 00beKTa yrpo3 0e30nacHOCTH HHGOPMAIHH.

16. 3agauamu obecrnieueHus: 0€30MaCHOCTH 3HAYUMOI'0 OOBEKTa SBISIOTCS:

a) TMpeNoTBpallleHHe HENPaBOMEPHOrO JocTyna K uHGopMmaluu, oOpadaTbiBaeMONW 3HAYMMBIM
00bEKTOM, YHHUYTOXKEHHsI Takoid HHpopMmanuu, ee MoAu(UIMPOBAaHUS, ONOKHMPOBAHUS, KOMHMPOBAHUS,
MPEIOCTABICHUS U PACHpPOCTPAHEHMS, a TAaK)K€ MHBIX HEMPAaBOMEPHBIX ACHCTBHUI B OTHOIIEHWU TaKOU
uHpOpMaIuy;

0) HepomyiieHue WHGOPMAIIMOHHOTO BO3/IEHCTBUS HA MPOrPaMMHBIE M MPOTrpaMMHO-aNnapaTHbIe
Cpe/icTBa, B pe3ylbTaTe KOTOPOTO MOXKET OBITh HapylieHO M (WJIM) MpeKpameHo (yHKIMOHMPOBAaHHUE
3HaYMMOT0 OOBEKTa;

B) obecrieueHne (yHKIMOHUPOBAHUS 3HAUMMOTO OOBEKTa B MPOEKTHBIX PEXHMax €ro padoThl B
YCIIOBUSX BO3JIEHCTBUS YIpo3 0€30MacHOCTH HHPOPMALIHUH;

r) oOecredyeHHEe BO3MOXHOCTH BOCCTAaHOBJICHHS (DYHKIIMOHMPOBAHUS 3HAYUMOTO OOBEKTa
KpUTHYECKON MHPOPMAIMOHHON HHPPACTPYKTYPHI.

17. B 3HaunMbIX OOBEKTaX OOBEKTaMH, TWOJICKAIMUMHU 3alUTe OT YIrpo3 OE30MaCHOCTH
nHpopmaruu (00bEKTaMH 3aIIUTHI), SIBIISFOTCS:

a) B ”HPOPMAITMOHHBIX CUCTEMAX:

nHpopmarus, oOpabareiBaeMas B HHGOPMAITMOHHOM CHCTEME;

MpoTrpaMMHO-aNIaparHble CpeAcTBa (B TOM YHCIE MalIMHHBIE HOCHUTENW HWH(DOpMAIHH,
aBTOMAaTHU3HPOBAHHbIE pabOvYMe MECTa, CEPBEPHI, TEICKOMMYHUKAIIMOHHOE O0OpYyIOBaHUE, JTUHUU CBSI3HU,
cpencTBa 00paboTKN OyKBEHHO-ITU(PPOBOH, rpadudecKoil, BUAECO- U peueBOi nH(POpPMALINN);

MporpaMMHbIE CpeACcTBa (B TOM 4YHCIIE MHKPOIpPOrpaMMHOE, OOIIeCHCTEMHOE, MPUKIATHOE
MporpaMmMHoOe o0ecIreueHue);

CpeZCTBa 3alUThl HH(OPMAIUY;

apXHUTEKTypa U KOHPUTyparus HHOOPMAIIMOHHON CUCTEMBI;

0) B nH(GOPMAITMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETAX:

uHpOpMaIus, nepeaaBaeMasi Mo JIMHUSIM CBS3H;
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TEJIeKOMMYHUKAIIMOHHOE 00OpynoBaHHE (B TOM YHWCIE MIpOrpaMMHOE oOecreueHue, CUcTema
YIpaBJICHUS);

CpeZCTBa 3alUThl HH(OPMAIUY;

apXHUTEKTypa U KOHUryparys HHHOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHOM CETH;

B) B aBTOMATHU3HPOBAHHBIX CUCTEMaX yIpPaBICHHUS:

uHpopMalus (JaHHBIE) O MapaMeTpax (COCTOSHHMM) YIPAaBIseMOro (KOHTPOJIHUPYEMOTo) oObeKTa
WJIU TIpoliecca (B TOM YHCIIe BXoHas (BbIXO/IHAs) MH(OpMaIs, ypaBiistolias (KoMaHHas) HHGOpMaIus,
KOHTPOJIbHO-U3MEpUTENbHAs HHOpMAIHs, HHAE KPUTHYECKH BayKHAs! (TEXHOJIOTHYeCKas) MHpOpMaIus);

MpOrpaMMHO-aINapaTHele CpeAcTBa (B TOM UHMCJIE aBTOMaTH3UpOBaHHbIE paboune MecTa,
MIPOMBIIIJICHHBIE CEPBEPHI, TEICKOMMYHHKAIIMOHHOE O0OpYHOBaHHWE, JHHUHU CBSI3H, MPOrpaMMHpyeMbIe
JIOTUYECKUE KOHTPOJUIEPHI, MPOU3BOJCTBEHHOE, TEXHOJOTHYECKOE OOOpylIOBaHUE (HCIIOTHUTEIbHbIE
YCTpPOICTBA);

MporpaMMHBIE CpeACTBa (B TOM 4YHCIIE MHKPONPOrpaMMHOE, OOIIeCHCTEMHOE, MPUKIATHOE
MporpaMMHoOe o0ecTreueHue);

CpeZCTBa 3aIUThI HH(OPMAIUY;

apXHUTEKTypa U KOH(PUTYpaIsi aBTOMaTU3UPOBAHHON CHUCTEMBI YIIPABJICHHUSI.

18. OOGecrnieuenne 0€30MaCHOCTH 3HAYUMOTO OOBEKTa JOCTUTAeTCS NMyTeM NPUHATUS B paMKax
MOJICUCTEMBI 0E30MTaCHOCTH 3HAYMMOTO O0OBEKTa COBOKYIMHOCTH OpPTraHM3AIMOHHBIX M TEXHHUUYECKUX Mep,
HampaBlIeHHBIX Ha OJOKHpoBaHHE (HeWTpanu3anuio) yrpo3 OezomacHOCTH WHGOpPMAIMH, peannu3aius
KOTOPBIX MOXET MPUBECTH K MPEKPAIIECHUIO MM HApYIICHHIO (PyHKIIMOHMPOBAHUS 3HAYMMOTO OOBEKTa M
o0ecreunBaromero (yrnpasisieMoro, KOHTPOJIUPYEMOTO) UM MPOIIEcca, a TaKKe HapyIIeHUIO 0€30MacCHOCTH
oOpabatpiBaeMoii umH(pOpManuu (HAPYHMICHUIO JIOCTYIHOCTH, IIEJIOCTHOCTH, KOH(PHUICHIINATHLHOCTH
nHpopmarum).

OpraHu3anMoHHBIE M TEXHHYECKHE MEpPHI MO OOECIEYEeHHIO0 Oe30MacHOCTH 3HAYMMOTO OOBEKTa
MPUHUMAIOTCS CYOBEKTOM KPUTHUECKOM HHPOPMALIMOHHOW HHMPACTPYKTYpPhl COBMECTHO C JIMIIOM,
HKCIUTYaTHPYIOUIMM 3HAUUMBIA OO0BEKT (mpu ero Hamuuuu). [Ipu 3TOM MEXIy CyOBEKTOM KPUTHUYECKOH
nHGOPMAITMOHHON WHGPACTPYKTYPHl U JIUIIOM, JKCIUTYaTUPYIOIIUM 3HAYUMBIH OOBEKT, JOJKHO OBIThH
MPOBENIEHO pasrpaHuyeHre (PyHKIMA MO 0O0ECIeYeHNI0 0e30MacHOCTH 3HAYMMOTO OOBEKTa B XO/IE €ro
IKCIUTYyaTalllu.

19. Mepsl 1o obecrieueHnIo 6e30MacHOCTH BBIOMPAIOTCS U PEATU3yIOTCs B 3HAYMMOM OOBEKTE C
ydeToM yrpo3 0e3onacHoCTH WHGOPMAIUN MPUMEHUTENHFHO KO BCEM O00bEKTaM U CyObEKTaM JOCTyMa Ha
anmapaTHOM, CHCTEMHOM, TIPUKJIATHOM M CETEBOM YPOBHSX, B TOM YHCJIE B CPEZE BUPTYyaIH3aIUH.

20. Mepbl mo o0ecrneueHUI0 O€30MacHOCTH 3HAYMMOTO OOBEKTa MPUHUMAIOTCS CYOBEKTOM
KPUTHYECKOH HH(POPMALMOHHON HWHQPPACTPYKTYPhl CAMOCTOATENBHO WJIM TPU HEOOXOAMMOCTH C
MIPUBIIEYCHUEM B COOTBETCTBUU C 3aKOHO/AATENbCTBOM Poccuiickoit denepaiuu opranusaiuii, UMEoIuX B
3aBUCUMOCTH OT MH(popMarmu, odpadaTbiBaeMoil 3HAUMMBIM OOBEKTOM, JTUIICH3HUIO HA JEATEIBHOCTD T10
TEXHUYECKOM 3ammTe WH(OPMAIMU, COCTABISIONIEH TOCYIapCTBEHHYIO TaiHy, U (WJIK) Ha AESITEeIbHOCTD
M0 TEXHUYECKON 3aIuTe KOHPHICHIIMATHHON HHOopMaIu

21. IlpuHuMaeMble OpraHU3AIMOHHBIE W TEXHUYECKHE Mephl MO O0ecreyeHUIo0 O0e30MacHOCTH
3HAUUMOTO OOBEKTa JOIDKHBI COOTHOCHTBCS C MepaMH 10 NPOMBINUICHHOW, (YHKIMOHAIHHON
0€301MacHOCTH, MHBIMH MEpaMU 10 00ecIeueHno 0€30MacHOCTH 3HAYMMOT0 00BheKTa U 00eCIeunBarOIIEro
(ynpasisieMoro, KOHTpOJHpyeMoro) oObekTa wiu mpouecca. I[Ipuy 3ToM Mepel 1O 00ECTEeYeHHUI0
0€30MacHOCTH 3HAYMMOTO OOBEKTa HE JOJDKHBI  OKa3blBaTh  OTPHIIATENBHOTO  BIUSHUS — Ha
(GYHKIMOHMPOBaHHE 3HAYUMOTO O0BEKTA B MPOEKTHBIX PEKUMAX €ro PadoOTHI.

22. B 3HauUMBIX 00BEKTaX B 3aBUCHMOCTH OT UX KaTE€rOpUM 3HAYUMOCTHU U Yrpo3 OE30MacCHOCTH
MHPOPMAILIMU TIOCPEICTBOM HCIIONHEHHS OPraHU3allMOHHBIX W TEXHUYECKHX Mep, OIpENeNsieMbIX B
COOTBETCTBHH C MPUIIOKEHUEM K HacTOSIIUM TpeOoBaHUSAM, OCYIIECTBISIOTCS:

a) uACHTUPHUKAINSA U ayTeHTH(PUKaUs CyOBEKTOB TOCTYNA U OOBEKTOB JOCTYTIA;

0) ynpaBJIeHHE TIOCTYIIOM CyOBEKTOB JIO0CTyNa K 00BEKTaM JIOCTYTIA;

B) OrpaHMYEHHE IPOTPAMMHON CPEIbI;

T') 3alUTa MAllIMHHBIX HOCUTENEeH nH(popManuu;

1) ayAIuT 0€30MacCHOCTH;

€) aHTUBUpYCHAs 3aIlNTa;
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) MPeIOTBpaIleHHe BTOPKEHUN (KOMIIBIOTEPHBIX aTaK);

3) obecrnieueHue 1eI0CTHOCTH;

1) o0OecredeHue J0CTYITHOCTH;

K) 3alllUTa TEXHUYECKUX CPEJICTB U CUCTEM;

71) 3ammuTa HHPOPMAIIMOHHOM (aBTOMATU3UPOBAHHON) CHCTEMBI U €€ KOMITIOHEHTOB;

M) IJIAaHUPOBAHUE MEPONPUATUI IO 00eCIIeUeHNI0 O€30IIaCHOCTH;

H) yInpaBjieHue KOHPUTYypaIei;

0) yrpaBiieHHe 0OHOBIICHUSIMHU MTPOTPAMMHOTO 00ECTICUCHHS,

1) pearupoBaHKe Ha UHITUACHTHI HH()OPMalIMOHHON 6€30MaCHOCTH;

p) obecriedeHne AEUCTBUIN B HEIITATHBIX CUTYAIUAX;

¢) nHGOpMHUPOBaHUE U 00yUEHHE TIEPCOHANIA;

T) 3alllMTa 3HAYUMBIX 0OBEKTOB OT aTaK, HAMPABJIECHHBIX HA OTKAa3 B 0OCITY)KMBaHUU.

221 Tlpu peanuzanuud Mep Mo oOecreyeHUI0 0e30MacCHOCTH 3HAYMMBIX OOBEKTOB MPUMEHSIOTCS
METOAMYECKHE JTOKYMEHTHI, pa3padotanusie ®CTOK Poccuu B cooTBeTCTBUU ¢ NOAMYHKTOM 4 NyHKTa 8
[Tonoxkenust o DenepanbHON CIIy)KOe MO TEXHUYECKOMY M IKCIIOPTHOMY KOHTPOJIIO, YTBEPKIEHHOTO
YkasoMm Ilpesunenta Poccuiickoit @eneparnuu ot 16 aBrycra 2004 . N 1085.

222, Mepsl 110 00ECIIEYEHHUIO 3AIIUTHl 3HAYMMBIX OOBEKTOB OT arak, HANPaBJICHHBIX HA OTKa3 B
00CITY>)KMBaHUH, JTOJKHBI MPUHUMATHCS B OTHOILIECHUHM 3HAYMMBIX OOBEKTOB, UMEIOIIUX HHTepdeich u
CEPBHCH, K KOTOPBIM JIOJDKCH OBITh O0OECIEYeH TOCTOSHHBIM JOCTym U3 HH(DOPMAIMOHHO-
TeJIEKOMMYHHUKaITMOHHOU ceTn "MuTepHeT" (nanee - cets "MHTEpHET"), M TOMKHBI MPEyCMaTPUBATh:

a) BbISIBIICHHE MHTEP(EICOB M CEPBUCOB 3HAYUMBIX 00BEKTOB, K KOTOPBIM JOJDKEH OBITH 0OecIieueH
MOCTOSIHHBIN TOCTYI U3 ceTu "MHTepHeT", onpenesieHrue uxX NpUHAJICKHOCTA U HA3HAYCHUS,

0) BBISBIICHHE MYOIWYHBIX CETEBBIX aJpPECcOB, 3aPETUCTPUPOBAHHBIX 32 CYOBEKTOM KPHUTHYCCKOU
nH(GOPMAITMOHHON UH(PPACTPYKTYPHI U (UJIH) MOTYyYEHHBIX OT MpOBaiiiepa XOCTUHTA, U JOMEHHBIX UMEH,
UCIONB3YEeMBIX JUIsI 0O0ecriedeHrs PyHKIMOHUPOBAHS 3HAYUMBIX O0OBEKTOB, OMPECIICHUE UX HAa3HAYCHHS,

B) BBIBJICHUE M HUCKJIIOUEHHUE M3 3HAYUMBIX OOBEKTOB MHTEP(EIICOB M CEpBUCOB 3HAYUMBIX
00BEKTOB, K KOTOPBIM O0ecredeH A0cTyn U3 cetr "MHTepHeT", myOIrMYHBIX CETEBBIX aJI[peCcOB U IOMEHHBIX
MMEH, HE€ WCHOJB3YEeMBbIX g oOecreueHus (PYHKIMOHUPOBAHUS 3HAYMMBIX OOBEKTOB M (WJIH)
MIPUHAJICKHOCTh KOTOPBIX HE YCTAHOBJICHA;

r) opMupoBaHue TepeuHsi pecypcoB cetu "MHTEpHET", ¢ KOTOPHIMH MOTYT B3aUMOJICHCTBOBAThH
3HAYUMBIE OOBEKTHI, BKIIFOYAIOMICTO WCXOMASIIUN W BXOJSIIUNA CETEBBIE MOTOKH, UX XapaKTEPUCTHKU U
HCITI0JIb3yeMbI€ TTPOTOKOJIBI (Jayiee - MaTpHIla KOMMYHHUKAIIUA 3HAYUMBIX 00bEKTOB ¢ ceThio "MHTepHet");

1) OIpENeJCHHE CETEBBIX aJpecoB, C KOTOPHIMU JIOJDKHO OBITh OOECIEYeHO B3aMMOJCHCTBUE
3HaYUMBIX OOBEKTOB, (POPMUPOBAHUE CIHCKA Pa3pElICHHBIX CETEBBIX aJPECOB B YCIOBHIX pealu3aluu
aTak, HalPaBJICHHBIX HAa OTKa3 B 00CITyKUBaHUH,

€) UCIIOJIb30BaHUE MMPOTPAMMHBIX, IPOTrPAMMHO-AIIAPATHBIX CPEICTB, 00ECTICUNBAIOIINX aHAIHU3 U
(UIBTPAIMIO CETEBBIX 3alPOCOB B COOTBETCTBHM C MATPHIICH KOMMYHHKAIMA 3HAYHMBIX OOBEKTOB C
ceTpto "MHTEpHET" HAa MaKCUMaJIbHO BO3MOYKHOM CKOPOCTH JUISI 3TUX KaHAJIOB CBSI3M U BO3MOXHOCTh
OJOKMPOBaHUS CETEBBIX 3alpOCOB, OONAMAMOIIMX TPU3HAKAMH aTaK, HAMpaBICHHBIX Ha OTKa3 B
00CITy>KMBaHHH, HA CETEBOM U MPUKJIAJHOM YPOBHSAX 3HAUUMBIX OOBEKTOB;

k) HaJIWYUE IBYKPATHOTO pe3epBa IMPOIMYCKHOW CIOCOOHOCTH KAaHAIOB IMepeladd JIaHHBIX
OTHOCHUTENIbHO 00beMOB TpauKa B YCIOBUSX OTCYTCTBHSI peajiu3allid aTak, HAllPaBJIICEHHBIX Ha OTKa3 B
00CITy)XKHBaHWH,

3) UCHOJb30BaHHE [AHHBIX, IMOJIYYEHHBIX MNpHU B3aumozeicTBuu ¢ LleHTpoM MoHUTOpUHra U
YIPABJICHHUSI CETHIO CBSI3U OOIIETO MOIb30BaHUS *;

1) olecrieueHre XpaHEHUsl B TEUCHHUE TpeX JIeT cieAyroulell nHhpopManuu o GakTax pearn3anuu
aTak, HaIPaBJICHHBIX Ha OTKa3 B OOCITY>KMBAHUH: JaTa U BpeMs Hayalla U OKOHYAHHUS peaju3alliy aTakw,
TUN ataku, o0beMm (I'0ut/c, ceTeBbIX MaKeTOB/C), MEPEUEHb CETEBBIX AAPECOB, SBISIOMIMXCS UCTOUHHUKOM
aTak, U CETEBbIX aJ[PECOB, NOJBEPKCHHBIX aTakaM, IPUHUMAEMbIE MEPHI.

! |_|yHKT 4 Tlonoxenus o LenTpe MOHUTOpPHHTA W YIPABICHUS CETHIO CBS3H OOIIETO MOJIH30BAHUS, YTBEPKACHHOTO
NPUKa30M PockomHanmzopa or 31 wmions 20191 N 225 (3aperucrtpupoBan Muntoctom Poccum 22 HosiOpst 2019 T,
peructpanuonnsiii N 56583), ¢ UBMEHEHUAMMW, BHecenasiMu NMPUKA3OM PockomHamzopa ot 24 ampens 2024 r. N 73
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(3apeructpupoBad Muntoctom Poccuu 6 wurons 2024 1., peructpamuonubiii N 78486) (mamee - Iomoxenue o Llentpe
MOHHUTOPHHTA).

23. Beibop mep mo obecriedeHHIO 0O€30MaCHOCTH 3HAUYMMBIX OOBEKTOB ISl UX pealu3aluu
BKJIIOYAET:

a) omnpezenienne 6a30Boro Habopa Mep Mo 0OecIedeHN0 6€30MACHOCTH 3HAYMMOTO OOBEKTa,

0) amanTaiuio 6a30BOro Habopa Mep Mo 00eCIIeUeHHIO 0€30MaCHOCTH 3HAYUUMOT0 00BEKTA;

B) [JOIOJNHEHHME aJalTHPOBAaHHOrO Habopa Mep Mo oOecneyeHHIo Oe30MacHOCTH 3HAYUMOTO
00beKTa MEpaMH, YCTAaHOBJIEHHBIMU MHBIMH HOPMaTHUBHBIMU MPAaBOBBIMH aKTaMU B 001acTH oOecreueHus
0€30IacHOCTH KpUTHUYECKOH HH(pOpMaIMOHHOW HH(pacTpykTypsl Poccuiickoir Denepanuy U 3allUThI
nHpopmauu.

ba3oBe1ii Habop Mep 1o o0ecreYeHn o Oe30MaCHOCTH 3HAYMMOTO 00bEKTa ONPEIEIIIeTCs] HA OCHOBE
YCTaHOBJICHHON KaTETOPUM 3HAYUMOCTH 3HAYMMOTO OOBEKTa B COOTBETCTBHH C IPWIOKCHHEM K
HacTosIMM TpeOoBaHUSAM.

ba3oBsiii Habop Mep 1Mo obecnedeHno 0€30MaCHOCTH 3HAYUMOTO O0OBEKTa MOMJICKHUT aanTalud B
COOTBETCTBHMHM C Yrpo3amMu ©O€30MacHOCTH HH(pOpMAlMK, MNPUMEHSIEMBIMH HH()OPMAIIMOHHBIMU
TEXHOJIOTUSIMH M OCOOCHHOCTSIMH (DYHKIITMOHHUPOBAHUS 3HAUMMOro oOwekrta. Ilpm stom m3 0Ga3zoBoro
Habopa MOTyT OBITh HCKIIOYEHBI MEphbl, HEMOCPEJACTBEHHO CBS3aHHBIE C HWH(POPMAIMOHHBIMH
TEXHOJIOTUSIMH, HE MCIOJIb3YEMbIMH B 3HaYMMOM OOBEKTE, WIM XapaKTEepUCTUKAMU, HE CBOMCTBEHHBIMU
3HaUnMoMy o0BekTy. [Ipu amantamuu 6a3oBoro Habopa Mep Mo oOecTedeHH0 0e30MaCHOCTH 3HAYUMOTO
00beKTa JJIsl KaXKION yrpo3bl 0€30MacHOCTH MH(OpMAIUH, BKIIOYEHHOM B MOJIENb YIPO3, COMOCTABISAETCS
Mepa WM TpyNna Mep, 00ecredrBaroie OJJIOKMPOBAHUE OHOM MIIM HECKOJIBKUX YTPO3 0e301MacHOCTH HITH
CHIDKAIOIIME BO3MOXKHOCTD €€ pean3alii UCXO/s U3 yCIOBUI (PYyHKIMOHHUPOBAHUS 3HAYMMOTO OOBEKTa.
B cnyuae ecnu 6a30BbIi HAOOpP Mep HE TO3BOJSIET 0OECIEYUTHh ONOKHpOBaHME (HEUTpaIU3aIUIO) BCEX
yrpo3 0Oe3omacHOCTH WHGOpPMAIMM, B HEro JOIMOJHHUTEIBHO BKIIIOYAIOTCS MEpbl, IpPHUBEICHHBIC B
[IPUIOKEHUH K HACTOSIIUM TpeboBaHUSIM.

JlomonHeHUe aganTHPOBAHHOTO HAaOopa Mep Mo 00EeCIeYeHUI0 0e30MacHOCTH 3HAYMMOTO 00BEKTa
OCYIIECTBIISIETCS C IENBIO BBIMOIHEHUS TPEOOBAHM, YCTAHOBICHHBIX HHBIMU HOPMAaTUBHBIMH ITPABOBBIMU
akTaMu B oOmacTu oOecrieueHHuss OE30MacCHOCTH KPHUTHUYECKOW HHGOPMAIMOHHONW HHPPACTPYKTYpPHl H
3amuThl WHpopManuu. JlomonHeHWe aJanTUPOBAHHOTO HAa0Opa Mep MPOBOAMTCS B CIydyae, €Clid B
OTHOIIICHUHU 3HAYMMOTO O0BEKTa B COOTBETCTBHHU C 3aKOHOAATEILCTBOM Poccuiickoit demepanuu Takxke
YCTaHOBJIECHBI  TpeOoBaHWs O 3ammre WHGOpPMAIMU, COAEpXkallelcs B  TOCYIapCTBEHHBIX
MH(DOPMAITMOHHBIX CHUCTEMax, TpeOOBaHWSA K 3allMTE TEPCOHAIBHBIX JAHHBIX MPH HX 00paboTke B
WH(MOPMAIIMOHHBIX CHCTEMaX INEPCOHANBHBIX [aHHBIX, TPEOOBaHHMS K KpUNTOrpapUUecKol 3amuTe
nHpopmaruu wiM WHbBIE TpeOOBaHMS B 00JACTH 3aIMTHl MHGOPMAIMU W OOecredeHus: 0e30MacCHOCTH
KPUTHYECKOH MH(OPMAIMOHHON HH(PPACTPYKTYPHI.

24. B cnydae ecnu 3HAUUMBIA OOBEKT SBIISECTCS TOCYTAPCTBEHHOW WH()OPMAIMOHHOW CHCTEMOU
WM UHQOPMAIMOHHOW CHCTEMOW NEPCOHAJIBHBIX JaHHBIX, MEpPbl IO OOECIEYeHHIO0 Oe30MacHOCTH
3HAYUMOTO OOBEKTa M MeEpbl 3amuThl WHPOpMaNKMK (MO OOECIEUYCHUIO TIEPCOHAIBHBIX JIAHHBIX)
MPUHUMAIOTCA B COOTBETCTBHHM C 0o0Jiee BHICOKOW KaTeropueil 3HaYMMOCTH, KJIACCOM 3aIIUIIEHHOCTH WU
YpOBHEM 3alUIIIEHHOCTH NEPCOHATIBHBIX JTaHHBIX.

25. Ecnu mnpuHATBIE B 3HAYUMOM OOBEKT€ Mephl 10 OOECIEYEHUIO MPOMBIIUICHHOH,
(GhyHKIIMOHATBHOW Oe30macHOCTH W (Win) (U3HUIECKOM Oe30MacHOCTH JOCTATOYHBI il OJIOKUPOBAHUS
(HeiTpanu3aiu) OTACIBHBIX YTpo3 06e30MacHOCTH WH(OPMAIIUK, TONOJHUTEIbHBIE MEPhI, BEIOPAHHBIE B
COOTBETCTBHH C IyHKTamu 22 W 23 HacTosmux TpeOoBaHMil, MOTYT HE TIpUMEHAThCA. [Ipu sTOM B X071€
pa3paboTKu OpPraHU3ANUOHHBIX H TEXHUYECKUX MEp MO 00ECIEUeHUI0 OE30MacCHOCTH 3HAYUMOTO 00OBEKTa
JOKHAa OBITh OOOCHOBaHa JOCTATOYHOCTh MPUMEHEHHsT Mep 10 O0O0eCleYeHHI0 MPOMBIIIIEHHON
6e30macHOCTH WM (pru3nyecKol 0e30MacHOCTH Ui ONIOKMpOBaHUs (HEHTpanuU3alnu) COOTBETCTBYIOIIMX
yrpo3 6e3omnacHocTy HHpOpMaIuu.

26. IIpu OTCYTCTBHM BO3MOXKHOCTH PEaTU3alK OTACIbHBIX MEp M0 obecreueHnIo 0€30MacHOCTH U
(W) HEBO3MOXKHOCTH MX MPUMEHEHUS K OTIACIbHBIM OOBEKTaM W CYOBEKTaM JIOCTYyIMa, B TOM YHCIIE
BCJIC/ICTBME WX HETaTUBHOTO BIUSHUS Ha (DYHKIIMOHUPOBAHHUE 3HAYMMOTO OOBEKTA B MPOCKTHBIX PEKUMAX
3HaYUMOTro OOBEKTa, JOJKHBI OBITh pa3paboTaHbl U BHEOPEHBl KOMIICHCUPYIOIIME  MEpHI,
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obecrieunBarone OJOKHPOBaHUE (HEHTpaNIHM3alldI0) YIrpo3 0€30MacHOCTH WH(POPMAIUA C HEOOXOIMMBIM
YPOBHEM 3allIMIIEHHOCTH 3HauuMoro ooOwekTa. Ilpm sToM B Xozme pa3pabOTKM OpraHM3alMOHHBIX WU
TEXHHYECKMX Mep MO 00ecrnedyeHuto0 Oe30lacHOCTH 3HAauuMOro OObeKTa JODKHO OBbITh 0OOCHOBaHO
IIPUMEHEHHE KOMIIGHCUPYIOUIMX MeEp, a NpH MPUEMOYHBIX HCIBITAHUAX (aTrTecTaluuu) OLEHEHa
JOCTAaTOYHOCTh U AJEKBATHOCTh JaHHBIX KOMIIEHCHPYIOUIMX Mep JUlsl ONOKMpoBaHMs (HEHTpanu3alun)
yrpo3 6e301macHOCTH HH(OPMAIIHH.

B kadecTBe KOMIEHCHUPYIOIIMX MEp MOIYT OBITb pacCMOTPEHbl Mephbl IO 00eCleueHUI0
MPOMBIIIICHHOW, (QYHKIHOHAIBbHOW ¥ (Wiau) (¢u3udeckoid O€30MacHOCTH 3HAYMMOTO OOBEKTa,
NOJ/IepKUBAOIE HEOOXOAUMBIN YPOBEHD €ro 3alUIEHHOCTH.

26.1. Ilpu WCTIONB30BaHMM B 3HAYUMBIX OOBEKTaX HOBBIX HH()OPMAIIMOHHBIX TEXHOJOTHH W
BBISIBICHUH JIOTIOJIHUTENIBHBIX yTpo3 0€30MacHOCTH MH(OpMAIMH, ISl KOTOPBIX HE ONpeesieHbl Mephl 110
o0ecriedeHnI0 0e30MacHOCTH, JOJDKHBI pa3padaThiBaThbCs KOMIIEHCHPYIOIIHE MEphl B COOTBETCTBHH C
IIYHKTOM 26 HacTosmux TpeGoBaHUM.

262, OpraHM3allMOHHBIE MEphl, HANpaBICHHBIE Ha 3allUTy 3HAYUMBIX OOBEKTOB OT arak,
HalpaBJIEHHBIX HA OTKa3 B 00CIYXMBAHUH, TOJKHBI IIPEAYCMAaTPUBATh:

a) B3aUMOJICIICTBUE C TOCYITapPCTBEHHON CUCTEMOM OOHApYKEHHUS, IPEIyNPEkKACHNUS U TUKBUIALIUU
MTOCJIEICTBUI KOMITBIOTEPHBIX aTak Ha HHPOpMaIMOHHbIE pecypchl Poccuiickoit denepanuu 2,

0) B3aMMOJEHCTBHE B aBTOMAaTU3MPOBAHHOM pexkuMme ¢ L[eHTpoM MOHUTOpPHHIA W YIpaBICHUS
CeThIO CBSI3U OOLIEro IMOJIb30BaHMA® B paMKax MPOTHBOAEHCTBHS aTakaM, HAlpPABIEHHbIM Ha OTKa3 B
00CITy)KVBaHWH,

B) B3aUMOJEHCTBHE C NPOBAMIEpOM XOCTMHIA WIM OpraHM3aluel, MpeaocTaBisfoleil yciyru
CBSI3M, TPOTPAaMMHO-AINIApPAaTHBIE CPEICTBA KOTOPBIX, YYACTBYIOIIME B KOHTpoOJie, (QHUIbTpaluud |
OJIOKMPOBAaHMM CETEBBIX 3alpOCOB, OOJMAJAIOUIMX TMPU3HAKAMM aTaK, HalpaBIEHHbBIX Ha OTKa3 B
00CITy)KUBaHHH, TOJKHBI OBITh PAaCTIONIOXKEHBI Ha Tepputopun Poccuiickoit deneparyu;

I) OIpeAeleHHE TMOpsAaKa B3aMMOJCHCTBHA C NpPOBalIepOM XOCTHMHIAa WM OpraHu3aluei,
MIPEIOCTABIIAIOMIEN YCIYTH CBSI3U, 110 COBMECTHOMY OJOKMpPOBaHHMIO aTak, HAlpaBJICHHBIX Ha OTKa3 B
00CITy)KUBaHUH, U Pa3TPaHUYEHUIO 30H OTBETCTBEHHOCTH ITPH TaKOM OJIOKUPOBAHUU;

1) obecrieyeHne Jo0CTynHoCTH u3 cetd "MuTepHeT" nHTep(elcoB U CEpBUCOB 3HAYUMBIX OOBEKTOB,
MOJUIeKALIMX 3alllUTe OT aTaK, HAlpaBJICHHbIX Ha OTKa3 B OOCIYXHBaHWH, IO COINIACOBAHUIO CO
CTPYKTYPHBIM MOApA3/eIEHUEM, CHEUUAINCTaMU M0 3allluTe HMH(OpPMalMU IOCJIEe NPUHATHS MEp IO
KOHTPOJIFO M (WIBTPALMM MCXOIAIIETO U BXOASIIET0 CETeBOro Tpaduka B COOTBETCTBMM C MaTpHLEH
KOMMYHUKAI 3HAYUMBIX 00BEKTOB C ceThio "MHTepHeT";

€) BO3MOXXHOCTh Pa3MEIEHUs] 3HAYUMbIX 00BEKTOB B MH(POPMALMOHHO- TEIEKOMMYHHUKAIIHOHHON
MHPPACTPYKType MpOoBaiiiepa XOCTUHTa, 00ECIIEYMBAIOIIETO 3aIIUTY OT aTak, HalpaBlIEeHHBIX HA OTKa3 B
00CITy)KUBaHUM, WM OCYIIECTBICHUE 3aIIUThl 3HAYUMBIX OOBEKTOB IyTEM IE€PEHANPABIECHUS CETEBOIO
Tpaduka Ha MPOrpaMMHO-aNMNapaTHbIE CPEICTBA OPraHW3alM{, OKA3bIBAIOMIEH YCIYrH 1O KOHTPOIIO,
¢uibTpa U OJOKHPOBAHHUIO CETEBBIX 3alpOCOB, 00JaJAIOUIMX MPU3HAKAMM aTaK, HAIpaBICHHBIX Ha
OTKa3 B OOCIY)XHBaHHM, MpPU OTCYTCTBUHM TEXHUYECKOH BO3MOXKHOCTH Yy CyObEKTa KpPUTHYECKOMN
MH(POPMALIMOHHOW HHPPACTPYKTYPbl CAMOCTOSITEIBHO OPraHU30BaTh 3aLIUTY 3HAYUMBIX OOBEKTOB OT arak,
HaNpaBJIEHHBIX HA OTKa3 B OOCITY)KMBaHHH.

2 |_|O,EI,I'IyHKT "o" NyHKTa 2 Vxasa [pesunenta Poccuiickoit @enepanmu ot 22 mexadbps 2017 r. N 620 "O
COBEpPIIICHCTBOBAHMUA TOCYJAPCTBCHHOW CHUCTEMbI OOHApYKEHHsI, MNPEAYIPEKICHUS ¢  JUKBHAALMH  I[TOCIICACTBUIA
KOMIIBIOTEPHBIX aTak Ha HH(opMamoHHbIe pecypcsl Poccuiickoit eneparnm'.

3 TTyHKT 5 Monokenus o LleHTpe MOHUTOPHHTA.

263. IlporpamMMHO-anmapaTtHble CpEIACTBa, HCIONb3yeMbIe JJsi OCYIIECTBICHUS KOHTPOJIS,
dbunpTpan ¥ OJOKUPOBAHUS CETEBBIX 3alPOCOB, OOJIATAIONIMX MPU3HAKAMU aTakK, HANPABJIICHHBIX Ha
OTKa3 B 00CITY>KHBaHUH, TOJKHBI OBITH PACIIONOXKEHBI Ha Tepputopun Poccuiickoit deaeparuu.

IV. Tpe6oBanusi kK MPOrpaMMHBIM U TPOrPAMMHO-ANNAPATHBIM CPeICTBAM, IPUMEHSAEMbIM JIJIsl
of0ecreyeHHs 0€30NMMACHOCTH 3HAYMMBIX 00LEKTOB
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27. TexHWYEeCKHE Mephl MO 00ecreueHHIo OE30MacHOCTH B 3HAYMMOM OOBEKTE PEaTH3yIOTCS
MOCPEJICTBOM HCIIOJIb30BAHUS MPOTPAMMHBIX U MPOTpaMMHO-aNMNapaTHBIX CPENCTB, MPUMEHIEMBIX IS
obecriedeHns 0€30MACHOCTH 3HAYMMBIX OOBEKTOB - CpEACTB 3aIluThl HHopMamuu (B TOM 4YHCIE
BCTPOCHHBIX B OOIIECUCTEMHOE, NPUKIAIHOE MpOrpaMMHOE oOecreyeHne), a Takxke oOecredeHus
0€30MacHOCTH TPOTPAMMHOTO OOECIIEYeHUS M TPOTPAMMHO-AMIIAPATHBIX CPEICTB, TNPUMEHSEMBIX B
3HaYUMBIX 0OBEKTaX.

[Ipu 5TOM B NMPHOPUTETHOM TMOPSAIKE MOAJIEKAT MPUMEHEHHUIO CPEICTBA 3alIUTHl MH(POPMAIUH,
BCTPOCHHBIE B TporpaMMHOe oOecrieueHrne M (WJIM) MPOrpaMMHO-AINapaTHhle CPEACTBA 3HAYMMBIX
00BEKTOB (TIpY WX HAJTMYHH).

28. Jlns obGecnedeHus O€30MaCHOCTH 3HAYUMBIX OOBEKTOB KPUTHYECKOH WH(OpPMAIMOHHON
MHPPACTPYKTYpPhl JOJDKHBI TNPHUMEHSATHCS CPEICTBA 3aIIWTHl MH(OpMAIMK, TPOIIECJIINE OICHKY Ha
COOTBETCTBHE TpeOOBaHUAM IO Oe30macHOCTU B (popmax o0s3aTeNbHOM cepTUdUKAIIUU, UCTIHITAHUN WU
MIPUEMKH.

CpenctBa 3amuThl MH(OpMAIIMK, MPOIIEANINE OIEHKY COOTBETCTBUS B (opme 00s3aTenbHON
cepTuUKauu, TPUMEHSIOTCS B CITyJasiX, YCTaHOBJICHHBIX 3aKOHOIATENBCTBOM Poccuiickoii deneparmm,
a TaKKe B CiIy4ae MPUHATHS PEHIeHUs CyObeKTOM KPUTUUYECKOU HH(POPMAITMOHHON HHPPACTPYKTYPHI.

B wuHBIX ciydasx TPUMEHSIOTCS CpPEACTBAa 3alIUThl HMH(OpMAIMM, MPOMICAIINE OLEHKY
COOTBETCTBHSI B (POpME HCHBITAHUNA WJIM TPHUEMKH, KOTOpPbIE MPOBOAATCS CYObEKTaMH KpPUTHYECKON
MHPOPMAIIMOHHONW MH(PPACTPYKTYpPHl CAaMOCTOSITEIFHO MM C MPUBJICYEHUEM OpraHU3allNi, UMEIOIUX B
COOTBETCTBHH C 3aKOHOAATeNbCTBOM Poccuiickoit ®enepanil TUIEH3WK Ha JIEATENBHOCTH B 00NacTH
3aIUTHl THPOPMAITUH.

A63ar1 yrparui cuity ¢ 1 saBapst 2023 r. - [Mpukad ®CTOK Poccun ot 20 despans 2020 r. N 35

29. B cnyyae UCHONBb30BaHMS B 3HAYMMOM OOBEKTE CEPTHU(PHUIMPOBAHHBIX HAa COOTBETCTBUE
TpeOOBaHUAM 110 0€30MaCHOCTH HH(OPMAIK CPEACTB 3alIUTHl HH(POPMALIUH:

a) B 3HAUUMBIX O0bEKTaX | Kareropuu NMpUMEHSIOTCS CPECTBA 3alIUThl HHPOpPMALMKU HE HUXe 4
KJIacca 3allMThI, @ TAK)KE CPENICTBA BHIUMCINTEIILHON TEXHUKH HE HIDKE 5 Klacca;

0) B 3HAYMMBIX 00BEKTaX 2 KaTerOpUH MPUMEHSIOTCS CPECTBA 3aIlIUThl MHPOPMALIUK HE HIDKE 5
KJIacca 3allMThI, @ TAK)KE CPENICTBA BHIUMCINTEIILHONW TEXHUKH HE HIDKE 5 Klacca;

B) B 3HAQUUMBIX OOBEKTaX 3 KaTeropuu MPUMEHSIOTCS CPEACTBA 3alUThl MHpopManuu 6 Kiacca
3alIHUTHI, @ TAK)KE CPENICTBA BHIYMCIUTEIILHOW TEXHUKH HE HIDKE 5 Kiacca.

[Ipu >TOM B 3HAUMMBIX O0bEKTaxX | Kareropuu 3HaYMMOCTH MPUMEHSIIOTCS CepTU(PHUIMPOBAHHBIE
cpeacTBa 3amMThl MH(OpMAIMM, COOTBETCTBYIomMe 4 wuiau Oojiee BBICOKOMY YpPOBHIO AoBepus. B
3HAYUMBIX OOBEKTaX 2 KaTeropuH 3HAYUMOCTH MPUMEHSIOTCS CEePTH(PHUIMPOBAHHBIE CPEICTBA 3AIIUTHI
MH(POPMAIIUN, COOTBETCTBYIOIIME 5 WM Ooiee BHICOKOMY YpPOBHIO JOBepHus. B 3HauMMbIX 00BEeKTax 3
KaTeropuu  3HAYUMOCTH NPUMEHAIOTCS  CepTU(ULMPOBAHHBIE CPEICTBA 3alllUThl  MHOpPMAINH,
COOTBETCTBYIOLIME 6 WK O0JIE€ BHICOKOMY YPOBHIO JI0BEPHSL.

Kraccpl 3a1UThl M YPOBHH JIOBEPHsI ONIPENEISIOTCS B COOTBETCTBUU C HOPMAaTHUBHBIMU NPABOBBIMU
akramu ®CTOK Poccum, m3nanHbiMu B cooTBeTcTBUH ¢ NOAMYHKTOM 13.1 nyHkTa 8 Ilonoxkenus o
denepanbHOil  ciyxk0e MO TEXHUYECKOMY M DKCIIOPTHOMY KOHTPOJNIO, YTBEP)KACHHOro YKa3oMm
[Ipesunenra Poccuiickoit ®enepaunu ot 16 aBrycta 2004 . N 1085.

[Ipu “cnonbp30BaHUM B 3HAUUMOM OOBEKTE CPEACTB 3aIUTHl MHPOPMALUH, CEPTUGUIMPOBAHHBIX
Mo TpeboBaHUsAM 0€30MacHOCTH WH(MOPMAITNH, YKa3aHHBIC CPEICTBA JOJDKHBI OBITh CEpTU(UIIMPOBAHBI Ha
COOTBETCTBHE OOs3aTeJIbHBIM TpeOOBaHUSAM 1O 0e30MacHOCTH HH(POpPMALUK, YCTAaHOBICHHBIM
HOPMaTUBHBIMU MPABOBBIMU AKTAMH, HJIM TPEOOBAHUSAM, YKa3aHHBIM B TEXHHMUYECKHUX YCJIOBUAX (3aaHHIX
1o 0€30MaCHOCTH).

OyHKIMKU O€30MaCHOCTH CPEJCTB 3alUThl MH()OPMALKMK JOJKHBI OOECIeYrBaTh BBITOJHEHUE
Hactosux TpeGoBaHuii.

29.1. Ilpu mpoeKkTUPOBAaHUU BHOBH CO3/aBAEMBIX WIJIM MOJICPHU3HPYEMBIX 3HAUMMBIX OOBEKTOB 1
KaTeropuy 3HaYMMOCTH B Kau€CTBE IPAHUYHBIX MapUIpPyTH3aTOPOB, UMEIOIIMX A0CTYyN K ceTH "MHTepHer",
BBIOMPAIOTCSI MapIIPYTHU3aTOPHI, CEPTUDHUIIMPOBAHHBIE HA COOTBETCTBHE TPEOOBAHMAM IO OE30MMaCHOCTH
uHpOpPMaIUH (B YaCTH PEAIM30BAHHBIX B HUX (PYHKIIMI O€30MaCHOCTH).

B crnydae OTCYTCTBUSI TEXHMYECKOM BO3MOKHOCTHM MPUMEHEHHMS B 3HAYMMBIX OObeKkTax 1
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KaTeTOpUM 3HAUMMOCTU TpPaHUYHBIX MapIIPyTU3aTOPOB, CEPTUPHUIMPOBAHHBIX HAa COOTBETCTBUE
TpeboBaHusIM 1o Oe3omacHOCTH HH(popManmu, (GyHKIMKA O€30MaCHOCTH TPAHUYHBIX MapLIPyTH3aTOPOB
MOJIJIeKAT OLIEHKE Ha COOTBETCTBHE TPEOOBAaHMIM IO O€30MaCHOCTH B paMKaX NPUEMKH WU MCIBITaHUI
3HAYUMBIX OOBEKTOB.

O0ocHOBaHME OTCYTCTBHSI TEXHMUYECKOH BO3MO)KHOCTH NPHUBOAUTCS B NMPOEKTHOW TOKYMEHTALUU
Ha 3HAYUMbIE OOBEKTHI (MOJACHCTEMBI OE30MAaCHOCTH 3HAYUMBIX OOBEKTOB), pa3zpabarbiBaeMoil B
COOTBETCTBHM C TEXHHUYECKMM 3aJJaHMEM Ha CO3JaHUE 3HAYMMbBIX OOBEKTOB M (WJIM) TEXHUYECKUM
3ajaHieM (4acTHBIM TEXHUYECKHM 3a/IaHMeM) Ha CO3/aHUE MOJCHCTEMBI OE30MacCHOCTH 3HAYUMBIX
00BEKTOB.

29.2. CpenctBa 3amuThl MHPOPMAILIUHM, OIEHKA COOTBETCTBHS KOTOPBIX MPOBOAUTCS B (popme
UCTIBITAHUA WM TPUEMKH, JOJDKHBI COOTBETCTBOBaTh TpeOOBaHUAM K (YHKUUAM O€30MacHOCTH,
YCTaHOBJIEHHBIM B COOTBETCTBHUHM € nojanyHkTom "x" nynkra 10 Hactosimux TpeboBaHUI.

He BcTpoeHHBIE B 00IIECHCTEMHOE U MPUKIIAJAHOE NMPOrpaMMHOE 00ECIIEUeHNE CPEe/ICTBA 3alUThI
MHPOPMAIIUH, OLIEHKA COOTBETCTBUS KOTOPHIX IPOBOMUTCS B (OpPME HWCIBITAHUN WIH TPUEMKH,
JONIOJTHUTENIBHO K YKa3aHHBIM TPeOOBaHMUSAM JOJKHBI COOTBETCTBOBATH 6 MM 00Jiee BBICOKOMY YPOBHIO
JIOBEpHUSL.

HcnbiTanus (mpuemMka) cpecTB 3allluThl HHPOPMAILMU Ha COOTBETCTBUE TPEOOBAHUSM K YPOBHIO
J0BepHs U TpeOOBaHUSAM K (DYHKIHSAM OE30MAaCHOCTH MPOBOMISATCS Ha JTare MpeIBapUTEeIbHBIX UCTIBITAHUH
B COOTBETCTBUU C IIYHKTOM 12.4 HacTosmux TpeboBaHMiA.

WcnpiTanus (mpuemka) NpoBOASTCS OTAEIBHO WIHM B COCTaBe 3HAYMMoro oowekra. IIporpamMma u
METOIMKH UCHbITAHUH (MPUEMKH) YTBEPXKIAIOTCS CyObEKTOM KpUTHYECKOH HMH(OpManMOHHON
UHPPACTPYKTYpbl B Cllydyae CaMOCTOSTEIBHOTO TIPOBEJACHHUS HWCHBITaHWA. B ciaydae mpoBeneHus
UCTBITAHUH MHBIM JIMIOM, IPOrpaMMa U METOIMKU UCTIBITAHUN (IIPUEMKH) YTBEPKIAOTCA ITUM JIMILIOM I10
COIVIACOBAHHUIO C CYOBEKTOM KPUTHYECKOH MH(OPMAIMOHHON HHGPACTPYKTYPHI.

ITo pe3ynpraram HCHBITaHUHN (IPUEMKH) CPEACTBA 3AIIUTHI HHPOPMALUU O0(GOPMIIIETCS TPOTOKOI
UCIBITAaHUHN, B KOTOPOM YKa3bIBAIOTCSI:

JlaTa U MECTO IMPOBEJCHUS UCTIBITAHUN (TIPUEMKH);

OIMCAHME UCTIBITHIBAEMOTO CPEJCTBA 3aLIUTHI HH(POPMALINH;

OIMCaHKEe MPOBEIEHHBIX UCIIBITAHUA;

pe3ynbTaThl UCIBITAHUHN IO KaXK0MY HUCIIBITHIBAEMOMY IapaMeTpy (XapaKTepUCTHUKE);

BBIBO/II O COOTBETCTBUM (HECOOTBETCTBUM) CPEACTBA 3alIUThl MH(pOpMALUU TPEeOOBAHUAM I10
6e30macHOCTH HH(POPMALINH.

[IpoTokon  ucHbITaHMA  yTBEp)KIAeTCd  CYOBEKTOM  KPUTHYECKOW  MH(POPMAIMOHHOU
UHPPACTPYKTYphl B CIIydae CaMOCTOSTEIBHOTO IPOBEACHUS MWCIBITAaHUH. B MHOM ciydae MpOTOKOI
UCTIBITAHUN YTBEPXKIAETCsl JIMLIOM, TPOBOJUBIINM HUCIBITAHUS, U NPEACTABISIETC CYObEKTY KPUTUUYECKOM
MHPOPMAIIMOHHOW MH(PACTPYKTYphl Ha dTare NPUEMOUYHBIX HCHBITAHWHA A TPHHATUS PEIIeHUs O
BO3MO)KHOCTH IPUMEHEHMS CPEICTBA 3aIUThHl HHPOPMALIUU B 3HAYUMOM OOBEKTE.

HcnpiTanus (nmpuemka), TpeayCMOTPEHHBIE HACTOSIIMM ITYHKTOM, TPOBOMSATCS B OTHOIICHUH
CPEe/CTB 3alUThl MH(OpMAIMHK, IUNIAHUPYEMBIX K BHEIPEHHMIO B paMKaX CO3JaHMs (MOACPHU3ALMM WIIH
PEKOHCTPYKIIMH, PEMOHTA) 3HAYUMbBIX OOBHEKTOB.

29.3. IlpuknagHoe mporpaMMHoOe obecredyeHue, MIaHUPYeMOoe K BHEJIPEHUIO B paMKaxX CO3aHUs
(MozepHU3aLMU WIM PEKOHCTPYKIIMH, PEMOHTA) 3HAYMMOI'0 00bEKTa M 0OECIIEUNBAIOLIEE BHINIOJIHEHNE €TI0
GyHKIUMI 10 Ha3HAYeHMIO (Janee - MporpaMMHOEe 0OecCIedeHue), TOKHO COOTBETCTBOBATh CIEAYIOLINMM
TpeOOBaHUSAM 10 O€30MaACHOCTH:

29.3.1. TpeboBanus 1Mo 6e30MacHON pa3padOTKe MPOTPAMMHOTO 00eCTICUEHUS:

HaJM4Yre PyKOBOJACTBA MO 0e30MacHoOM pa3paboTke MpOrpaMMHOTO 00ECIICUECHHS;

IIPOBE/IEHUE aHAJIN3a YTPpo3 0€30MaCHOCTH HH(POPMALIMU IPOTPAMMHOI0 00€CTIeUeHuS;

HaJM4YUe OMMCAaHMs CTPYKTYPhl IPOrPaMMHOIO 00ECTIEUEHHsI HA YPOBHE MOJICUCTEM U PE3YNIBTAaTOB
colnocTapieHus (YHKLUUH MPOrpaMMHOro obecredeHuss 1 nHTepQeiicoB, ONUCAHHBIX B (PYHKIIMOHAJIBHOM
CHelU(pUKALIH, C €T0 MMOJCUCTEMAMHU (ISl IPOTPaMMHOI0O 00€CTIeUeHHUs], ITITAHUPYEMOT0 K IPUMEHEHHIO B
3HAUUMBIX 00BEKTax 1 KaTeropuu 3Ha4MMOCTH).

29.3.2. TpeboBaHMs K UCTIBITAHUSIM T10 BBISIBIICHUIO YA3BUMOCTEN B IPOrPAMMHOM O0€CIIEUEHUH:

MIPOBE/IEHNE CTaTHYECKOTO aHAJIN3a UCXOIHOTO KO/1a IPOTrPAMMBI;
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npoBefieHHe  (Da33UHT-TECTUPOBAHUS TMPOTPAMMBI, HAMpaBICHHOTO Ha BBISIBICHHWE B HeEH
YSI3BUMOCTEM;

MPOBEJICHHE JMHAMUYECKOTO aHaiu3a KoJa MporpaMMmbl (IUisi MPOTPaMMHOTO oOecredeHus,
IJIAHUPYEMOTO K TPUMEHEHHUIO B 3HAUUMBIX 00BbEKTaxX |1 KaTeropuu 3HaYUMOCTH).

29.3.3. TpeboBaHus K MOIEPKKe OE30TaCHOCTH MPOrPaMMHOTO 00€CTICUCHHUS :

HaJM4ue NpPOLEAYyp OTCIEKHUBAHUS M MCIPaBICHUS OOHAapYXEHHBIX OMIMOOK M YSA3BUMOCTEH
MIPOrPaMMHOTO 00eCTIEYeHHS,;

oIpesieJIeHe CIOoCOOOB U CPOKOB JOBEAEHUS pa3pabOTUMKOM (TPOM3BOIUTENIEM) MPOrPaMMHOIO
o0ecrieueHusi 10 ero mosb3oBareneid uHpopMmanuu o0 YA3BHUMOCTSAX IMPOrPaMMHOTO 00OecledyeHus, o
KOMITEHCUPYIOLIUX Mepax I0 3aluTe MHPOpMalMM WK OTPaHUYEHUSAX MO MPUMEHEHHIO IPOrpPaMMHOIO
oOecrieueHus, crnoco0OB MONY4YEHHUS MOJIb30BATEISIMU MPOTPAMMHOIO OOECIEYeHHs] €ro OOHOBJICHHIA,
IIPOBEPKHU UX LETOCTHOCTH U MOJJIMHHOCTH;

Hanuuue  mpoueayp — uHGopMHupoBaHHMS ~— CyObeKTa ~ KpPUTHUECKOM  HMH(DOpPMAalMOHHOU
UHPPACTPYKTYpbl 00 OKOHYAHHM MPOM3BOACTBA M (WJIM) MOIACPKKH MPOrpaMMHOT0 obecnieueHus (st
MPOrpaMMHOTO OOecleueHus, IUIAHUPYeMOro K TPUMEHEHUI0 B 3HAYUMBIX OOBeKkTax 1 kareropuu
3HaYMMOCTH).

29.4. BemonHeHue TpeOOBaHMA MO OE30MAaCHOCTH, YKa3aHHBIX B mojanmyHkrax 29.3.1 -29.3.3

nyHkra 29.3 Hactosmux TpeOoBaHUIl, OLEHUBAETCS JIMLIOM, BBIIOJIHSIOUIMM padOThl O CO3JaHUIO
(MonepHHM3alUK, PEKOHCTPYKIIMHW WM PEMOHTY) 3HAYUMOTO OO0beKTa | (WH) OOCCIEYCHHIO €ro
0€30IacHOCTH, Ha JTarne NPOCKTHPOBAaHUS 3HAYUMOTO OOBEKTa Ha OCHOBE pE3YJIbTAaTOB aHAIN3a
MarepuajoB M JIOKYMEHTOB, IPEJCTABISEMbIX pPa3pabOTUUMKOM (IIPOM3BOJAMUTENEM) IMPOTrPAMMHOIO
oOecriedeHns] B COOTBETCTBHM C TEXHMYECKUM 3aJaHueM (YacTHBIM TEXHHUYECKUM 3aJaHHeM),
pa3pabaTbIBaeMbIM B COOTBETCTBHHM ¢ IIyHKTOM 10 HacTosmux TpeOGoBaHUH.

Pe3ynprarel OLIEHKM BKIIOYAIOTCSI B TMPOEKTHYIO JOKYMEHTAllMI0 Ha 3HAYUMbIH OOBEKT
(moncucreMy 0€30HAaCHOCTH  3HAUUMOIO OOBEKTa) M TMPEACTABIAIOTCA CYObEKTy KPUTHYECKOM
MH(POPMAITMOHHONW HHPPACTPYKTYPHI.

30. IlpumeHsieMble B 3HaUUMOM OOBEKTE NMPOrpaMMHbBIE U MPOTrpaMMHO-alIapaTHble CPENCTBa, B
TOM 4YHCI€ CpEACTBAa 3allUThl WH(POPMALUHU, JOJDKHBI OKCIUTyaTHPOBAaThCSI B COOTBETCTBUU C
MHCTPYKLIMSAMU (IpaBUJIaMHU) MO 3KCIUTyaTalluH, pa3pab0TaHHBIMU pa3pa0doT4YMKaMu (IPOU3BOAUTEINISMN)
9TUX CPEACTB, U MHOW JKCILTyaTallMOHHON JOKYMEHTALMEH.

31. IlpumeHsieMble B 3HaUUMOM OOBEKTE NMPOrpaMMHbBIE U MPOTrpaMMHO-alIapaTHble CPENCTBa, B
TOM 4YHCIIE CpEIACTBAa 3aIlUThl HMH(OPMAIMM, TODKHBI OBITH OOECIeYeHbl TapaHTUHHONH W (WIN)
TEXHUYECKOW MOIEPKKOM.

IIpu BEIOOpPE MPOrpaMMHBIX U MPOTPAMMHO-ANIMAPATHBIX CPEACTB, B TOM YHCJIE CPEICTB 3aLIUTHI
MHpOpPMaIlUY, HEOOXOJUMO YUYMTHIBATh HAJIMYME OrPAHWYEHHUH HA BO3MOXHOCTH HUX TPUMEHEHUS
CYOBEKTOM KPHUTHYECKOW HH(OPMAIIMOHHONH HWHQPPACTPYKTyphl Ha JIOOOM W3 MPHHAUICKANX EMYy
3HAUUMBIX OOBEKTOB KPUTHYECKOW HH(POPMAIMOHHOW HH(PACTPYKTYyphl CO CTOPOHBI pa3pabOTUMKOB
(mpousBoaUTENIEN) I UHBIX JIULL.

B 3HaunMoM 00BbEeKTE HE TOMYCKAOTCS:

HaJIM4Yue YIaJeHHOrO JO0CTyNa K MPOrpaMMHBIM U IPOrpaMMHO-alapaTHbIM CPEICTBAaM, B TOM
qucae CpelICTBAM 3allUThl MH(MOpPMAIUM, Ui OOHOBIEHHMSI MM YIPABICHHUS CO CTOPOHBI JIMI, HE
ABJISIIOIIMXCS paOOTHUKAMHM CYOBEKTa KpUTHUECKOW WH(POPMALMOHHOW HH(MPACTPYKTYpHI, a TaKxke
pabOTHUKAMHM €ro TIOYEPHUX U 3aBUCUMBIX OOILECTB;

HaJM4Yue JIOKAJIbHOTO OECKOHTPOJIBHOTO JOCTyNa K MPOrpaMMHBIM M IpOTrpaMMHO-annapaTHbIM
Cpe/cTBaM, B TOM YHCJIE CPEICTBAM 3aIlUThl HHPOPMALIUH, JUIsl OOHOBIICHUS WU YIIPABICHUS CO CTOPOHBI
JMI, HE SIBISIONIMXCS PaOOTHHUKAMH CYOBEKTa KPHUTHYECKOM WH(POPMAIMOHHOW HH(PACTPYKTYpHI, €ro
JIOYEPHUX U 3aBUCUMBIX OOIIECTB;

nepeaada MHPOpPMAIMK, B TOM 4YHCIE TEXHOJOTHMYeCKoW wuHpopManuu, pa3paboTUHKy
(pOM3BONTENIO) MPOTPAMMHBIX M MPOrpaMMHO-ANIApaTHBIX CPEJCTB, B TOM YHCIE CPEICTB 3aIUTHI
MHPOPMAIIUH, WIM WHBIM JIMIaM 0e3 KOHTPOJS CO CTOPOHBI CyObEeKTa KPHUTUYECKOH HMH(POPMAIMOHHOM
UHPPACTPYKTYPHI.

B cinyuae TexHHYeCKOW HEBO3MOXKHOCTH HMCKJIIOUEHHS YIaJE€HHOTO JOCTyHa K MPOTPaMMHBIM U
IIPOrpaMMHO-aNIapaTHbIM CPEACTBaM, B TOM 4YHCIE CPEICTBAM 3alllUThl MH(POPMALUMU, B 3HAYUMOM

28.01.2026 www.SecurityRussia.com 19/26


https://securityrussia.com/

00BEKTE MMPUHUMAIOTCSI OPTAHU3AIMOHHBIC W TEXHUYECKHE MEPhI TI0 00ECIIEUeHHI0 0€30TTaCHOCTH TaKOTO
JOCTYyTIa, TPeAyCMaTPUBAIOIINE:

ONpENICNICHUE JIMIl U YCTPOWCTB, KOTOPBIM pa3pelleH yAaJleHHbIA JOCTYN K MPOTPAaMMHBIM M
MPOrPaMMHO-AIMAPATHBIM ~ CPEACTBAM 3HAYUMOTO OOBEKTa, TMPEAOCTABICHHE WM MHUHUMAIbHBIX
MOJTHOMOYH U MPHU JOCTYIE K 3TUM CPEICTBAM;

KOHTPOJIb JIOCTYTIA K MTPOTPAMMHBIM H ITPOTPAMMHO-AIIIAPATHRIM CPEICTBAM 3HAYUMOTO O0BEKTA;

3amuUTy UHGOPMAIIMK M TAHHBIX TPHU MX Tepeaade Mo KaHalaM CBSI3H MPHU yAAJICHHOM JIOCTYIIE K
MIPOTrpaMMHBIM U MPOTPaMMHO-aNMapaTHBIM CPEICTBAM 3HAUUMOT0 00BEKTa;

MOHHUTOPUHI M PETUCTpAIUMI0 JEHCTBUU JIMIl, KOTOPBHIM pa3pelieH yAaJleHHbIM JOCTYyN K
MIPOTpaMMHBIM U IPOrPAMMHO-AIIAPAaTHBIM CPEACTBAM 3HAYUMOTO OOBEKTA, 8 TAK)KEe HHUIIMUPYEMBIX UMU
MPOIIECCOB, AaHAJIN3 ITHX JCHCTBUMN B LIEJISAX BHISBICHUS (DaKTOB HETIPABOMEPHBIX JICHCTBUI;

obecrieueHne HEBO3MOXXHOCTH OTKa3a JIUI] OT BBIMOJHEHHBIX JEHCTBUH TPU OCYIICCTBICHUHU
YIAJIEHHOTO JTOCTYIa K IPOrPaMMHBIM M IPOTPaMMHO-aMapaTHBIM CPEICTBaM 3HAYMMOT0 00BEKTA.

B 3HaunMoM 00BEKTE MOTYT NPUHUMATHCS JIOMOJHUTEIbHBIE OPraHU3alMOHHBIE U TEXHUYECKHE
MepBI TI0 00ECTICUCHHUIO OE30TTaCHOCTH YIAJICHHOTO JTOCTYIAa K TPOTrPaMMHBIM M TIPOTPaMMHO-aIapaTHBIM
CpelCTBaM, B TOM UYHCJIE CpPEJICTBAM 3alllUThl WH(GOpMAIlMU, HampaBlIeHHbIE Ha OJIOKHPOBAaHUE
(He#Tpanu3anuioo) yrpo3 0e30macHOCTH WHGOPMAIMH, MPUBEACHHBIX B MOJEIH YIpo3 0€30MacHOCTH
uHpOpMaIum, pa3padarsiBaeMoi B COOTBETCTBHH ¢ IyHKTOM 11.1 Hactosmmx TpeGoBaHuii.

Bxonsmme B coctaB 3HaYMMOTo oObekTa | M 2 Kareropwidi 3HAYMMOCTH MPOTPaAaMMHBIC H
MPOrPaMMHO-AIAPATHRIE CPEICTBA, OCYIICCTBIIIONIAE XpaHEeHHE U 00paboTKy MH(OpMAINH, HOIKHBI
pasMemarbcs Ha Tepputopun Poccuiickoit ®Denepanuu (3a UCKIIOUEHHUEM CIIy4aeB, KOT/Ia pa3MEIICHHE
YKa3aHHBIX CpPEJCTB OCYIIECTBISETCS B 3apyOekHBIX OO0OCOONEHHBIX MOJAPA3ACICHUsIX CyObheKTa
KpPUTHYECKOH MH(POPMAITMOHHON MHMPpACTPYKTYpHI ((Puiananax, mpeacTaBUTEIbCTBAX), a TAKKE CIydaes,
YCTaHOBJIEHHBIX 3aKoHoAarenbcTBOM Poccuiickoit ®depepanuu u (WiIM) MEXIYHApOJHBIMU JIOTOBOpaMH
Poccutickoit deneparun).

32. Vrparun cuiy ¢ 25 centsiops 2020 1. - [Mpukas ®CTIK Poccun ot 20 derpans 2020 . N 35

MpunoxeHune

K TpeboBaHsgM no obecnevyeHUro 6e3onacHOCTU
3HaYMMbIX OO BLEKTOB KpUTUYECKOU MHOPMaLIMOHHOM
MHdpacTpyKkTypbl Poccunckon ®epepauun,
yTBepxaeHHbIM npvkazom ®CTIK Poccun

ot 25 pekabps 2017 r. N 239

Cocras
Mep 1o odecrnedeHUuI0 0e30MACHOCTH ISl 3HAYUMOI0 00beKTAa COOTBETCTBYIONIEH KATEeropuu
3HAYMMOCTH
O6o03Ha4yeH Meps! ob6ecnieueHust 6€30MacHOCTH 3HAYMMOTO 00bEeKTa Kareropus 3HaunmocTt
ue U HoMep
MepbI
3 ] 2 | 1
I. Unentnduxanus u ayrentupuxanus (MAD)
NA®.0 Pernamenranus nmpaBui1 ¥ NpoLeayp UASHTHPHUKALNY U N + +
ayTeHTU(UKAITIU
NAD.1 Wnentudukanus u ayreHTU(GUKaLuUs MoJIb30BaTeiel u + + +
MHUIUUPYEMbBIX MU ITPOLIECCOB
NAD.2 WNnentuduxanus u ayTeHTUPUKALUS YCTPOUCTB + + +
NAD.3 YnpapneHue uaeHTUPUKATOPAMH + + +
NAD.4 VYnpapneHue cpecTBaMu ayTeHTU(DUKAIMK + + +
NAD.5 Wnentudukanys 1 ayTeHTH(PHUKALNS BHEITHUX TOIb30BaTeIeH + + +
NAD.6 JIByCTOpOHHSS ayTeHTU(DUKAIIHS
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NAD.7 ‘ 3amuTa ayreHTU()UKAIMOHHOM HH(OPMAITUU TIPU TIepeade ‘ + + +
I1. Ynpasaenue nocrynom (YII/I)
YIIJI.0 PermamenTanus mpaBwI U MPOLEAYP YIPABICHUS JOCTYIIOM + + +
VIII.1 VYrpaBiieHUE YUETHBIMU 3AMKMCSIMHU 10JIb30BaTENIEH + + +
VIIJ.2 Peanuzauus Moaenu ynpasiieHUsI JOCTYIIOM + + +
VI3 JloBepeHHas 3arpys3ka + +
YIIJ1.4 Paznenenue nmonmHoMounii (posieil) moap30BaTeNIeH + + +
YIIA.S HasHaueHrne MUHUMAJIbHO HEOOXOAUMBIX MPaB U MPUBUIICTHI + + +
VIIA.6 OrpaHudeHne HEYCIEIIHbIX MONBITOK TOCTyIA B + + +
UHPOPMAITMOHHYIO (aBTOMAaTH3MPOBAHHYIO) CUCTEMY
YII.7 [IpenynpexneHue nonb30BaTelisd IpU €ro A0CTyIE K
MH(POPMAIIMOHHBIM pecypcam
VI8 OrnoBelieHue NOIb30BaATENS P YCIIEITHOM BXOJIE O
MPEIBIIYIEM A0CTyTe K MH(POPMaIIMOHHON
(aBTOMaTU3MPOBAHHOI) CUCTEME
YIIJ.9 OrpanuueHHe YHClia MapaJuIeIbHbIX CEAHCOB JOCTYMa +
VIIJI.10 biiokupoBanue ceanca 10cTyna Mnojiab30Baresis npu + + +
HEAKTUBHOCTH
VIIA.11 VYrpasieHue AeHUCTBUSAMU TOJIb30BaTeNEH 10 UASHTH(DHUKAITIN + + +
1 ayTeHTU(DHKAIIUU
VIII.12 VYopasnenue arpudyramu 0€30MacHOCTH
VII.13 Peanu3zanus 3alMIIEHHOTO YAAJIEHHOTO JOCTyNa + + +
VIII.14 KonTtpomns nocrtymna u3 BHENITHUX HHPOPMAITMOHHBIX + + +
(aBTOMaTU3UPOBAHHBIX) CHCTEM
I11. Orpannyenne nporpammuoii cpeabi (OIIC)
OIIC.0 Pernamenranus npaBuil U Ipoueayp orpaHUYEHuUs + +
IIPOrPaMMHOMU CpeJIbI
OIIC.1 VYnpasnenue 3anyckoM (0OpalieHusM1) KOMIOHEHTOB +
IPOrpaMMHOT0 00ecreyeHHs
OIIC.2 VYnpaBneHue ycTaHOBKOH (MHCTaJUISIIMEN) KOMIIOHEHTOB + +
MPOTrPaMMHOTO 00ECTICUCHUS
OIIC.3 VYnpapneHue BpeMeHHbIMH (paiinamu
IV. 3amuTa MmamumHHbIX HocuTe el nHGopmanuu (3HHN)
3HU.0 Pernamenranys npaBuil U IpoLeyp 3alUThl MAIIMHHBIX N + +
HOcHTeNeH nHpopManuu
3HU.1 Y4eT MalMHHBIX HOCUTENICH HH(pOpMAITUU + + +
3HN.2 VYpasnenue GU3NISCKUM JOCTYIIOM K MAIIMHHBIM HOCHUTEISIM + + +
uHdopmaru
3HU.3 KoHTponb nepeMeniennst MalliMHHBIX HOCHUTENEeH HH(OpMaIuu
3a Ipeiebl KOHTPOIUPYEMOM 30HbI
3HN.4 Uckmouenrne BO3MOKHOCTH HECAHKITMOHUPOBAHHOTO YTECHHUS
uHGOpMAIINN Ha MAIIMHHBIX HOCUTEISIX HH(pOpManuu
3HN.5 KonTtpons ucnonp3zoBanust uHTEpQEiicoB BBOAA (BBIBOA) . + +
nH(pOpMaIMi Ha CheMHBIE MAIIMHHbIE HOCUTENN HH(OpMaIIuU
3HU.6 KonTposns BBOJa (BBIBO/IAa) MH(OpMAIIUK HA ChEMHBIE +
MalIMHHbIE HOCUTENHN HH(OpMaIuu
3HN.7 KoHTposib NOAKIIFOUEHUSI ChEMHBIX MAIIMHHBIX HOCUTENEH 4 + +
uHbopMaIuu
3HU. 8 VYHuuToxkeHue (cTupanue) HHPopMaluyu Ha MallIMHHBIX + + +
HOCHUTENSAX UH(popManuu
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V. Aynut 0e3onacnoctu (AY/])
AVY]1.0 PernamenTanus nmpaBui U IPOLEAYP ayiuTa 0€30MacHOCTH + + +
AV]I.1 WNuBenTapu3aius HHOOPMAITMOHHBIX PECYPCOB + + +
AVY.2 AHalu3 ys3BUMOCTEN U UX YCTpaHEHUE + + +
AVY].3 I'enepupoBaHre BpeMEHHBIX METOK M (MJIM) CUHXPOHU3AIIHS + + +
CUCTEMHOI'0 BpEeMEHHU
AVY]l.4 Peructparus coObITHI 6€30MIaCHOCTH + + +
AVY]L.5 KonTpons u aHanu3 ceTeBoro Tpaduka +
AVY].6 3ammTa nHGOpPMAIIUU O COOBITHSIX 0€30MaCHOCTH + + +
AV].7 MOHUTOPUHT 0€30MaCHOCTH + + +
AV]L.8 PearupoBanue Ha cO0OM NpU PErHCTPALUU COOBITHI + + +
0€30MacCHOCTH
AVY]1.9 AHanu3 IeWCTBUH OTACIBHBIX MMOJIb30BATEIICH +
AV]I.10 [IpoBenieHNEe BHYTPEHHUX ayTUTOB + + +
AVII.11 [IpoBenieHNE BHEIIHUX ayIUTOB
VI. AutuBupycHas 3amura (AB3)
AB3.0 PenmamenTanus nmpaBuiI U pOUEAYP AHTUBUPYCHOM 3aILMTHI + + +
AB3.1 Peanu3zanusi aHTUBUPYCHOM 3aLIUTHI + + +
AB3.2 AHTHBHUpPYCHAs 3aINATA SJIEKTPOHHOMN ITOYThHI U MHBIX CEPBUCOB + + +
AB3.3 KoHTpomp UCTIONb30BaHNS apXUBHBIX, UCTIOTHIEMBIX U +
3ammu@poBaHHBIX (ailioB
AB3.4 Oo6HoBeHME 0a3bl JTaHHBIX MPU3HAKOB BPEJOHOCHBIX + + +
KOMITBIOTEPHBIX MPOrpamMm (BUPYCOB)
AB3.5 Hcnonb3oBanue CpeicTB aHTUBUPYCHOM 3aLIUThI Pa3IMYHBIX +
IIPOU3BOAUTENEN
VII. IlpenorBpaiienue BTOp:keHUil (koMnboTepHbIX aTak) (COB)
COB.O PernamenTtanus npaBuil U Nporeyp NpeaoTBpaIleHNs + +
BTOpP)KEHUH (KOMITBIOTEPHBIX aTaK)

COB.1 OO6HapyXeHHE U MPEOTBPAIICHNE KOMIIBIOTEPHBIX aTak + +
COB.2 OO6HoBIeHHE 0a3bl PEHIAIONTUX MPABHII + +
VIII. O6ecneuenue neaocrHoctu (OLLJI)

OLJI.O PernmameHTanus mpaBwiI U poLeyp 00eCIIeUCHUS + + +

LIEJIOCTHOCTH
OLJL.1 KoHTpomb 1IEeTOCTHOCTH IPOTPAMMHOTO 00€CTICUCHHUS + + +
OLJL.2 KonTpons nenoctHocty nHopMarmm
OLL.3 OrpanudeHus 1o BBy MH(pOpMaIuu B THPOPMALIHOHHYIO +
(aBTOMaTU3UPOBAHHYIO) CUCTEMY
OLUJL.4 KoHTpomnb 1aHHBIX, BBOIUMBIX B UHPOPMAIIIOHHYIO + +
(aBTOMaTU3UPOBAHHYIO) CUCTEMY
OLIJL5 KoHTpomb ommbouHbIX ASHCTBHIA OIB30BaTENEH 10 BBOAY U + +
(unn) nepenade nHGOPMALUH U NIPEAYIPEKACHHUE
MOJIb30BaTeNeit 00 OIMOOYHBIX AEHCTBHSIX
OLJL.6 Ob6e3nuuuBanue U (Win) AeuIeHTUPUKALUS HHPOpMALUH
IX. Ob6ecneuenne gocrymuoctu (OUT)
OHT.0 Pernmamenranus npaBui U npoueayp ooecrnedeHus + + +
JOCTYIHOCTHU
OIT.1 Hcnonb3oBanue 0TKa30yCTOMUUBBIX TEXHUYECKUX CPEACTB + +
O/IT.2 Pe3epBrupoBaHue CpeACTB U CUCTEM + +
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OIT.3 KonTposb 6e30TKa3HOr0 QyHKIIMOHUPOBAHUS CPEACTB U + +
CUCTEM
OlTA4 Pe3epBHOE KOTUpOBaHUE HHPOPMAIHH + +
OIT.5 ObecrieyeHrie BO3MOXKHOCTH BOCCTaHOBIICHHUSI HH(OpMAITUU + +
OJIT.6 OOGecreyeHre BO3MOXKHOCTH BOCCTAHOBJICHUS ITPOTPAMMHOTO + +
o0ecIedeHus TP HEIITATHBIX CUTYaIUsIX
OIdT.7 Knacrepuszauus napopMaimoHHoH (aBTOMaTU3MPOBAHHOMN )
CUCTEMBbI
OAT.8 KonTpoas npenocTapisieMbIX BRIUUCIUTENBHBIX PECYPCOB U + +
KaHaJIOB CBSI3U
X. 3amuTa Texunudeckux cpeacts u cucrem (3TC)
3TC.0 PernamenTanus npaBui U IpoOLEAYp 3alIUThI TEXHUYECKUX + +
CPEICTB U CUCTEM

3TC.1 3amuTa HHGOPMAIIMH OT YTCUKH M0 TEXHUYSCKUM KaHaJIaM

3TC.2 Opranu3zanust KOHTPOJIUPYEMOM 30HBI + +
3TC.3 VYrpasieHue GU3NIESCKUM JIOCTYTIOM + +
3TC.4 Pa3smenienune ycTpoiicTB BeIBoza (0TOOpaskeHMsT) HHPOPMAIIH, + +

MCKJTIOYAIOIIee €€ HECAHKIIMOHUPOBAHHBII MPOCMOTP

3TC.5 3amura oT BHEIIHUX BO3ACHCTBUI + +
3TC.6 MapkupoBaHue anmnapaTHbIX KOMIOHEHTOB CUCTEMBbI

OTHOCHTEJILHO Pa3pelIeHHON K 00paboTKe HHGOPMAILIHH

XI. 3amura uHpopMannoHHON (ABTOMATH3HPOBAHHOI) ccTeMbl M ee komnoHeHToB (3UC)

31C.0 Pernamenranus nmpaBui1 U IpoLenyp 3aLUThI + +
nH(OPMAITMOHHON (aBTOMaTU3UPOBAHHOM) CHCTEMBI U €€
KOMIIOHEHTOB

3UC.1 Paznenenue pyHKuMi MO yrnpasiaeHUIO (aIMUHUCTPUPOBAHUIO) + +

nH(OPMaIMOHHOMN (aBTOMaTU3UPOBAHHOM) CUCTEMON C HHBIMU

GYHKIHSIMHA
3UC.2 3amuTa nepuMeTpa UHPpOpMalMOHHON (aBTOMATU3UPOBAHHOI) + +
CHUCTEMBI
31UC.3 D11e0HUpPOBaHHAs 3alUTa HHPOPMATMOHHON + +
(aBTOMaTU3UPOBAHHOMN) CUCTEMBI
31UC.4 CermenTHpoBaHue HH()OPMAIIMOHHOHN (aBTOMATU3UPOBAHHOIN) + +
CUCTEMBI
3UC.5 Opranu3zanus AeMUJIUTAPU30BAHHOMN 30HbI + +
31C.6 VYIpaBiieHUE CETEBBIMU ITIOTOKAMHU + +
3UC.7 Hcrnonp3oBaHue IMYISITOpa Cpe/ibl PYHKITHOHUPOBAHUS
nporpammHoro obecrniedenus ('mecoynura')
31UC.8 CokphITHE apXUTEKTYPhl U KOHPUTYpaIuu HHHOPMAITMOHHOK + +
(aBTOMaTU3UPOBAHHON) CUCTEMBI
3UC.9 Co3ziaHue reTeporeHHoN cpeibl
3UC.10 Hcrnonp3oBaHue IpOrpaMMHOTO 00€CTICUCHHUS,
(YHKIMOHUPYIOIIETO B CpeiaX Pa3IMUHbIX OMEPAUOHHBIX
CUCTEM

3UC.11 [IpenoTBpanieHue 3a€pKKH WIIH MPEPHIBAHUS BBITTOJTHEHUS

IIPOLIECCOB C BBICOKUM MPUOPUTETOM CO CTOPOHBI IPOLIECCOB C

HU3KUM PUOPUTETOM
3UC.12 W3onsmust mpoiieccoB (BBIMOJIHEHUE MPOrPaMM) B BbIICICHHOM
o0J1acT NamsITH
3UC.13 3ammTa Hen3MeHIEeMBIX JaHHBIX + +
31C.14 Hcnonb3oBaHue HENEepe3anuchlBa€MbIX MAILIMHHBIX HOCUTENIEH
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uHbOpMaIuu
3UC.15 Peanu3zarius 3eKTpOHHOTO MOYTOBOTO OOMEHA ¢ BHEITHUMHU
CETSIMM YEPE3 OrPaHUYEHHOE KOJIMUYECTBO KOHTPOIUPYEMBIX
TOYEK
3UC.16 3ammra OT cnama + +
3UC.17 3amuTa HHPOPMAIIHH OT YTEUEK
31C.18 bnoxupoBka gocTyna K caiiTaMm WM TUIIAM CaiToB,
3aIpelleHHbIX K CIOIb30BaHUI0
3UC.19 3amuTa HHQOPMAIIMHK TIPH €€ Tiepeaaye Mo KaHaaaM CBSI3U + + +
31UC.20 ObecrnieyeHre JOBEPEHHBIX KaHANIa, MApUIPyTa + + +
31C.21 3arpeT HeCaHKIIMOHUPOBAHHOM yJaleHHON aKTHBAaLUU + + +
nepudepuiiHbBIX YCTPOUCTB
31C.22 VYnpasnenue arpudyramMu 6€30MaCHOCTH ITPU B3aUMOJCHCTBUN
C MHBIMU MHPOPMAIIMOHHBIMH (aBTOMATH3UPOBAHHBIMH )
CUCTEeMaMH
31UC.23 KonTposap ucnonp30Banusi MOOUIIBHOTO KOJIA
31C.24 KonTpons nepeaaun peueBoil uHpopmanuu
3UC.25 KonTpons nepenaun BujgeonHpopmaluu
3UC.26 [TonTBepxkaeHUE TPOUCXOKICHHSI HCTOYHHKA MHGOPMAIIMH
31C.27 ObecneueHue MoFIMHHOCTU CETEBBIX COSAMHEHUN + +
31C.28 HckmoueHne BO3MOXKHOCTH OTPULIAHUS OTIIPABKU
uHdopmaru
31C.29 HckmroueHne BO3MOKHOCTH OTPULIAHUS TIOTYUYEHUS
uHdopmaru
31C.30 Hcnonb3oBaHue yCTPONUCTB TEPMUHAIBHOTO JTOCTYTIA
3UC.31 3amuTa OT CKPBITHIX KaHAJIOB Mepeaadyu HHPOPMAIHH
31UC.32 3amuTa 6ecrpOBOAHBIX COSTUHEHUI + + +
31C.33 Hckimrouenue nocryna yepes3 o0Ime pecypesl +
31C.34 3amuTa oT yrpo3 otkasza B oociyxusanuu (DOS, DDOS-arak) + + +
3UC.35 YhpaBieHUE CETEBBIMU COECIMHEHUSIMU + + +
3UC.36 Coznanue (3MyYISIus) JIOKHBIX KOMITOHEHTOB
WH(GOPMAITMOHHBIX (AaBTOMATU3HPOBAHHBIX) CUCTEM
3UC.37 [TepeBon nHDOpPMAITMOHHON (ABTOMAaTU3HPOBAHHOMN ) CHCTEMBI
B 0€30MMacHOE COCTOSIHHE MTPY BOSHUKHOBEHHH OTKa30B (COOEB)
3UC.38 3amuTa HHPOPMAIINH IIPH KCIIOIB30BAHUN MOOUITHHBIX + + +
YCTPOMCTB
31C.39 VYipasneHue nepeMenieHueM BUPTyaJIbHbIX MaIlIUH + + +
(koHTEHHEpOB) M 00pabaThIBAEMbIX Ha HUX JaHHBIX
XII. PearupoBanue Ha komnblOTepHble HHIUAeHTHI (MHI)
MNHIL.0 PernmaMeHTanys npaBui U IpoLenyp pearupoBaHus Ha 4 + +
KOMITbIOTEPHBIE UHITUICHTHI
MHII.1 BrIsiBiIeHHE KOMITBIOTEPHBIX HHIIMJECHTOB + + +
WNHIL.2 HNudopMupoBaHne 0 KOMIIBIOTEPHBIX UHITHICHTAX + + +
WHIIL.3 AHanu3 KOMIbIOTEPHBIX MHIIWICHTOB + + +
HHIIL.4 YcrpaHneHue nocaeACTBU KOMIIBIOTEPHBIX MHIIMIACHTOB + + +
MHIL.S [IpuHsATHE Mep 1O NPEAOTBPALIEHUIO IOBTOPHOTO + + +
BO3HUKHOBEHUSI KOMITBIOTEPHBIX MHIIUICHTOB
NHIL.6 XpaHeHue 1 3amuTa HHGopMaIi 0 KOMITBIOTEPHBIX + + +
MHITUICHTaX
XIII. Ynpasienue konpurypanuei (YK®)
YK®.0 PenmamenTanys npaBui U MpoUEAYp YIPABICHUS \ + + +
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koH(pUTyparueir THPOPMAITMOHHON (aBTOMATH3UPOBAHHOMN)

CUCTEMBbI

YK®.1 Wnenrudukarmsi 00beKTOB yIIpaBlieHUs: KOHpUTyparueit

YK®.2 YnpaBiieHue U3MEHEHHUSIMU + + +

YK®.3 YcTaHoBKa (MHCTAJUISIIHS ) TOJIBKO Pa3peIrieHHOro K + + +
MCIIOJIb30BAaHUIO TIPOTPAMMHOTO 00eCIIeUeHus

YKo .4 KonTpons AeiicTBUl 10 BHECEHUIO U3MEHEHHM

XIV. Ynpasienue 00HOBJICHUSIME POrpaMmMHoro odecnedenus (OI1O)

OI10.0 PernamenTanus nmpaBui U IpOLEAYp YIPaBICHUS N + +
0OHOBJICHUSIMHU IIPOTPAMMHOI0 00ecTIeueHus!
OI1O0.1 [Touck, nonyyenre oOHOBIEHUN TPOrPaMMHOTO 00€CTIEUEHHUS + + +
OT JJOBEPEHHOI'O UCTOYHHKA
OI10.2 KoHTposnb 11enocTHocTH 0OHOBICHUH TPOrPaMMHOTO + + +
oOecrieueHus
OIlO.3 TectupoBaHre 0OHOBICHUN TPOrPAMMHOTO 00ECTIEUeHUS + + +
OI10 .4 YcTaHoBKa OOHOBJICHHH MTPOTPAMMHOTO 00eCTICUSHUS + + +

XV. [lnanupoBanue MmeponpusaTuii no odvecnevyennio 6esonaciocru (IJIH)

[1JIH.0 PernameHTanys npasui U npouenyp IJIaHUPOBaHUSA 4 + +
MEPONPUSITUI 10 00ECIIEYSHHIO 3aIIUTHI HHPOpPMALIUU

[JIH.1 Pa3paboTka, yTBEepKI€HUE U aKTyaln3alus IIaHa + + +
MEPONPUSITUIA 10 00ECIIEYSHHIO 3aIIUTHI HHPOpPMAaLIUU

TUJIH.2 KoHTpoih BEITIOTHEHUST MEPOTIPUSTHIA 110 00€CTICUESHUTO + + +

3anUThl HGOPMAIIH

XVI. Obecnieuenue neiicrBuii B Hemrratubix curyanusx (JHC)

JHC.0 Pernamenranus nmpaBuil u nponenyp odecredeHus AeicTBHi B . + +
HEIITATHBIX CUTYAIHsIX
JHC.1 Pa3paboTka maHa JeMCTBUI B HEIITATHBIX CUTYAIIUAX + + +
JAHC.2 OOyuenue u oTpabOTKa IEHCTBUIA MEPCOHANIA B HEIITATHBIX + + +
CUTYaIUsIX
JHC.3 Coznanue anbTepHaTUBHBIX MECT XpaHEHUs U 00pabOoTKU + +
nH(pOpMaIUU Ha CIy4Yail BOSHUKHOBEHHSI HEIITATHBIX
CUTYalUi
JIHC 4 PeszepBupoBanme nmporpaMMHOTO 00€CTICUCHUSI, TEXHUYECKHUX + +

CpEIICTB, KAHAJIOB CBSI3U Ha CIy4yall BO3HUKHOBEHUS
HEIITAaTHBIX CUTYalUH
JHC.5 ObecrnieueHre BO3MOXKHOCTH BOCCTAHOBJICHUS + + +
MH(POPMAIIMOHHOM (aBTOMaTU3UPOBAHHOW) CUCTEMBI B Cllydae
BO3HMKHOBEHUS HELTATHBIX CUTYalLMH
JHC.6 AHanu3 BO3HUKIIUX HEMITATHBIX CUTYallMi U IPUHATHE MEP + +
M0 HEJIOMYIIEHUIO UX MOBTOPHOTO BOZHUKHOBEHUS

XVII. UupopmuposBanue u odydenue nepconana (UI1O)

HI10.0 PernamenTanus npaBui U mpoueayp HHOOPMUPOBAHUS U n + +
o0Oy4eHwsl mepcoHana
HIIO.1 NudopmupoBanme nepcoHana o0 yrpo3ax 0€301macHOCTH + + +
rH(pOpMAIMU U 0 paBHIax 0e30MacHON PadOThI
NI10.2 OO0ydeHue nepcoHala mpaBuiiaM 0e30MacHON paboThI + + +
HIIO.3 [IpoBenenne npakTUYECKUX 3aHATUIN C IEPCOHATIOM I10 + +
paBUIIaM

0e30macHOM paboThI
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NI10.4 KoHTposb 0cBEJOMIIEHHOCTH TTepcoHaa 00 yrpo3ax + + +
0e30macHOCTH MH(GOPMAIIUK U O TIPABHIIaX O€30TacHOM
paboThI

"+" - Mepa obecrniedeHus: OE30MACHOCTH BKJIIOYEHA B 0Aa30BbIi HAOOP Mep Ui COOTBETCTBYIOLICH
KaTeropuy 3HaYUMOIo OOBEKTa.

Meps! obecrieuenusi 6e30MacHOCTH, He 0003HaYCHHBIE 3HAKOM "+, MPUMEHSIOTCS NIPU aJanTaluu
U JIoNoJHEeHuu 0a3oBoro Habopa Mep, a Takke NMpH pa3paboTKe KOMIIEHCHPYIOIIUX MEp B 3HAYMMOM
00BbeKTEe KPUTHUECKOW MHPOPMAITMOHHON HMH(PPACTPYKTYPBI COOTBETCTBYIOIIEH KaTETOPUN 3HAYMMOCTH.

28.01.2026 www.SecurityRussia.com 26/26


https://securityrussia.com/

